Datasheet: NetWrix Active Directory Change Reporter

Product Overview

Change auditing is an important procedure for limiting unauthorized
@ g“Na‘i:Wﬂx changes to Active Directory and Group Policy. Built-in AD auditing lacks

ACTIVE DIRECTORY many important features and does not have reporting capabilities.
i CHANGE REPORTER

NetWrix Active Directory Change Reporter (ADCR) reports the changes
made to Active Directory and Group Policy and delivers detailed information on a daily basis.

Key Benefits

e Monitoring of Day-to-Day Administrative Activities
One single change can put your organization at risk, introducing security breaches and compliance issues.
The ADCR sends detailed report with all changes made through the last day so IT managers can review and detect
unauthorized changes.

¢ Regulatory Compliance
The usage of the product in your IT environment is a big step towards compliance with regulations such as
SOX and HIPAA. All changes made to your AD and Group Policy can be archived and stored for years, enabling you
to generate reports for your IT auditors.

¢ Streamlined Change Control
The ADCR includes change rollback capability to enable quick and routine-less control over unauthorized
changes. Proactive change rollback prevents unplanned outages and security breaches.

e User Activity Tracking
Increased user control over Active Directory with delegation and self-service capabilities brings unexpected
side-effects and can cause service disruptions and costly troubleshooting. The product monitors both user and
administrative changes to paint the most complete picture.

For more information and pricing, call 888-638-9749, or visit www.netwrix.com

¢ Detects Who Changed What and When
Default daily reports list all changes sorted by objects name, with information about who (*) made changes
and when (*) they were made.

¢ Reports Previous and Current Values for Every Change
Get complete understanding about every change by comparing previous and current settings (*). For
example, when OU name changes the report shows previous and new name. Another example, when group
membership changes the report displays removed and added members.
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e Web-based Advanced Reporting (*)
The product leverages SQL Server Reporting Services (SRS) to provide on-demand web-based reporting with
rich export and subscription capabilities. You can generate reports grouped and filtered by necessary fields and
export them to PDF, HTML, XLS, and several other formats.

¢ Predefined and Custom Reports (*)
The product comes with a set of out-of-the-box reports with extended filtering, sorting and grouping
features. You can easily create your custom reports or order new reports from NetWrix.

e Group Policy Change Auditing
The product includes optional Group Policy auditing feature to track all GPO management activities in your
Active Directory. Reports include detailed information about newly created and deleted GPOs, modified GPO
settings (*) and options. For example, you can detect who turned off invalid logon auditing or applied new
desktop lockdown settings to an OU.

¢ Long-term Historical Reporting (*)
The product features fast compressed storage for collected audit data and enables historical reporting for
any period of time (e.g. 2 months or 3 years), as required by your IT auditors or internal regulations.

¢ Enterprise-class Scalability (*)
The product supports AD environments of all sizes with multiple sites distributed across the world. Optional
agent-based collection enables highly effective and secure network utilization.

e Change Rollback Wizard (*)
Rollback Wizard facilitates control over unauthorized changes made to your Active Directory: Should you
notice something wrong in the daily report, just start the wizard, select all unwanted changes and revert them to
their initial state.

(*) Features marked with (*) are only available in the commercial version of the product.

Product Licensing

NetWrix AD Change Reporter has two editions: freeware and commercial. The commercial edition
is licensed by the number of enabled user accounts. GPO auditing requires additional licenses.
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