
Netwrix Auditor Add-on for Nutanix Files
Complete visibility into changes and data access across your Nutanix file servers

Netwrix Auditor Add-on for Nutanix Files empowers you to strengthen data security by delivering complete visibility into changes 

and data access events across your Nutanix file servers. The add-on provides actionable intelligence that helps you detect 

malicious user activity and effectively investigate security incidents before they result in data breaches.

Add-on for Nutanix Files maximizes 
visibility into suspicious user activity 
that could threaten the security of 
sensitive data, such as changes to 
user permissions or the mass file 
modifications. This deep insight 
enables you to detect security 
incidents more effectively and 
respond faster to mitigate the risk of 
data breaches.

Add-on for Nutanix Files helps you 
proactively spot, investigate and 
remediate unwanted changes — 
such as the accidental deletion of 
critical data — before they affect 
your business. Moreover, it 
streamlines regular monitoring by 
enabling you to save your searches 
as custom reports that can be run on 
demand or delivered on schedule.

Add-on for Nutanix Files keeps your 
audit data safely archived but still at 
your fingertips for more than ten 
years in a two-tiered storage. You can 
instantly access it the next time there 
is a security investigation or auditors 
require a periodic check. Moreover, 
the add-on makes it easy to quickly 
answer ad hoc questions from 
auditors to simplify your audit routine.

#completevisibility  |  www.netwrix.com/auditor

CUSTOMER FEEDBACK

"Netwrix Auditor is a great product that helps us secure large amounts of sensitive data, such as students’ health records 
and their parents’ financial information. We can seamlessly monitor user activity, ensure conformance to security 
policies and investigate incidents. The most terrific part is that Netwrix Auditor alerts us to potential ransomware 
activity, so we can take countermeasures in time."

Hans Gierens, IT Manager, Catholic College Sale

INCREASE THE PRODUCTIVITY 
OF YOUR IT TEAMS

PROVE TO AUDITORS
YOUR DATA IS SECURE

DETECT DATA
SECURITY THREATS

https://www.netwrix.com/auditor.html?utm_source=content&utm_medium=datasheet&utm_campaign=Nutanix-Files-add-on-datasheet


Key Features of Netwrix Auditor 
Add-on for Nutanix Files

ON-PREMISES: 
netwrix.com/freetrial

VIRTUAL:  
netwrix.com/go/appliance

CLOUD:  
netwrix.com/go/cloud

HOW IS NETWRIX AUDITOR
ADD-ON FOR NUTANIX
FILES DIFFERENT?

NON-INTRUSIVE ARCHITECTURE

VISIBILITY INTO
EVERY CHANGE

CONTROL OVER
DATA ACCESS

Continuous monitoring of file read 
events across your Nutanix file server 
platform enables you to maximize 
control over your sensitive files and 
make sure that no unauthorized 
attempts to access customer and 
business-critical data go unnoticed.

Nutanix file server monitoring enables 
you to detect critical changes, 
including modifications to user 
permissions, and reports the critical 
who, what, when and where details to 
help you spot and remediate actions 
that could put data security at risk.

Customizable alerts on threat patterns 
empower you to secure your 
business-critical files by notifying you 
about suspicious activity that require 
your immediate attention, such as 
unauthorized access to sensitive data 
or mass file modifications.

Deployment 
Options  

ALERTS ON
THREAT PATTERNS

Integrates with other security, 
compliance and IT automation tools, 
as well as third-party applications, 
so you can easily expand visibility to 
other systems and have your entire 
audit trail available from a single 
place.

RESTFUL API

TWO-TIERED DATA STORAGE

Keeps your entire audit trail for over 
10 years in a reliable and 
cost-effective two-tiered (file-based 
+ SQL database) storage and
ensures easy access to it
throughout the whole retention
period.

Operates without agents, so it never 
degrades system performance or 
causes any downtime.
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Google-like data search gives you the 
flexibility to quickly sort through the 
audit trail and fine-tune your search 
criteria until you find the information 
you need. You can easily save your 
searches as custom reports and have 
them delivered to you on schedule.
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