Datasheet: NetWrix Group Policy Change Reporter

Product Overview
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CHANGE REPORTER security policies, desktop configurations, software deployment and
other settings is obvious to prevent severe impacts on enterprise security and compliance. Group
Policy management tools provided by Microsoft don't have any built-in auditing and change reporting
capabilities. This results in uncontrolled and unaudited GPO change process or requires implementation

of expensive 3rd party management tools and workflows.

NetWrix Group Policy Change Reporter (GPCR) simplifies Group Policy change auditing and reporting.
The product generates reports detailing every single change made to Group Policy configuration and
settings, with information about who made the change and when it was made (*). Additional
information includes setting-level change details with previous and current values (*).

Key Benefits

e Monitoring of all Group Policy Administrative Activities
The GPCR reports on all changes made by anyone though any administration tools, including Group
Policy Management Console, Group Policy Object Editor, and any other 3rd party tools. IT managers can
easily control all changes occurring in their Group Policy environment without the overhead of 3™ party
GPO workflows and tools.

e Improved Security
Certain changes in Group Policy can put your organization at big risk. Security policies, server or
desktop settings, software distribution ¢ every single change can potentially introduce security breach or
violate established security policies. The GPCR makes it possible to proactively detect any changes
before they break down your enterprise security.

¢ Regulatory Compliance
Major compliance regulations, such as SOX and HIPAA, require complete auditing of all security-
related activities in compliant organizations. The GPCR records all changes made to your Group Policy,
archives this data, and enables you to generate reports for your IT auditors.

For more information and pricing, call 888-638-9749, or visit www.netwrix.com
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¢ Detects All Group Policy Changes
The product sends daily reports that list all changes sorted by GPO name, with information about
who (*) made changes and when (*) they were made. This includes added, removed, and modified GPOs
with change details.

¢ Reports Previous and Current Values for Every Change (*)

Get complete understanding about every change by comparing previous and current settings. For
example, when somebody changes logon audit setting the report shows previous and effective values
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trustees (users or groups) who lost this right and those who obtained this right.

¢ Long-term Historical Reporting (*)
The product features fast compressed storage for collected audit data and enables historical
reporting for any period of time (e.g. 2 months or 3 years), as required by your IT auditors or internal
regulations.

¢ Integrated with Active Directory Change Reporter
The product is tightly integrated with NetWrix AD Change Reporter to provide complete change
auditing platform for your Active Directory environment without the pain of maintaining two different
products.

(*) Features marked with (*) are only available in the commercial version of the product.

Product Licensing

NetWrix Group Policy Change Reporter has two editions: freeware and commercial. The
commercial edition is licensed by the number of enabled user accounts. Discounts are available for
customers of Active Directory Change Reporter.
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