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Product Overview 
 

Account Lockout Examiner for PowerShell helps you to automate the 

detection, troubleshooting and resolution of account lockouts, 

eliminating all associated routine work. The product provides a set 

of Windows PowerShell cmdlets to help you build customized solutions for the effective 

management of account lockouts.  

         Product Benefits 

 Reduced Administrative Costs 

Account Lockout Examiner for PowerShell cuts down costs associated with the manual 

resolution of account lockouts, saving a lot of time for IT administrators. The product performs all 

routine work related to the account lockout resolution. 

 Compliance 

Using this product in your IT environment is a good step towards compliance with regulations 

such as Sarbanes-Oxley, GLBA, FISMA, HIPAA, and others. Strong password policies and password 

expiration requirements cause many account lockouts, and the product helps to deal with them 

quickly and efficiently. 

 Automation 

The product enables organizations to create highly customized automation scenarios, tailored 

to specific needs and IT processes. The product leverages Windows PowerShell technology as a 

standard way of creating full-featured scripts that can be run in unattended mode. 

 

 

 

 

 

 

 

 

 

 

For more information and pricing call 1-888-638-9749 or visit www.netwrix.com 

 

http://www.netwrix.com/


Product Features 

 Account Lockout Troubleshooting 

The account lockout examination engine will do its best to find the source of the account 

references that might be causing the account lockout. It checks for stale credentials of service 

accounts, persistent drive mappings, scheduled tasks, and the other items to provide the user with 

the deduction about what particular reference to the locked account might have caused the 

problem. 

 Automated Resolution 

All operations are done by means of scripts to enable fully automated resolution workflows, 

running in unattended mode. Based on your experience with account lockouts previously 

encountered, you can handle most issues that are specific to your environment. For example, you 

can force user logoff when network drive mapping credentials become outdated or automatically 

update all service accounts when a password expires. 

 Examines, Fixes, Resolves 

Three cmdlets are provided by the product. The first cmdlet performs scanning of all possible 

reasons for account lockout on a specified computer: services, network drives, scheduled tasks, etc. 

The second cmdlet resets the account password, and the third cmdlet unlocks the account. The rest 

can be done with the standard cmdlets provided by Windows PowerShell. 

Product Licensing 

Account Lockout Examiner for PowerShell is licensed by the number of installations in your organization. 

 

 

 

 

 

 

Contact Information:   Contact Postal Address:   
 

Phone: 888-638-9749 (toll-free)  NetWrix Corporation  

Fax: 201-490-8838    #36593 PO Box 10188 

E-mail: contact@netwrix.com  Newark, New Jersey, 07101-0018 

Web: www.netwrix.com 
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