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1. INTRODUCTION

1.1. Overview

This guide is intended for the product evaluation purposes, therefore, it is recommended to
read it sequentially, and follow the instructions in the order they are provided.

With this guide you can:
¢ Install and configure NetWrix Exchange Change Reporter
¢ Create a Managed Object to monitor Exchange Server changes in your domain

e Run data collection for your Managed Object and see how Exchange Server
changes can be reported

This guide only covers simple installation and configuration options. For advanced installation
scenarios and configuration options, as well as for information on various reporting
possibilities and advanced product features, refer to NetWrix Exchange Change Reporter
Administrator’s Guide.

1.2. How This Guide is Organized

This section explains how this guide is organized and provides a brief overview of each
chapter.

e Chapter 1 Introduction is the current chapter. It explains the purpose of this
document, defines its audience and outlines its structure.

e Chapter 2 Product Overview provides an overview of the NetWrix Exchange Change
Reporter functionality, lists its main features and benefits, and explains the product
workflow. It also contains the information on the product editions and a side-by-side
comparison of their features.

e Chapter 3 Installing NetWrix Exchange Change Reporter lists hardware and software
requirements, and instructions on the installation of NetWrix Exchange Change
Reporter.

e Chapter 4 Configuring Target AD Domain explains how to adjust audit settings in your
target AD domain and prepare it for monitoring.

o Chapter 5 Configuring Managed Object explains how to configure a Managed Object,
which is an AD domain with Exchange Server that you monitor for changes.

e Chapter 6 Collecting the Initial Snapshot explains how to run data collection to
perform the initial analysis of your domain current state.

e Chapter 7 Monitoring Your Target Domain for Changes provides instructions on how to
make test changes to the monitored domain and see how they are reported by the
product.

e Appendix: Related Documentation contains a list of all documents published to
support NetWrix Exchange Change Reporter.

1.3. Free Pre-Sales Support

You are eligible for free technical support during the evaluation period of all NetWrix
products. If you encounter any problems, or would like assistance with the installation,
configuration or implementation of NetWrix Exchange Change Reporter, contact NetWrix
support specialists.
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2. PRODUCT OVERVIEW

Without argument, Microsoft Exchange is the most important IT infrastructure component in
many organizations. Even one hour of email downtime can cost millions of dollars of lost
revenue and credibility. Auditing changes to configuration settings in an Exchange
environment is critical to ensure reliable email operation, security and compliance. Exchange
servers, mailboxes, information stores, permissions and all other types of objects must be
monitored on a regular basis to detect any changes, both authorized or not, and the full audit
trail must be maintained for compliance and security incident investigation purposes.

NetWrix Exchange Change Reporter is an auditing solution that tracks and reports all changes
made to your Exchange Server configuration and permissions. The product generates reports
that show all created, deleted, and modified objects and settings, and answer the four basic
questions: WHO changed WHAT, WHEN and WHERE. Powered by the NetWrix AuditAssurance™
technology, NetWrix Exchange Change Reporter tracks changes to the configuration settings,
creation and deletion of mailboxes, information stores, Exchange servers, connectors,
protocol parameters, storage groups and many other types of objects and their permissions.
Reports show the before and after values for all modified settings, for example, the previous
name of a recently renamed mailbox or what the mailbox quotas looked like before they were
changed.

NetWrix Exchange Change Reporter can be purchased separately, but it is installed as an
integrated part of a larger change reporter pack which automates auditing of the entire AD
infrastructure. The NetWrix Active Directory Change Reporter pack comprises the following
modules:

e Active Directory Change Reporter
e Exchange Change Reporter

e Group Policy Change Reporter

2.1. Key Features and Benefits

NetWrix Exchange Change Reporter helps you perform the following auditing and reporting
tasks:

e Detect and report on changes made to Exchange Servers. Reports include
information on WHO changed WHAT, WHEN, and WHERE.

e Report on the before and after values for every change.

e Generate on-demand web-based reports.

e Create custom reports (can also be ordered from NetWrix).

e Store collected audit data and enable historical reporting for any period of time.

e (Create email subscriptions for certain report types. The feature is based on the
SSRS-reporting functionality and enables automatic delivery of certain report
types to a customizable list of email addresses.

e Integration with SCOM. The product stores collected changes in an event log
which allows cooperating with SCOM.

2.2. Product Workflow

A typical NetWrix Exchange Change Reporter data collection and reporting workflow is as
follows:

1. An administrator configures a Managed Object and sets the parameters for automated
data collection and reporting.
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2. NetWrix Exchange Change Reporter monitors AD domain and collects audit data on
changes and AD configuration snapshots. Audit data is written to a local file-based
storage, referred to as the Audit Archive.

3. The product emails Change Summaries to the specified recipients daily at 3:00 AM by
default.

4. If the integration with SCOM is enabled, the product will record all changes to the
event log.

5. If the Reports functionality is enabled and configured, data is imported from the
Audit Archive to a dedicated SQL database. Reports based on audit data can be
viewed via NetWrix Enterprise Management Console or in a web browser.

2.3. Product Editions

NetWrix Exchange Change Reporter is available in two editions: Freeware and Enterprise.
The Freeware Edition can be used by companies and individuals for an unlimited period of
time at no charge. The Enterprise Edition can be evaluated free of charge for 20 days.

Note: Licenses for different modules of the NetWrix Active Directory Change
Reporter pack (Active Directory Change Reporter, Group Policy Change Reporter
and Exchange Change Reporter) have to be purchased separately.

The table below outlines the difference between the editions:

Table 1: NetWrix Exchange Change Reporter Editions

Feature Freeware Edition Enterprise Edition
Exchange objects and their attributes change Yes Yes
reporting (modification, addition, deletion)
Exchange object security change reporting Limited Fully detailed
WHO, WHEN and WHERE fields for every No Yes
change
The before and after values for every change Yes Yes
SSRS-based reports with filtering, grouping No Yes
and sorting options
Subscription to SSRS-based reports No Yes
Predefined reports for PCI, SOX and HIPAA No Yes
Custom reports No Yes.

Create manually or
order from NetWrix
(3 reports at no

charge!)

Long-term audit archiving and reporting No Any period of time
Integration with Microsoft System Center No Yes
Operations Manager via SCOM Management
Pack for Exchange Change Reporter
A single installation handles multiple domains, No Yes
each with its own individual settings
Easy integration with other NetWrix products No Yes
via NetWrix Enterprise Management Console
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Feature

Freeware Edition

Enterprise Edition

Daily email Change Summary reflecting the
changes made during the last day

Yes

Yes

Technical Support

Support Forum,

Full range of options

Knowledge Base

(phone, email, support
tickets submission,

Support Forum,

Knowledge Base)

Licensing

Free of charge

Per enabled AD
account or volume
license, see our pricing
information or request

a quote
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3. INSTALLING NETWRIX EXCHANGE CHANGE REPORTER

3.1 Installation Prerequisites

NetWrix Exchange Change Reporter can be installed on any computer in the monitored
domain, or in a trusted domain.

3.1.1. Hardware Requirements

Before installing NetWrix Exchange Change Reporter, make sure that your hardware meets
the following requirements:

Table 2: NetWrix Exchange Change Reporter Hardware Requirements

Hardware Component Minimum Recommended
Processor Intel or AMD 32 bit, 2GHz Intel Core 2 Duo 2x 64 bit,
2GHz
Memory 512MB RAM 4GB RAM
Disk space e 50MB physical disk Two physical drives with a
space for product total of 50GB free space
installation.

e Additional space is
required for the Audit
Archive and depends on
the number of AD
objects and changes per
day.

3.1.2. Software Requirements

Before installing NetWrix Exchange Change Reporter, make sure that your software meets the
following requirements:

Table 3: NetWrix Exchange Change Reporter Software Requirements

Component Requirement

Windows XP SP2 (both 32-bit and 64-bit
systems) and above

Operating System

Additional software e .NET Framework 2.0, 3.0 or 3.5

e Windows Installer 3.1 or later

e Microsoft Management Console 3.0 or later
e Windows PowerShell 2.0*

e ASP.Net 2.0*

e 1IS5.1 or later (IIS 7.0 or later requires IS 6
Management Compatibility - all components)**

* Only required if your monitored domain has an Exchange organization running
Microsoft Exchange Server 2010.
* % Only required if you are going to use SQL Server 2005 to store audit data.
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3.1.3. Supported Environments

This section provides a list of AD environments and Microsoft Exchange Server versions
supported by NetWrix Exchange Change Reporter.

Table 4: NetWrix Exchange Change Reporter Supported Environments

Component Version

Active Directory environment e  Windows 2000

e Windows Server 2003 (any forest mode:
mixed/native/2k3)

e Windows Server 2008/2008 R2
e Windows Server 2012

MS Exchange Server e MS Exchange Server 2003
e MS Exchange Server 2007
e MS Exchange Server 2010

3.2. Installing NetWrix Exchange Change Reporter

Procedure 1. To install NetWrix Exchange Change Reporter
1. Download the NetWrix Active Directory Change Reporter pack.
2. Run the setup package called adcrfree_setup.msi.

3. Follow the instructions of the installation wizard. When prompted, accept the license
agreement and specify the installation folder.

4. On the last step, click Finish to complete the installation.

Shortcuts of all products forming the NetWrix Active Directory Change Reporter pack will be
added to your Start menu.

Note: NetWrix Exchange Change Reporter runs as a scheduled task, therefore it is
not necessary to keep the program open once it has been configured.
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4. CONFIGURING TARGET AD DOMAIN

Successful change monitoring requires a certain configuration of the audit settings in the
monitored Active Directory domain. If audit is not configured properly, your change reports
may contain errors and incomplete audit data. For example, you can receive a report
containing the “System” value instead of an account name in the “Who changed” column.

Therefore, you need to verify and, if necessary, adjust your audit settings prior to using
NetWrix Exchange Change Reporter. You can configure audit automatically through the Active
Directory Audit Configuration Wizard. If you wish to configure audit manually, refer to
NetWrix Active Directory Change Reporter Installation and Configuration Guide for the
detailed step-by-step instructions.

Procedure 2. To configure target AD domain automatically

1. Launch the Active Directory Audit Configuration wizard: navigate to Start > All
Programs > NetWrix - Exchange Change Reporter - Active Directory Audit
Configuration.

Note: For the wizard to work properly, you must run it under a Domain admin or an
Enterprise admin account.

2. On the first step of the wizard, specify a name of the domain where you want to
configure audit settings:

Figure 1:  Audit Configuration Wizard: Select the Domain
) Active Directory 2udit Configuration ﬂ

Active Directory Audit Configuration

Thiz wizard will help yau to configure required audit settings for
wour domain and/or forest root domain.

Flease select a domain name from the list or specify it manually:
=l

[ Also configure forest root domain

Domain name:

IMPORTAMT: The forest root containg audit settings for AD
Canfiguration and Schema partitions. If you select a non-root
domain please alzo select the root configuration option above.

If wou select a forest root domain please make sure you have

D'omain Admin nightz to that domain or Enterprize Admin rights to
the entire forest.

Copyright © 2012 Metwiix Corparation.  http:/ Awams nebwris. corm

| Mext > | Cancel |

3. Click Next. In the dialog that appears, select the effective policy that is currently
applied to the domain controllers and that is subject to change, and click OK:

Figure 2:  Audit Configuration Wizard: Select the Effective Policy

01 Active Directory Audit Configuration ﬁ

Select an effective policy, to be applied to the domain
cantrallers af damain “corp.local”, frarm the list below:

Default Domain Controllers Policy ﬂ

oK | Cancel |
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4. On the next step, specify the account that will be used by the product to collect data
from the monitored domain.
Figure 3:  Audit Configuration Wizard: Specify the Data Processing Account
0 Active Directory Audit Configuration ﬂ

Audit Policy Settings

Stepl: Specify an account vou uze for data collection. This
account will be checked for required privileges.

Account: | EYERET T
Step 2: Detect current audit policy zettings on pour domain
controllers, & detailed report will be displayed without changing

arwthing. If you do not have admin rights you can azk the
adminigtrator to make changes according to this report and click

Mext' to skip step 3 below.
Detect...

Step 3: Click “Adjust” to automatically make neceszan modifications

to audit policy sethings.

If you have already configured these settings, you can skip this
step by clicking Mest.

< Back | Mext > | Cancel |

5. Click the Detect button. A report will be displayed showing your current audit policy
settings in the monitored domain:

Figure 4:  Audit Policy Settings Report

) Audit Policy Settings Report ﬁ

Domain Contraller: rootde1. corp.local J
Audit account management: Nat Defined
Audit directory service access: Mot Defined

=]

6. Close the report and click the Adjust button. Your audit policy settings and the Data
Processing Account permissions will be adjusted automatically.

7. On the next step, repeat these operations for the object-level audit settings. Object-
level auditing must be configured so that the “Who” and “When” information appears
in audit reports:
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Figure 5:  Audit Configuration Wizard: Adjust the Object-Level Audit Settings

<y Active Directory Audit Configuration il

Object-level Audit Settings

Step 1. Detect current object-level audit settings. A detailed report
will be displayed without changing anything. If vou do not have
admin rights wou can ask the administrator o make changes as per
the documentation and click Mest' to skip step 2 below.

Step & Click “Adjust” to automatically make necessary

modifications to object-level audit zettings.
Adjust... |

If pou have already configured these settings, pou can skip this
step by clicking Nest.

< Back | Mext » | Cancel |

8. On the next step, repeat these operations for your Security event log retention
settings. On clicking the Adjust button, the size of your Security event log will be set
to 300 MB, and the event log auto backup will be enabled if needed:

Figure 6:  Audit Configuration Wizard: Adjust the Event Log Retention Settings
0 Active Directary Audit Configuration il

Event Log Retention Settings

Step 1: Detect curent event log capacity and retention settings.
A, detailed report will be displayed without changing angthing. If
you do not have admin rights you can ask the administrator to
make changes az per the documentation and click "Mext' to skip

step 2 below.

Step 2: Click “Adjust” to automatically make neceszany

rodifications to event lag retention settings.
Adjust... |

|f pouy have already configured these settings, vou can skip thiz
step by clicking Mext.

< Back | Mest » | Cancel |

9. On the next step, if your monitored server is running MS Exchange Server 2010, repeat
these operations for the Exchange Server Administrator Audit Logging (AAL) Settings.
Otherwise, skip the step.
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Figure 7:

@) Active Directory Sudit Configuration ll

Exchange Server Administrator
Audit Logging Settings

Step 1: Detect Exchange Server(z) 2010 [SP1 and later] without
AAL on wour donain. & detailed report will be dizplayed without
changing arything. If you do not have admin rights you can ask
the adminiztrator to make changes as per the documentation and

click 'Mest' to skip step 2 belaw.

Step 2 Click “Adjust to automatically make necessary
rmodifications ta Administrator Audit Logging settings.

Adjust... |

If you have already configured these settings, pou can skip this
step by clicking 'Mext'.

< Back | Memt > | Cancel

10. On the last step, review your settings and exit the wizard.

Audit Configuration Wizard: Adjust the Exchange Server AAL Settings
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5. CONFIGURING MANAGED OBJECT

In NetWrix Exchange Change Reporter, a Managed Object is a domain with MS Exchange
Server installed that is monitored for changes.

Procedure 3. To create and configure a Managed Object

1. In NetWrix Enterprise Management Console click the Managed Objects node in the
left pane. The Managed Objects page will be displayed:

Figure 8:  The Managed Objects Page

SINetWrix Enterprise Management Console =] 3
File  Action Wiew Help

e |2EHE

anagement Console

ENetWrix
Settings — mr—
1] Al Sessions

i ﬁ Managed Ohbijects

Start by configuring ane or several Managed Objects. Managed Objects can be grouped into folders,

=

Create Mew Managed Object

This wizard helps you create a Managed Object. You can enable different madules for your Managed Objects depending on the type of
audit data you want to collect.

j Create Mew Folder
Create a folder to group your Managed Objects.

L%

S

2. In the right pane, click Create New Managed Object. Alternatively, right-click the
Managed Objects node and select New Managed Object from the pop-up menu to
start the New Managed Object wizard.

3. On the Select Managed Object Type step, select Domain as the Managed Object type
and click Next.

Note: If you have installed other NetWrix products before, the list of Managed
Object types may contain several options.

Copyright © 2012 NetWrix Corporation. All Rights Reserved Page 14 of 23
Suggestions or comments about this document? www.netwrix.com/feedback




NetWrix Exchange Change Reporter Quick-Start Guide

Figure 9:  New Managed Object: Select Managed Object Type

New Managed Dbject
. " .
I Select Managed Object Type

Select Managed Object type from the ligt:

Installed M anaged Object Types

Awvailable Managed Object Types

Organizational  Computer  VMware Virtual
Unit Collection Center

Active Directory domain

Brevious I Mext I Eirish | Cancel |

On the Default Account step, click the Specify Account button.

Note: If you have installed other NetWrix change reporting products before and
specified the default Data Processing Account and the email settings on their
configuration, the Default Account and Configure Email Settings steps of the
wizard will be omitted.

In the dialog that opens, specify the default Data Processing Account (in the
domain_name\account_name format) that will be used by NetWrix Exchange Change
Reporter for data collection. This account must have the following rights:

e Local administrator on the computer where NetWrix Exchange Change Reporter is
installed.

e Domain administrator in the monitored domain. Alternatively, it must have the
“Manage auditing and security log” right enabled.

e If this account will be used to access the SQL database with audit data, it must
also belong to the target database owner (dbo) role.

e If your monitored servers run Exchange 2010, the Data Processing Account must
also belong to the Organization Management or the Records Management group.
Alternatively, the account must be assigned the Audit Logs role.

Note: This must be the same account you have specified when configuring audit as
described in Procedure 2 To configure target AD domain automatically.
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Figure 10: New Managed Object: Default Account

New Managed Object

—
. |

Default Account
=

Specify the default data processing account

Lzer name: I Specify Account....
Thiz acc # Default Data Processing Account Ld,

¥OU can tiis
wizard. Q Specify the default data processing account

User name:

ENTERPR

Password:

Confirm passward:

IMPORTANT: Thiz account must have the necessary rights and
permissions to access your Managed Objects [for more
information, refer to product documentation). Specify the domain
admin account if you are not sure.

0K I Cancel |

Frevious | IdEst | Firish | ancel |

Click OK to continue and then Next.

6. On the Configure Email Settings step, specify the email settings that will be used for
the Change Summary delivery:
Figure 11: New Managed Object: Configure Email Settings

Mew Managed Object I

, 1|
Configure Email Settings
=

i _a) Specify the SMTP server settings for email delivery. Reports and alerts will be
F_"-J sent using this server.

SMTP server name:

Ilenterprise.local

Port: I 25 E:

Sender address:
|administrator@enterprise. local Werify |

™ Use SMTP authentication

User name:

Password:

Confirm pagsword:
[T Use Secure Sockets Layer encrypted connection [S5L)
I~ wse Implicit S5L connection mods ﬂ

Previous | Next I Eirish Cancel
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The following parameters must be specified:

Table 5:

Email Settings Parameters

Parameter

Description

SMTP server name

Enter your SMTP server name.

Port

Enter your SMTP server port number.

Sender address

Enter the address that will appear in the “From”
field in reports and Change Summaries.

To check the email address, click Verify. The system
will send a test message to the specified address and
will inform you if any problems are detected.

Use SMTP authentication

Select this check box if your mail server requires the
SMTP authentication.

User name

Enter a user name for the SMTP authentication.

Password

Enter a password for the SMTP authentication.

Confirm password

Confirm the password.

Use Secure Sockets Layer
encrypted connection (SSL)

Select this check box if your SMTP server requires
SSL to be enabled.

Use Implicit SSL connection
mode

Select this check box if the implicit SSL mode is
used, which means that SSL connection is established
before any meaningful data is sent.

6. On the Specify Domain Name step, specify your domain name in the FQDN format:

Figure 12: New Managed Object: Specify Domain Name

New Managed Object

"
L Specify Domain Name

e

Daomain name:

e

Data Processing Account

Ienterprise. local

All operations with this Managed Object will be performed under this account. Make sure that it
haz the neceszamy nights and permiszions.

& Default (ENTERPRISE administratar)

MOTE: If heeded, you can change the default account later in Settings » Schedule.

' Custom

User name: |

Password: I

Previous | Mext I

Firizt | Cancel |

Make sure that the Default option is selected under Data Processing Account and

click Next to continue.
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7.

8.

On the Add Modules step, make sure that NetWrix Exchange Change Reporter is
selected under Installed Modules:

Figure 13: New Managed Object: Add Modules

New Managed Object BN

f L add Modules

Select the modules you want to enable:

Mame |
Installed Modules

O [ Active Directary Change Reparter
O = Group Policy Change Reparter
_,J Exchange Change Reparter

Available Modules

O aj Inactive Users Tracker
] aj Pazzword Expiration Motifier

Click. Update to receive an up-to-date list of |
Demriluad iecls.. available modules from Nefifriz website. Uiio

Previous | Mest I Firish | Cancel |

Note: If you have installed other NetWrix change reporting products before, the
list of Installed Modules may contain several options.

On this step, under Available Modules, there is a list of other NetWrix products that
can have domain as a Managed Object type. To get more information on these
products and download them, select the corresponding check box, or click a module
and then click the Download Module button. You will be redirected to the product
website page.

On the Reports Settings step, clear the Enable Reports check box:
Figure 14: New Managed Object: Reports Settings

. - .
| Reports Settings

E‘ g Specify the 50L Server and Report Server settings:

¥ Enable Feports

& Automatically install and configure a new instance of SOL Server Express Ediion
 Use an esisting SOL Server with SOL Reparting Services
SOL Server:

Uzer name: Pazsword:

¥ findows Suthentication

Fieport Server LURL:

I ey |

Fieport Manager URL:

I Werify |

Previous | Mext I Firiizhe Cancel
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Note: The Reports functionality is not covered in this guide, as it only touches
upon the basic product features. For instructions on how to configure and view
SSRS-based reports, refer to NetWrix Active Directory Change Reporter
Administrator’s Guide.

9. On the Specify Exchange Change Reporter Change Summary Recipients step, click
the Add button to specify the Change Summary recipient(s):

Figure 15: New Managed Object: Specify Change Summary Recipients

New Managed Object | ]
f L ‘ Specify Exchange Change Reporter Change Summary
= Recipients
@;. Change Summary Recipients:
Name [ add. |
Edit '
New Email Address [ x]|'= I
Specify a new email address:
/l |adminislvatov@enlerpvise,Iocal L[ Werify
covs_|
Previous I Next | Fitiish ] Cancel I

It is recommended to click the Verify button. The system will send a test message to
the specified email address and will inform you if any problems are detected. Click
OK to save the changes and then click Next to continue. If your audit settings have
not been configured properly, you will receive a warning message. For detailed
instructions on how to configure audit in your monitored Active Directory domain,
refer to Chapter 6. Configuring Target Environment of NetWrix Active Directory
Change Reporter Installation and Configuration Guide.

10. On the last step, review your Managed Object settings and click Finish. A
confirmation message will be displayed.

The newly created Managed Object will appear under the Managed Objects node, and its
details will be displayed in the right pane:

Figure 16: The Managed Object Page

= NetWrix Enterprise Management Console

Fie Action View Hep |
|2 m Hrm |
(&' NetWwrix Enterprise Management Console =
=) | Managed Obects gwmetv!ﬂé
# @) enterprise.local
& Settings
® 2 Al Sessions 1. -
= enterpriselocal
This managed object has 1 of the 3 installed modules enabled. Add/Remove Modules.
The list below shows the modules configured for the selected Managed Object.
Module | Status Description
o] Exchange Change Reporter Successfully configued  Click Run to collect the intial snapshot now.
Click Run to start the data collection, You can stop the process at any time by clicking Stop.
Run Stop
=
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6.

COLLECTING THE INITIAL SNAPSHOT

When you have added and configured a Managed Object, NetWrix Exchange Change Reporter
starts collecting data on changes that occurred in the target domain, and writes it to the
Audit Archive, a local file-based storage. When the first data collection is performed, the
initial snapshot of your monitored domain current state is created. NetWrix Exchange Change
reporter uses this information as a benchmark to generate change reports.

After you have configured a Managed Object, you can either wait for the system to run data
collection automatically, or launch it manually from NetWrix Enterprise Management Console.

Procedure 4. To launch a data collection task

1. In NetWrix Enterprise Management Console, expand the Managed Objects node, and
select your Managed Object.

2. In the details pane, click Run.

Figure 17: Managed Object Page

= Netwrix Enterprise Management Console [_[O]x]
[ File Action View Help
== sEmHE |
1" Netwrix Enterprise Management Console 2 S : A
(1 | j& Managed Objects g's,,...' Nwe*v!ﬂz

=
&

& 29 enterprise.local

Settings

] All Sessions X
t enterprise.local

This managed object has 1 of the 3 installed modules enabled. Add/Remove Modules.

The list below shows the modules configured for the selected Managed Object.

Module [ Status [ Desciiption
] Exchange Change Rieparter Successfully configuied  Click Riun to collect the inital snapshat now.

Click Run to start the data collection. You can stop the process at any time by clicking Stop.

Fun Stop

Note: Depending on the size of your monitored environement, creation of an initial
snapshot may take quite long.

After the initial data collection task has completed, an email notification is sent to the
specified recipient(s) like in the example below:

Figure 18: Initial Analysis Notification

Initial analysis for domain enterprise.ocal completed successfully. You will receive the first report on Exchange Server changes on the next

run.

This is an automatically generated report from NetWrix Exchange Change Reporter. Complete suite of products for auditing and compliance:
vewewe.netwrix.com/ChangeAuditing

— ——— ™\
A 4 ¥ |5 NetWrix Exchange Change Reporter: Summary Report - enterprise.local - Message (HTML) I =& lﬁ
‘ | Message v @
From: #| administrator @enterprise.local Sent: Mon 7/9/2012 1:53 PM
To: # John Smith
Cc
Subject: NetWrix Exchange Change Reporter: Summary Report - enterprise.local

&1

Report generated on: workstation7.enterprise.local

J
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7. MONITORING YOUR TARGET DOMAIN FOR CHANGES

7.1. Making Test Changes

Now that the product has collected a snapshot of your Managed Object current state, you can
make test changes to your Exchange Server configuration to see how these changes will be
reported.

For example, you can create a new mailbox.

Note: Before making any test changes to your domain, ensure that you have the
domain administrator’s rights, and that the changes conform to your security
policy.

7.2. Receiving a Change Summary

After you have made changes to the monitored domain, you can see how these changes are
reported.

By default, NetWrix Exchange Change Reporter emails a Change Summary to the specified
recipient(s) daily at 3:00 AM. The Change Summary lists all changes that occurred in the last
24 hours and provides the WHAT, WHO, WHERE and WHEN details for every change.

If you do not wait until a scheduled Change Summary delivery, you can generate it manually.
To do this, launch a data collection task manually as described in Procedure 4 To launch a
data collection task earlier in this guide. After the task has completed, a Change Summary
will be generated and sent to the specified email address:

Figure 19: Change Summary Example

= | 3 NetWrix Exchange Change Reporter: Summary Report - enterprise.local - Message (HTML)
l || Message o @
X =
% Ignore x ) 3 D) [R Meeting |23 Mantis "% To Manager 53 S Rules~ B DL.,J Yv a&) 34 Find \
=0 SR T o (33 Team E-mail « Done ] OneNote - 2 Related ~
& Junk v~ Delete Reply Reply Forward . . 5 Move Mark Categorize Follow = Translate Zoom
All £ More ~ & Reply & Delete 7 Create New - ~_] Actions ¥ | Unread - Up~ % I select -
Delete Respond Quick Steps Move Tags Editing Zoom
From: administrator @enterprise.local Sent: Mon 9/10/2012 5:50 PM
To: administrator @enterprise.local
Cc
Subject: NetWrix Exchange Change Reporter: Summary Report - enterprise.local
This is an evaluation version (8 days left). Request a quote.
Change analysis for domain enterprise.local completed successfully.
More reports are available at https://workstation7/Reports SQLExpress.
The following changes were detected in your Exchange Server objects.
Change Object When Changed Who Changed Where Changed Object Name Details
Type Type
Modified  user 9/10/2012 6:48:32 ENTERPRISE\Administrator enterprisedc.enterprise.local \local\enterprise\Users\Administrator Maximum receive size (kb) changed from "200" to "empty"
AM Maximum send size (kb) changed from "200" to "empty”
Modified  user 9/10/2012 6:49:46 ENTERPRISE\Administrator enterprisedc.enterprise.ocal \local\enterprise\Users\Administrator Enable retention hold for items in this mailbox changed from

AM "Unchecked" to "Checked”
End Date set to "2013-09-11 13-49-23 0"
Start Date set to "2012-09-10 13-49-23 0"

Exchange Server Changes Summary

Exchange Server Objects Added
Exchange Server Objects Removed
Exchange Server Objects Modified

0
0
2

This is an automatically generated report from NetWrix Exchange Change Reporter. Complete suite of products for auditing and compliance: vawe.netwri.com/ChangeAuditin
Report generated on: workstation7.enterprise.local

The example Change Summary reflects the following changes to the monitored AD domain:

e The user Administrator changed Maximum receive and send size;
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e The user Administrator checked the option Enable retention hold for items in
this mailbox, and set the start and end dates.

The Change Summary provides the following information for each change:

Table 6:  Change Summary Fields

Parameter Description

Shows the type of action that was performed on the
Exchange object. The values are:

Change Type e Added
e Removed
e Modified
Object Type Shows the type“ of tile Exchange object that was
changed, e.g. “user”.
When Changed Shows the exact time when the change occurred.

Shows the name of the account under which the

Who Changed change was made.

Shows the name of the domain controller where the

Where Changed change was made.

Object Name Shows the path to the Exchange object that was

changed.
. Shows the before and after values for the modified
Details .
object.
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A APPENDIX: RELATED DOCUMENTATION

The table below lists all documents available to support the NetWrix Exchange Change
Reporter:

Table 7: Product Documentation

Document Name

Overview

NetWrix Exchange Change Reporter
Quick-Start Guide

The current document provides an overview
of the product functionality and instructions
on how to install, configure and start using
the product. This guide can be used for the
product evaluation purposes.

NetWrix Exchange Change Reporter
Administrator’s Guide

Provides a detailed explanation of the
NetWrix Exchange Change Reporter features
and step-by-step instructions on how to
configure and use the product.

NetWrix Exchange Change Reporter
User Guide

Provides the information on different NetWrix
Exchange Change Reporter reporting
capabilities, lists all available reports and
explains how they can be viewed and
interpreted.

NetWrix Active Directory Change
Reporter Installation and Configuration

Guide.

Provides detailed instructions on how to
install and configure NetWrix Exchange
Change Reporter.

NetWrix Active Directory Change
Reporter Administrator’s Guide

Provides a detailed explanation of the
NetWrix Active Directory Change Reporter
features and step-by-step instructions on how
to configure and use the product.

NetWrix Active Directory Change
Reporter Release Notes

Contains a list of the known issues that
customers may experience with NetWrix
Active Directory Change Reporter 7.2, and
suggests workarounds for these issues.

NetWrix Active Directory Change
Reporter Freeware Edition Quick-Start
Guide

Provides instructions on how to install,
configure and use NetWrix Active Directory
Change Reporter, NetWrix Group Policy
Change Reporter and NetWrix Exchange
Change Reporter Freeware Edition.

Troubleshooting Incorrect Reporting of
the “Who Changed” Parameter

Step-by-step instructions on how to
troubleshoot incorrect reporting of the ‘who
changed’ parameter.

Installing Microsoft SQL Server and
Configuring the Reporting Services

This technical article provides instructions on
how to install Microsoft SQL Server 2005/2008
R2/2012 Express and configure the Reporting

Services.

How to Subscribe to SSRS Reports

This technical article explains how to
configure a subscription to SSRS reports using
the Report Manager.

Integration with Third Party SIEM
Systems

This article explains how to enable integration
with third-party Security Information and
Event Management (SIEM) systems.
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