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1. Introduction 

1.1. What is NetWrix Privileged Account Manager? 
Every IT team needs to use many user IDs and passwords for managing hardware devices, servers and applications. 
These accounts should be accessible among all members of the IT team. Privileged accounts allow unlimited access 
to programs and data. If they are not properly secured and maintained, they represent a very high risk to an 
organization. Sometimes passwords are left as the default or are assigned well-known values and are generally not 
properly kept. With hundreds of systems and devices, management of shared accounts can become a real 
challenge. Routine control, updates, and reporting may require significant efforts and productivity tradeoffs. 

Privileged Account Manager maintains and protects privileged local and domain accounts, as well as the so-called 
generic accounts that can be used for arbitrary purposes. The product provides a secure facility for provisioning, 
accessing, automatic updating, and de-provisioning of shared administrative accounts, to enable centralized 
control and auditing of all shared accounts in your organization. 

Read an illustrated example of privileged password management to learn more about challenges and drawbacks of 
dealing with this type of accounts. 

Benefits: 

• The Privileged Account Manager allows controlling computer network access by managing local and domain 
accounts; 
• Privileged Account Manager is based on the client-server architecture which allows working with the product 
from any computer in the network; 
• Due to web-based philosophy, such items as SSL, Host-Headers and other Internet Informational Services options 
can be configured separately; 

Features: 
• Accounts Audit – distributing passwords among users, adding/deleting accounts; 
• Advanced Reports (SRS-based) – information on currently used accounts, unused accounts, rarely used accounts; 
• Automatic application of a new password for all services and tasks, launched under managed accounts on all 
affected computers; 
• Password generation rules configuration implying password policy accordance. 

1.2. Licensing 

NetWrix Privileged Account Manager is only available as a commercial application, no freeware version is provided. 
The license can be purchased directly from NetWrix. 

1.3. Product Architecture 
Management server is the computer where the Privileged Account Manager is installed. It also hosts the product 
web site. The Management server product web site can be accessed by all users from all over the network. 

 

http://www.netwrix.com/privileged_password_management.html
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2. Getting Started 

Follow the instructions below to install and configure the Privileged Account Manager. 

2.1. System Requirements 

System requirements differ for the management server and the managed computers. 

Management Server: 

•  CPU – x86 or x64 processor (1 GHz or faster) 
•  RAM – 512 MB or more 
•  Windows XP or higher (a server OS is recommended for extended website configuration options), joined to 

an Active Directory domain 

•  .Net Framework 3.5 
•  Internet Information Services (IIS)  
•  MS SQL Server 2005 or above 

Client Computers: 

•  Silverlight-compatible operating system and browser 
•  Silverlight 3.0 
•  Network connection  

Note: Links for the additional system components are provided in section 7. Additional Software Links. To 
install Windows components, please follow the instructions below: 

If you do not have IIS installed, please follow the instructions below: 

On Windows XP: 
•  Go to Control Panel > Add or Remove Programs > Add/Remove Windows Components. 
•  Select Internet Informational Services (IIS) and click on Details... Make sure that Common Files and Internet 

Information Services Snap-In are checked. Click OK and let Windows install the components. 

On Windows 2003 Server: 

•  Go to Control Panel > Add or Remove Programs > Add/Remove Windows Components. 
•  Please select Application Server and click on Details... 
•  For 32-bit version only: make sure that ASP.NET is checked. 
•  Select Internet Informational Services (IIS) and click on Details... Make sure that Common Files and Internet 

Information Services Manager are checked. Click OK and let Windows install the components. 

On Windows Vista / Windows 7: 

•  Go to Control Panel > Programs > Turn Windows Features on or off. 
•  First check Internet Information Services so that the check box becomes solid green, then expand the Internet 

Information Services > Web Management Tools tree node. Verify that IIS6 Management Compatibility (and all 
its selection options), IIS Management Console and IIS Management Service are checked. 
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•  Expand the Internet Information Services > World Wide Web Services > Security tree node and verify that 
Windows Authentication is checked. 

•  Click OK and let Windows install the components. 

On Windows 2008 Server /  2008 Server R2: 

•  Click Start > All Programs > Administrative Tools > Server Manager. 
•  In the Server Manager window, select Roles. 
•  Click Add Roles. The Add Roles wizard opens. Click Next to select roles to install and select Web Server (IIS). 

Click Add Required Role Services. The Web Server is now selected for installation. The Select Server Roles 
dialog box opens. Click Next two times. Verify that ASP.NET, Windows Authentication and IIS6 Compatibility 
are checked. Click Next and then click Install. 

IIS Note: the Privileged Account Manager requires at least one active IIS website to run. The default IIS settings 
include a pre-created website so that you normally do not have to change anything. If you have deleted or disabled 
the IIS websites however, it is necessary to get at least one of them up and running. 
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2.2. Installing the Product 

NetWrix Privileged Account Manager can be installed on any computer in the managed domain. Choose one of the 
computers to be the management server.  

Before starting the installation process, carefully review all of the system requirements. The computer on which 
you install NetWrix Privileged Account Manager must meet the management server requirements (see subsection 
Management serverError! Reference source not found.). Further, any computers on the network that you want to 
audit must meet the managed computers requirements (see subsection Client computers). 

To install NetWrix Privileged Account Manager, run “pam_setup.msi”. The installation wizard guides you step-by-
step through the installation process.  

During the installation process, the setup wizard will request information about a website and a directory you want 
to install it to. Therefore please have IIS installed as stated in the system requirements. 

 

The account and password specified on the Computer Management page during NetWrix Privileged Account 
Manager setup must have local administrator rights on the managed computers: 
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When the installation process is complete, click Finish to close the wizard. You may leave the Start NetWrix 
Privileged Account Manager check box selected if you want to run the application automatically when you exit the 
setup program. 
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2.3. Configuring Product Database 

After the installation wizard finishes, the Privileged Account Manager Configuration Wizard starts, allowing you to 
configure the product database (the left picture down below), click Next. On the following step (the right picture) 
please choose Install and configure SQL Express if you have no SQL Server and Use existing SQL server if you 
already have one set up. 

 

After locating a SQL Server instance, the wizard will ask you about some detailed parameters: 

 

Just verify that the Server name matches the actual SQL Server name and click Next. 
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3. Working with the Product 
To start the product please go to: Start > All Programs > NetWrix > Privileged Account Manager > Privileged 
Account Manager. 

After doing so you will be presented with the programs main window: 
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3.1. Getting Started 

When you start NetWrix Privileged Account Manager for the first time, no managed accounts exist. So, you have to 
create a new managed account and perform its initial configuration, as described below. 

3.1.1. New Managed Account 

When you run the Privileged Account Manager for the first time, there are no managed accounts. To create a new 
managed account, please click the New Managed Account… button. The Account Configuring Wizard will appear 
on its first step: 

 

Choose the account type Windows Domain and type in its name. 
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3.1.2. Specify Systems 

On this step, you have to specify the computers which are to be used by this managed account for running 
Scheduled tasks and Windows Services. Initially, the list is empty:  

 

You can modify the list by using the Add… and Delete buttons. 
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3.1.3. Specify Users 

On this step you have to specify the users, allowed to use this account. The user name must be in the 
“DOMAIN\username” format. Use the Add… and Delete keys to modify the list. You can also configure it later, 
from the Security Roles folder. 
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3.1.4. Check Out and Check In 

The newly created account is now present in the main Accounts list: 

 

Now click Check Out. The account password gets changed (to random by default settings). All the computers 
specified as this accounts “Systems” also get their services and tasks assigned to this account passwords changed.  

The show button may be used to review the newly generated password. 

After finishing your work, click Check In so that the passwords get randomly changed again and without a 
possibility to be revealed. 

NOTE: Passwords also get changed automatically by schedule (defaults to 4:00 AM) 

All Check Out and Check In actions and scheduled password changes are logged into the Audit trail record. You 
may also review the checked-in accounts using reports (accessed by the Audit Report node in the tree). 
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3.1.5. Review the Audit Trail 

By selecting an account from the Accounts folder, going to its Details and switching to the Audit Trail tab, you may 
review the Chick In and Chick Out logs: 
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5. Uninstalling the Product 
You can uninstall the Privileged Account Manager using the MS Windows “Add/Remove Programs” tool. 

6. Contacting NetWrix Support 
If you have any questions please feel free to contact the NetWrix support team. 

NetWrix provides unlimited phone and email support for customers who purchase the commercial version 
(including evaluation). In addition, limited support is provided at no charge to customers who use the freeware 
version through the NetWrix Support Forum. 

7. Additional Software Links 
.Net Framework 3.5 is available at  
http://www.microsoft.com/downloads/details.aspx?FamilyID=333325fd-ae52-4e35-b531-508d977d32a6 

Microsoft Silverlight 3.0 is available at 
http://www.microsoft.com/getsilverlight/Get-Started/Install/Default.aspx 

 

http://www.netwrix.com/support.html
http://www.netwrix.com/forum/
http://www.microsoft.com/getsilverlight/Get-Started/Install/Default.aspx
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8. About NetWrix Products 

Solutions developed by NetWrix Corporation help organizations to meet compliance standards, simplify identity 
management, and reduce IT infrastructure costs. The product line includes solutions for change management, 
identity management, virtualization, and Active Directory troubleshooting. 

Enterprise Management Suite: NetWrix Enterprise Management Suite is a rich collection of all NetWrix products 
combined together into one integrated solution. The suite is well-maintained and regularly updated with new 
versions and completely new products that all customers are entitled to as long as their maintenance is up to date. 

Change Reporter Suite: The Change Reporter Suite is an integrated solution for automated tracking and reporting 
of all critical changes in the entire IT infrastructure, including Active Directory, file servers, Microsoft Exchange, filer 
appliances such as NetApp or EMC, virtual and physical infrastructure, SQL Server databases. Everything is centrally 
audited, consolidated, and presented in easy to understand reports with before and after values of all “who, what, 
when and where” modifications. 

Identity Management Suite: The NetWrix Identity Management Suite brings convenience, enhanced security, and 
brings sensible benefits to everyone within an organization. The solution resolves account lockouts, forgotten 
passwords and password expiration problems, while also providing user account de-provisioning and privileged 
password management. 

Active Directory Change Reporter: Full-featured Active Directory auditing and compliance solution with full 
coverage of AD, Group Policy, Exchange, and object-level rollback capabilities. Tracks who changed what, when, and 
where in Active Directory and related systems. 

USB Blocker: USB Blocker enforces centralized access control to prevent unauthorized use of removable media 
that connects to computer USB ports—memory sticks, removable hard disks and more. 

File Server Change Reporter: File server and filer appliance auditing solution. Supports Windows servers, NetApp 
Filers, EMC appliances. 

SQL Server Change Reporter: Auditing and reporting solution to monitor changes to SQL servers, instances, database 
schema, logins and roles, etc. 

Non-owner Mailbox Access Reporter: Track users who access other user’s mailboxes and report unauthorized 
access to mailboxes of C and VP-level accounts. 

NetWrix Password Manager: product gives end users the ability to securely manage their passwords and resolve 
account lockout incidents in a self-service fashion without involvement of help desk personnel. 

NetWrix Account Lockout Examiner: detects, diagnoses, and resolves account lockouts in real time to reduce 
administrative costs associated with manual resolution of account lockouts. 

Full list of products: http://www.netwrix.com/products.html  

For more information, please visit www.netwrix.com or call our toll-free number: +1-888-638-9749. 

http://netwrix.com/Enterprise_Management_Suite.html
http://netwrix.com/change_auditing_solution.html
http://netwrix.com/identity_management.html
http://netwrix.com/active_directory_change_reporting_freeware.html
http://netwrix.com/usb_blocker_freeware.html
http://netwrix.com/file_server_auditing_change_reporting_freeware.html
http://netwrix.com/sql_server_audit_change_reporter_freeware.html
http://netwrix.com/non_owner_mailbox_access_reporter_exchange_freeware.html
http://www.netwrix.com/requeste.html?product=prm
http://www.netwrix.com/requeste.html?product=ale
http://www.netwrix.com/products.html
http://www.netwrix.com/
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9. Disclaimer 

The information in this publication is furnished for information use only, does not constitute a commitment from 
NetWrix Corporation of any features or functions discussed and is subject to change without notice. NetWrix 
Corporation assumes no responsibility or liability for any errors or inaccuracies that may appear in this publication.  

NetWrix is a registered trademark of NetWrix Corporation. The NetWrix logo and all other NetWrix product or 
service names and slogans are registered trademarks or trademarks of NetWrix Corporation. Active Directory is a 
trademark of Microsoft Corporation. All other trademarks and registered trademarks are property of their 
respective owners. 

© 2010 NetWrix Corporation. All rights reserved. 
www.netwrix.com 

 

http://www.netwrix.com/

