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1. INTRODUCTION 

1.1. Overview 

This technical article is intended to assist you in configuring Real-Time Alerts - a Netwrix 

Auditor for Active Directory feature that allows receiving immediate email notifications 

triggered by certain changes to your Active Directory environment. This document provides 

general instructions on how to create alerts, and also contains step-by-step procedures that 

will guide you through configuration of some most commonly used alerts.  

1.2. How this Guide is Organized 

This section explains how this guide is organized and provides a brief overview of each 

chapter. 

 Chapter 1 Introduction: the current chapter. It explains the purpose of this 

document and outlines its structure. 

 Chapter 2 Real-Time Alerts Overview provides an overview of the Real-Time Alerts 

feature, and explains how to enable the existing alerts.  

 Chapter 3 Configuring Alerts provides a detailed step-by procedure explaining how 

to create and configure real-time alerts in Netwrix Auditor for Active Directory. It 

also explains how to select a correct attribute for the type of change you want to 

track. 

 Chapter 4 Creating the “User Account Lockout” Alert: contains detailed 

instructions explaining how to configure an alert triggered by a user account 

lockout. 

 Chapter 5 Creating the “User Granted VPN Permissions Alert”: contains detailed 

instructions explaining how to configure an alert triggered when a user is granted 

VPN permissions. 

 Appendix: Supporting Data: lists all documentation published to support Netwrix 

Auditor for Active Directory. 
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2. REAL-TIME ALERTS OVERVIEW 
If you want to be notified instantly about changes to certain objects, you can configure Real-

Time Alerts that will be triggered by specific events. Alerts are emailed immediately after 

the specified event has been detected. 

To access the Real-Time Alerts feature, in Netwrix Enterprise Management Console expand 

the Managed Objects  <Managed_Object_name>  Active Directory  Real-Time Alerts 

node. A list of available alerts will be displayed in the right pane: 

Figure 1: Real-Time Alerts 

 

The following alerts have been pre-configured for your convenience: 

 Changes to Admin Group Membership: alerts on changes to the Domain Admins and 

the Enterprise Admins groups. 

 Changes to AD Objects by “Administrator”: alerts on any changes to Active 

Directory objects made under the “administrator” account. 

 Changes to Any Active Directory Objects: alerts on any changes made to any Active 

Directory object. 

 Changes to Domain Configuration: alerts on changes to objects in the domain 

configuration partition, such as sites, replication, and so on. 

 Doman Controller Demotion: alerts on a domain controller demotion. 

 Domain Controller Promotion: alerts on a domain controller promotion. 

 Organizational Unit Deletion: alerts on an organizational unit deletion.  

2.1. Enabling an Existing Alert 

Procedure 1. To enable an alert 

1. Click on the alert name. Its details will be displayed in the right pane: 
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Figure 2: Alert Details 

 

2. Select the Enable option.  
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3. CONFIGURING ALERTS 
This chapter provides general instructions on how to create Real-Time Alerts in Netwrix 

Auditor for Active Directory. It also provides the algorithm for identifying the correct 

attribute for the type of change you want to be alerted on, which can sometimes be a 

difficult task if you are not sure which attribute is responsible for a specific change. For step-

by-step instructions, refer to one of the following sections below: 

 3.1 Creating an Alert 

 3.2 Identifying Correct Attributes 

3.1. Creating an Alert 

Procedure 2. To create an alert 

1. Right-click the Real-Time Alerts node and select New Real-Time Alert from the 

popup menu. 

2. On the Specify Real-Time Alert Name step of the wizard, specify the alert name and 

enter alert description (optional). Click Next to proceed. 

Figure 3: New Real-Time Alert Wizard: Specify Real-Time Alert Name 

 

3. On the Configure Real-Time Alert Filters and Notifications step, you must specify 

alert filters and configure email notifications. Click the Add button in the Alert 

Filters section to specify a condition that will trigger the alert: 
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Figure 4: Alert Filter: General 

 

4. In the General tab, specify the following parameters: 

Table 1: Alert Filter Parameters 

Parameter Description 

Name Specify the filter name. 

Description Enter the description for this filter (optional). 

Alert severity Select alert severity level from the drop-down list 
(Critical/High/Normal/Low).  

NOTE: Alert severity level will be displayed in the email notification. 

5. Switch to the Change tab: 

Figure 5: Alert Filter: Change 

 

6. In the Change tab, specify the following filtering parameters for the alert trigger: 

Table 2: Change Parameters 

Parameter Description 

Who changed Specify the name of the user whose actions must trigger the alert. You 

can press the  button to select users from your domain. Alternatively, 
you can use a wildcard (*\*). In this case, the alert will be triggered if the 
action is performed by any user. 

Change type Select a change type (Add/Modify/Remove) from the drop-down list. 

Object path Specify the object path, i.e. the path to the AD object whose 

modification you want to track. You can press the  button to browse to 



Configuring Real-Time Alerts in Netwrix Auditor for Active Directory  

   Page 9 of 22 

 

 

Copyright © 2014 Netwrix Corporation. All Rights Reserved 

an AD object. 

Include child objects Select the Include child objects option if you want this filter to be 
applied to all child objects in the specified path. 

7. Switch to the Attributes tab: 

Figure 6: Alert Filter: Attributes 

 

8. In the Attributes tab, you can specify an AD object attribute whose modification must 

trigger the alert. To do this, click the Add button. The Attribute Filters dialog will be 

displayed: 

Figure 7: Attribute Filters 

 

9. Specify the following parameters: 

Table 3: Attribute Parameters 

Parameter Description 

Object type Select object type from the drop-down list. This list contains all Active 
Directory object types. 

Object name Ignore this field, as it is not used in the current product version. 

Attribute name From the drop-down list, select the attribute whose modification must 
trigger the alert. This list is populated depending on the selected object 
type. 

Values This field is displayed if a multi-value attribute is selected (see Figure 9: 



Configuring Real-Time Alerts in Netwrix Auditor for Active Directory  

   Page 10 of 22 

 

 

Copyright © 2014 Netwrix Corporation. All Rights Reserved 

Attribute Filters: Multi-Value Attributes). Select the type of change from 
the drop-down list (e.g. Added or Removed), and specify the filter 
values. 

Previous value This field is displayed if a single-value attribute is selected (see Figure 8: 
Attribute Filters: Single-Value Attribute). Select a value filter from the 
drop-down list (possible values are: Equals, Not equal to, Starts with, 
Ends with, Less than, Greater than, Less or equal, Greater or equal) and 
specify the previous value of the attribute. 

Current value This field is displayed if a single-value attribute is selected (see Figure 8: 
Attribute Filters: Single-Value Attribute). Select a value filter from the 
drop-down list (possible values are: Equals, Not equal to, Starts with, 
Ends with, Less than, Greater than, Less or equal, Greater or equal) and 
specify the current value of the attribute. 

Figure 8: Attribute Filters: Single-Value Attribute 

 

Figure 9: Attribute Filters: Multi-Value Attributes 

 

Note:  Sometimes, it can be quite difficult to select the appropriate attribute for 

the type of change that must trigger an alert. If you are unsure which attribute is 

responsible for the type of change you want to track, refer to Section 3.2 

Identifying Correct Attributes of this article for detailed instructions on how to 

identify an attribute. 
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10. Click OK to save the changes and close the Attribute Filters dialog. 

11. In the Notifications section, click the Add button and select the Email option: 

Figure 10: Notifications: Add Email 

 

12. In the dialog that opens, specify the email address where notifications will be 

delivered. You can add as many recipients as necessary.  

13. Click Next to proceed. On the last step, review your Real-Time Alert settings and 

click Finish to exit the wizard. 

The new alert will be created under the Real-Time Alerts node. If an event occurs 

that triggers an alert, an email notification like in the example below will be sent 

immediately to the specified recipients: 

Figure 11: Real-Time Alert Example 

 

3.2. Identifying Correct Attributes 

To identify the attribute responsible for the type of change you want to track, do the 

following: 

Procedure 3. To identify an attribute 

1. On the domain controller, make a test change that you want to configure a Real-Time 

Alert for and that will act as a trigger. 

2. In Netwrix Enterprise Management Console, navigate to Managed Objects  

<Managed_Object_name> and click the Run button in the right pane. On data 

collection completion, you will receive a Change Summary email containing a list of 

changes that have been detected.   

3. In this email, look for the parameter name in the Details column of the corresponding 

change. 
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4. Open the propnames.txt file located in the product installation folder and search for 

this parameter name. The value corresponding to this parameter is the name of the 

attribute you are looking for. 

Note:  If you are unable to locate the parameter name in the propnames.txt file, 

that means that the Change Summary email contains the internal AD name for this 

attribute instead of a friendly name. In this case, this is the name of the attribute 

you are looking for that must be specified in the Attribute Filters dialog. 

For example, if you want to create an alert that is triggered by modifications of a user’s Dial-

in/VPN permissions, and you are unsure which attribute is responsible for this change, do the 

following: 

1. On the domain controller, navigate to Start  Administrative Tools  Active 

Directory Users and Computers. 

2. Expand the domain node and select Users. 

3. Right-click a user and select Properties from the popup menu. 

4. In the user properties dialog, open the Dial-in tab: 

Figure 12: User Properties: Dial-in Tab 

 

5. In the Network Access Permission section, select the Allow access option and click 

OK to save the changes.  

6. In Netwrix Enterprise Management Console, navigate to Managed Objects  

<Managed_Object_name> and click the Run button in the right pane. On data 

collection completion, you will receive an email containing the change you have 

made: 
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Figure 13: Change Summary 

 

7. In the Details column, locate the change parameter: Allow Dial-in. 

8. Open the propnames.txt file and search for this parameter name. The entry in this file 

must say: *.msNPAllowDialin=Allow Dial-In. “msNPAllowDialin” is the name 

of the attribute that must be selected from the drop-down list in the Attribute 

Filters dialog when creating the alert. 
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4. CREATING THE “USER ACCOUNT LOCKOUT” ALERT 
This chapter provides detailed instructions on how to create the User Account Lockout alert. 

This alert will notify you if a user account gets locked out in your Active Directory domain. To 

configure this alert, perform the following procedure: 

Procedure 4. To create the User Account Lockout alert 

1. Right-click the Real-Time Alerts node and select New Real-Time Alert from the 

popup menu. 

2. On the Specify Real-Time Alert Name step of the wizard, enter the alert name, e.g. 

“User Account Lockout”, and description (optional). Click Next to proceed. 

Figure 14: New Alert Wizard: Specify Alert Name 

 

3. On the Configure Real-Time Alert Filters and Notifications step, you must specify 

alert filters and configure email notifications. Click the Add button in the Alert 

Filters section to specify a condition that will trigger the alert. 

4. In the General tab, specify the following parameters: 

Table 4: Alert Filter Parameters 

Parameter Description 

Name Specify the change filter name, e.g. “User Account Lockout”. 

Description Enter the description for this filter (optional). 

Alert severity Set alert severity level to Normal.  

NOTE: Alert severity level will be displayed in the email 
notification. 
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Figure 15: Alert Filter: General 

 

5. In the Change tab, specify the following filtering parameters for your alert triggers: 

Table 5: Change Parameters 

Parameter Description 

Who changed Since it is the Active Directory that is responsible for locking 
accounts, enter the wildcard (*\*). A computer account used by 
the system will be returned as the “Who changed” parameter. 

Change type Select “Modify” from the drop-down list. 

Object path Leave this field empty. This alert will be triggered by any account 
lockout in your Active Directory domain. 

Include child objects Select the Include child objects option, so that this criterion is 
applied to all child objects in the specified path. 

Figure 16: Alert Filter: Change 

 

6. In the Attributes tab, select the existing attribute and press the Edit button to 

specify filter attributes. In the dialog that opens, specify the following parameters: 

Table 6: Attribute Parameters 

Parameter Description 

Object type Select “user” from the drop-down list. 

Object name Leave this field empty. 

Attribute name Select “lockoutTime” from the drop-down list.  

Note: If you cannot locate this attribute in the list, type it in 
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manually. 

Previous value Select Equals from the drop-down list and leave the second entry 
field empty. 

Current value Select Equals from the first drop-down list and a wildcard (*) 
from the second drop-down list. 

Note: If you cannot locate this value in the list, type it in 
manually. 

Figure 17: Attribute Filters 

 

7. Click OK to save the changes and close the Attribute Filters dialog. 

8. Press the Add button in the Notifications section to configure notifications and select 

the Email option: 

Figure 18: Notifications: Add Email 

 

9. Specify the email address where notifications are to be delivered. You can add as 

many recipients as necessary. 

The new alert will be created under the Real-Time Alerts node. Now, if a user account 

gets locked out in your Active Directory domain, an email notification will be sent to the 

specified recipients like in the example below: 
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Figure 19: User Account Lockout Email Notification Sample 
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5. CREATING THE “USER GRANTED VPN PERMISSIONS 

ALERT” 
This chapter provides detailed instructions on how to create the User Granted VPN 

Permissions alert. This alert will notify you if a user inside your Active Directory domain has 

been granted VPN permissions. To configure this alert, perform the following procedure: 

Procedure 5. To create the User Granted VPN Permissions alert 

1. Right-click the Real-Time Alerts node and select New Real-Time Alert from the 

popup menu. 

2. On the Specify Real-Time Alert Name step of the wizard, enter the alert name, e.g. 

“User Granted VPN Permissions”, and description (optional). Click Next to proceed. 

Figure 20: New Alert Wizard: Specify Alert Name 

 

3. On the Configure Real-Time Alert Filters and Notifications step, you must specify 

alert filters and configure email notifications. Click the Add button in the Alert 

Filters section to specify a condition that will trigger the alert. 

4. In the General tab, specify the following parameters: 

Table 7: Alert Filter Parameters 

Parameter Description 

Name Specify the change criterion name, e.g. “VPN Permissions 
Granted”. 

Description Enter the description for this filter (optional). 

Alert severity Set alert severity level to “Normal”.  

NOTE: Alert severity level will be displayed in the email 
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notification message. 

Figure 21: Alert Filter: General 

 

5. In the Change tab, specify the following filtering parameters for your alert triggers: 

Table 8: Change Parameters 

Parameter Description 

Who changed Enter the wildcard (*\*). The alert will be triggered if an OU is 
deleted by any user. 

Change type Select “Modify” from the drop-down list. 

Object path Leave this field empty. This alert will be triggered if any user’s 
VPN permissions are modified. 

Include child objects Select the Include child objects option, so that this criterion is 
applied to all child objects in the specified path. 

Figure 22: Change Criterion Dialog: Filter Tab 

 

6. In the Attributes tab, select the existing attribute and press the Edit button to 

specify filter attributes. In the dialog that opens, specify the following parameters: 

Table 9: Attribute Filters 

Parameter Description 

Object type Select “user” from the drop-down list. 

Object name Leave this field empty. 
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Attribute name Select “msNPAllowDialin” from the drop-down list. 

Previous value Select “Equals” from the first drop-down list and leave the 
second entry field empty. 

Current value Select “Equals” from the first drop-down list and “TRUE” 
from the second drop-down list. 

Figure 23: Attribute Filters 

 

7. Click OK to save the changes and close the Attribute Filters dialog. 

8. Press the Add button in the Notifications section to configure notifications and select 

the Email option: 

Figure 24: Notifications: Add Email 

 

9. Specify the email address where notifications are to be delivered. You can add as 

many recipients as necessary. 

The new alert will be created under the Real-Time Alerts node. Now, if VPN permissions 

are granted to a user within your Active Directory domain, the following email notification 

will be sent to the specified recipients: 
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Figure 25: User Granted VPN Permissions Email Notification Sample 

  



Configuring Real-Time Alerts in Netwrix Auditor for Active Directory  

   Page 22 of 22 

 

 

Copyright © 2014 Netwrix Corporation. All Rights Reserved 

A APPENDIX: SUPPORTING DATA 

A.1 Related  Documentation 

The table below lists all documents available to support Netwrix Auditor for Active Directory: 

Table 10: Product Documentation 

Document Name Overview 

Netwrix Auditor: Active Directory Quick-Start 
Guide 

Provides an overview of the product functionality 
and instructions on how to install, configure and 
start using the product. This guide can be used for 
evaluation purposes. 

Netwrix Auditor: Active Directory, Group Policy 
and Exchange Servers Installation and 
Configuration Guide 

Provides detailed instructions on how to install 
Netwrix Auditor, and explains how to configure the 
target AD domain for auditing. 

Netwrix Auditor: Active Directory 
Administrator’s Guide 

Provides a detailed explanation of the Netwrix 
Auditor for Active Directory features and step-by-
step instructions on how to configure and use the 
product. 

Netwrix Active Directory Change Reporter User 
Guide 

Provides the information on different Netwrix 
Auditor for Active Directory reporting capabilities, 
lists all available reports and explains how they can 
be viewed and interpreted. 

Troubleshooting Incorrect Reporting of the 
“Who Changed” Parameter 

Step-by-step instructions on how to troubleshoot 
incorrect reporting of the ‘who changed’ 
parameter. 

Installing Microsoft SQL Server and Configuring 
the Reporting Services 

This technical article provides instructions on how 
to install Microsoft SQL Server 2005/2008 R2/2012 
Express and configure the Reporting Services. 

Integration with Third Party SIEM Systems This article explains how to enable integration with 
third-party Security Information and Event 
Management (SIEM) systems. 

Native AD Auditing Cheat Sheet Provides an Active Directory auditing configuration 
checklist. 

Netwrix Auditor: Active Directory, Group Policy 
and Exchange Servers Freeware Edition Quick-
Start Guide 

Provides instructions on how to install, configure 
and use Netwrix Auditor for Active Directory, 
Group Policy and Exchange Servers Freeware 
Edition. 

Netwrix Auditor Release notes Contains a list of the known issues that customers 
may experience with Netwrix Auditor, and suggests 
workarounds for these issues. 
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