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Applies To

NetWrix File Server Change Reporter 3.2 or later (hereafter FSCR)

Summary

One of the most frequent issues reported to technical support is that the Who Changed column in
the FSCR reports contains System as originator of changes. This is a very common error resulted
from current auditing settings that must be changed on file servers monitored by the product.

As a rule, the problematic reports have the warning.txt file attached. This file contains error
messages that usually give an idea where the problem is located.
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Steps to Resolve

This section discusses some typical error messages you may encounter in the warning.txt file and
provides the solution procedures.

Default Audit Settings on Shares Result in Incorrect Report

In the warning.txt file, you may encounter the following error message and a list of file shares:

Your default audit settings on the following shares may prevent the 'Who
Changed' and 'When Changed' fields from being reported correctly. Please
refer to the Troubleshooting section of the product documentation for more

information.
Cause

This issue occurs when auditing is not configured for monitored file servers.

Solution

To resolve this issue, complete the following steps:
1. Right-click the file share in question, and on the shortcut menu, click Properties.

2. Inthe Properties dialog box, open the Security tab, and click Advanced.

Advanced Security Settings for Test ed
Pemissions  Auditing I Chwner | Effective Pemissions |

To view more information about special auditing entries, select an auditing entry, and then click Edit.

Auditing entries:

Inherited From

v Allow inhertable auditing entries from the parent to propagate to this object and all child objects. Include
these with entries explicitly defined here.

I™ Replace audting entries on all child ohjects with entriss shown here that apply to child objects

Leam more about auditing.

ok | cancel | b |

3. Inthe Advanced Security Settings dialog box, under Auditing entries, select the Everyone
group, and then click Edit.
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. Auditing Entry for Test EE |

Object |

Marne: I Eweryone

Change... |

Apply onko: IThis folder, subfaolders and files

Arcess: Sucressful

[

Failed

4

List Folder | read data
Read attributes

Read extended attributes
Create files | write data
Create folders | append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

Read permissions

hange permissions

IEO0REEEEROOR

A

IEOREREEROOR

-

Apply these auditing entries to objects
[ andjor containers within this container
only

Managing auditing

Clear all |

o |

Cancel |

In the Auditing Entry dialog box, from the Apply onto list, select This folder, subfolders and

Ensure that the Apply these auditing entries ... check box is cleared, while the Successful and

List Folder / Read Data (required only for monitoring access attempts)
Create Files / Write Data (these access options and the following ones are required for

4,
files.
5.
Failed check boxes next to the following access options are selected:
[ ]
[ ]
monitoring changes)
e Create Folders / Append Data
e Write Attributes
e Write Extended Attributes
e Delete Subfolders and Files
o Delete
e Change Permissions
e Take Ownership
6. Click OK.

In Group Policy enforced on the managed file servers, it is necessary to set the Audit object access

policy setting to Success and Failure.
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To perform this, it is recommended to create a Group Policy Object and link it to your server OU,
using the following steps:

1. Open Group Policy Management console.

2. Inthe console tree, select the Organizational Unit where your file server resides, and on the

Action menu, click Create a GPO in this domain and Link it here ...

3. Inthe New GPO dialog box, in the Name text box, type (for example) File Server Change

Reporter, and click OK.

4. Select the newly created File Server Change Reporter GPO, and on the Action menu, click
Edit.

5. Inthe Group Policy Management Editor console tree, expand Computer Configuration |
Policies | Windows Settings | Security Settings | Local Policies, and then click Audit Policy.

H Group Policy Management Editor [ (O] x|

File  Action Wiew Help

ol sl Eallk  JERERN 7 N

g_’ File Server Change Reporter [EM2KBDC,EMTESTZ 4| | Palicy = | Palicy Setting
[ i Computer Configuration Audit account logan events Mot Defined
S| PU_"CiBS Audit account management Mot Defined
- SQFtware SEtt_lngs Audit direckary service access Mat Defined
B ] Windows Settlngs. ] Audit logon events Mot Defined
- Name Resolution Policy [k audit object access Mot Defined
= =] gcrlpti(Ssl':atr:_upll'Shuthwn) Audit palicy chanoge Mot Defined
:fcun ¥ 28 |ng.s. Audit privilege use Mok Defined
=i Account Palicies ) ) )
= . Audit process tracking Mot Defined
Bl 5f Local Policies ) )
_:[I pudit Policy Audit svstem events Mot Defined

__a User Rights Assignment
__E] Security Cptions

j Ewent Lag -
J I K] | i

6. Inthe details pane, double-click Audit object access.
7. On the Security Policy Setting tab of the Audit object access Properties dialog box, select
all check boxes, and click OK.

Audit object access Properties | 2] E
Security Policy Setting I Explain I

33' Audit object access

[V Define these policy settings
Audit these attempts:
IV Success

¥ Eailure

oK I Cancel Apply I

8. Click OK
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Security Log Overflow Occurred

In the warning.txt file, you may encounter the following warning message:

[WARNING] Security log overwrites occurred on this DC since the last
collection. Please increase the maximum size of the Security event log.

Cause

This issue occurs when the maximum size of the Security event log is not enough to store all
necessary information.

Solution

To resolve this issue, increase the maximum size of the Security Event log for the problematic file
servers by performing the following steps:

1. On the file server where this error occurred, open Event Viewer.

2. Right-click the Security log and click Properties
3. Inthe General tab, set the Maximum log size to a recommended value (for more

information, see NetWrix KB article at http://www.netwrix.com/kb 50170000000ijCg, select
the Overwrite events as needed option, and click OK.

General | Filter I
Diizplay name: ISecurity
Log name: I\\ninkDZnwr:e:-tchS.Iocal'\C$'\WINDDWS hapstema2
S 73.0ME (83,427,328 butes)
Created: Friday, &pril 17, 2009 8:06:07 Ak
W adified: Monday, October 05, 2003 2:57:43 P
Accessed: tonday, October 05, 2003 2:51:43 P
r Log size

M axirnurn log size: |2E|E|E|E8 _Ij KE e

When maximum log zize iz reached:

& Dverwite events as needed

€ Ovenwrite events older than |7 _I dayz
€ D hot ovenwrite events Restors Defaul
[clear log marwally] [oEBIE AL |
™ Using a low-speed connection Clear Log |
QK I Cancel | Apply |

# You must be a member of the Administrators group to perform this procedure.
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If this procedure does not help you resolve this issue, enable the automatic archiving the Security
Event log when full. For information about how to configure this option, see NetWrix KB article at
http://www.netwrix.com/kb 50170000000ijCl or refer to documentation on Event Viewer you are

actually using on the file server.

# Depending on the level of access activity on your file servers and the enforced audit policies,
the Security log auto-backup files may fill up the free space on your disk drive faster than FSCR
can remove them. In this case, you may need to provide more space on the system drive of
your file server.

In addition, on the computer where FSCR is installed, perform the following steps:

1. Open Registry Editor.

2. Expand the HKLM\SOFTWARE\NetWrix node (on 64-bit systems, expand
HKLM\Software\Wow6432Node\NetWrix), and click File Server Change Reporter.

3. Change the following values:

e Set the ProcessBackUpLogs value to 1 and click OK:

Edit DWORD (32-bit) Yalue [ ] |

Walue nare:

IPrDcessBackupLDgs

Walue data: Baze
|-| " Hexadecimal
&+ Decimal

Ok I Cancel

e Set the CleanAutoBackupLogs value to any integer, such as 12, and click OK — in this
scenario, the archives older than 12 hours will be automatically deleted:

Edit DWORD (32-bit) ¥alue E |

Walue name:
IEIean&utDEackupLDgs

Walue data: Baze
|'| 2 ~ Hexadecimal

Cancel

d If you did not set the CleanAutoBackupLogs value to any integer, remove old automatic
backups manually. Otherwise, you may run out of space on your hard drive.
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Additional Information

Last updated: February 4, 2011

These are typical steps used to fix the System message in the Who Changed column. If the
procedures described in this article do not help you resolve this issue, submit a ticket to NetWrix
support team at:

http://www.netwrix.com/support ticket.html

Provide the following information:

1. The problematic email report (attach it to email).
2. The warning.txt file that is usually attached to the problematic email.
3. Allfiles in the Tracing sub-directory of the program installation folder.

For more information, refer to the FSCR documentation at
http://www.netwrix.com/pdfviewer.html|?product=fscr&type=QuickStart
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