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1.About This Document

1. About This Document

This guide is intended for the first-time users of Netwrix Auditor Integration APl and add-ons. It can be
used for evaluation purposes, therefore, it is recommended to read it sequentially, and follow the
instructions in the order they are provided. After reading this guide you will be able to:

« Install the add-on
« Configure its parameters

o Usetheadd-on

NOTE: The add-on works only in combination with Netwrix Auditor so this guide covers a basic procedure
for running the add-on and assumes that you have Netwrix Auditor installed and configured in
your environment. For installation scenarios, data collection options, as well as detailed information
on Integration API, refer to the Online Help Center and product documentation:

o Netwrix Auditor Online Help Center

o Netwrix Auditor Installation and Configuration Guide

o Netwrix Auditor Integration API Guide
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2.Solution Overview

2. Solution Overview

Netwrix Auditor Add-on for SIEM helps you to get most from your SIEM investment, in particular, with the
following SIEM solutions:

1. Splunk

2. IBM QRadar

3. AlienVault USM

4. Solarwinds Log & Event Manager
5. Intel Security

6. LogRhythm

The add-on works in collaboration with Netwrix Auditor, supplying additional data that augments the data
collected by SIEM.

The add-on enriches your SIEM data with actionable context in human-readable format, including the
before and after values for every change and data access attempt, both failed and successful. Aggregating
data into a single audit trail simplifies analysis, makes your SIEM more cost effective, and helps you keep
tabs on your IT infrastructure.

The solution includes two add-ons implemented as PowerShell scripts that facilitate the audit data
transition from Netwrix Auditor to SIEM:

« The Netwrix Auditor Activity Records to Event Log Add-on allows you to export all audit data
collected by Netwrix Auditor - this can be recommended for small-to-medium infrastructures.

« Inlarger environments and with highly transactional infrastructure, however, it is recommended to
use a more intelligent approach to data export. For that, use the Netwrix Auditor Alerts to Event
Log Add-on that can export only data on critical events and changes that initiate the alert triggering.

2.1. How It Works

2.1.1. Netwrix Auditor Activity Records to Event Log Add-on

On a high level, this add-on works as follows:

1. The add-on connects to the Netwrix Auditor server and retrieves audit data using the Netwrix Auditor
Integration API.

2. The add-on processes Netwrix Auditor-compatible data (Activity Records) into log events that work as
input for SIEM. Each event contains the user account, action, time, and other details.
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2.Solution Overview

3. The add-on creates a special Windows event log named Netwrix_Auditor_Integration and stores
events there. These events are structured and ready for integration with SIEM.

For more information on the structure of the Activity Record and the capabilities of the Netwrix Auditor
Integration API, refer to Netwrix Auditor Integration APl Guide and to Online Help Center.

2.1.2. Netwrix Auditor Activity Records to Event Log Add-on

This add-on works as response action to the alert, as follows:

1. The administrator enables and configured response action for selected alert, as described here. Make
sure to provide correct path to the script file and to select the Write data to CSV file option.

2. When the alert is triggered, the script starts - it retrieves audit data (activity record fields) from the
CSV file and processes it into log events. Each event contains the user account, action, time, and other
details.

3. The add-on creates a special Windows event log named Netwrix_Auditor_Integration and stores
events there. These events are structured and ready for integration with SIEM.

For more information on the alert response actions and CSV file, refer to Netwrix Auditor Intelligence Guide
and to Online Help Center.

2.2. Compatibility Notice

Make sure to check your product version, and then review and update your add-ons and scripts leveraging
Netwrix Auditor Integration APl. Download the latest add-on version from the Add-on Store.

The solution works with Netwrix Auditor version 9.8 or later.
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3. Prerequisites

3. Prerequisites

3.1. Netwrix Auditor Activity Records to Event Log
Add-on

on... Ensure that...
The Netwrix Auditor Server o Netwrix Auditor version is 9.8 or later.
side

o The Audit Database settings are configured in Netwrix Auditor
Server.

o The TCP 9699 port (default Netwrix Auditor Integration APl port) is
open for inbound connections.

« The user retrieving data from the Audit Database is granted the
Global reviewer role in Netwrix Auditor or is a member of the
Netwrix Auditor Client Users group.

Alternatively, you can grant the Global administrator role or add
the user to the Netwrix Auditor Administrators group. In this
case, this user will have the most extended permissions in the
product.

The computer where the o PowerShell 3.0 or later must be installed.

script will be executed )
o .NET 4.5 or later must be installed.

« Execution policy for powershell scripts is set to "Unrestricted”. Run
Windows PowerShell as administrator and execute the following
command:

Set-ExecutionPolicy Unrestricted
o The user running the script is granted the write permission on the

script folder—the add-on creates a special .bin file with the last
exported event.

o The user running the script must be a member of the Domain
Users group.

« At least the first script run should be performed under the account
with elevated privileges, as it will be necessary to create event log
file and perform other required operations.
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3.2. Netwrix Auditor Alerts to Event Log Add-on

on... Ensure that...
The Netwrix « Netwrix Auditor version is 9.8 or later.
Auditor . . . . .
. » The alert response action settings in Netwrix Auditor Server are configured as
Server side

follows:
« Take action when alert occurs is switched ON

« Runfield contains the path to Windows PowserShell:
C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe

» With parameters field contains the required parameters, including the path

to Netwrix_Auditor_Alerts_to_Event_Log Add-on.ps1 file. Example:
-File C:\Netwrix Auditor Add-on for SIEM\Netwrix Auditor
Alerts_to Event Log Add-on.psl -NetwrixPathToCsvData

NOTE: For details on script parameters, see the section below.
« Write data to CSV file option is selected

« Command line preview looks like this:
C:\Windows\System32\WindowsPowerShell\vl.O\powershell.exe
-File C:\Netwrix Auditor Add-on for SIEM\Netwrix Auditor
Alerts to Event Log Add-on.psl -NetwrixPathToCsvData
{CsvFile}

« By default, the executable file will be launched under the LocalSystem account. If

you want to use another account, make sure it has Log on as batch job privilege
on Netwrix Auditor server.

NOTE: You may want to perform the test run after configuring the script as the alert
response action. If so, consider that current user account (logged on to Netwrix
Auditor client) must have local Administrator privileges on Netwrix Auditor
server where the executable file is located.

For more information on the alerts and response actions, see Online Help Center.
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4. Configure Add-On Parameters

4. Configure Add-On Parameters

4.1. Netwrix Auditor Activity Records to Event Log
Add-on Parameters

4.1.1. Connection Parameters

Before running or scheduling the add-on, you must define connection details: Netwrix Auditor Server host,
user credentials, etc. Most parameters are optional, the script uses the default values unless parameters
are explicitly defined. You can skip or define parameters depending on your execution scenario and
security policies. See "Choose Appropriate Execution Scenario" section for more information.

Parameter Default value Description

Connection to Netwrix Auditor

NetwrixAuditorHost localhost:9699  Assumes that the add-on runs on the computer
hosting Netwrix Auditor Server and uses default
port 9699.

If you want to run the add-on on another machine,
provide a name of the computer where Netwrix
Auditor ~ Server  resides (e.g., 172.28.6.15,
EnterpriseNAServer, WKS.enterprise.local).

To specify a non-default port, provide a server
name followed by the port number (e.g.,
WKS.enterprise.local:9999).

NetwrixAuditorUserName Current user Unless specified, the add-on runs with the current
credentials user credentials.

If you want the add-on to use another account to
connect to Netwrix Auditor Server, specify the
account name in the DOMAIN\username format.

NOTE: The account must be assigned the Global
reviewer role in Netwrix Auditor or be a
member of the Netwrix Auditor Client
Users group on the computer hosting
Netwrix Auditor Server.
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4. Configure Add-On Parameters

Parameter Default value Description
NetwrixAuditorPassword Current user Unless specified, the script runs with the current
credentials user credentials. Provide a different password if
necessary.

4.2. In-Script Parameters

You may also need to modify the parameters that define how EventIDs should be generated for exported
events, though their default values address most popular usage scenarios. In-script parameters are listed in
the table below. To modify them, open the script for edit and enter the values you need.

NOTE: Once set, these parameter values must stay unchanged until the last run of the script — otherwise
dynamically calculated EventIDs will be modified and applied incorrectly.

Parameter Default value Description

EventID generation
GenerateEventld True Defines whether to generated unique
EventlDs. Possible parameter values:

o True — generate unique EventlIDs
using Activity Record fields

« False — do not generate a unique
ID, set EventID=0 for all cases

EventID is generated through CRC32
calculation that involves the following
Activity Record field values:

o ObjectType
o Action
« DataSource (optional, see below for
details)
NOTE: Only the lowest 16 bits of the
calculation result are used.
For detailed Activity Record description,

refer to Activity Record.

IncludeDataSourceToMakeEvent|d True Defines whether the DataSource field of
Activity Record should be used in the
EventID calculation. This parameter is
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4. Configure Add-On Parameters

Parameter

SetDataSourceAsEventCategory

SetDataSourceAsEventSource

Default value

True

False

Description

applied only if GenerateEventld is set to
TRUE.

NOTE: Object Type - Action pair may be
identical for several data sources
(e.g. Object='User" and
Action='Added'); thus, excluding
DataSource from calculation may
lead to the same EventiD
(duplicates). See Exporting
Activity Records for details about
duplicates.

Defines whether to fill in Event Category
event field with a numeric value derived
from the DataSource field of Activity
Record.

Possible parameter values:

o True — generate a numeric value
for Event Category using Activity
Record field

» False — do not generate a numeric
value, set Event Category=1 for all
cases

The Event Category field value is
generated through CRC32 calculation
that involves the DataSource field of
Activity Record.

NOTE: Only the lowest 9 bits of the
calculation result are used.

Defines whether to fill in the Event
Source event field with the value from
the DataSource field of Activity Record.
Possible parameter values:

o True —fill in the Event Source with
the value from DataSource field of
Activity Record, adding the prefix
defined by $EventSourcePrefix.
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4. Configure Add-On Parameters

Parameter

Default value Description

Default prefix is NA, for example:NA
Windows Server

« False — set Event Source to
Netwrix_Auditor_Integration_API for

all

NOTE: |

cases

fthe script cannot fill in the Event
Source for some DataSource, the
default value Netwrix Auditor_
Integration_API will be used.

If the event source for particular
DataSource does not exist in the
Netwrix_Auditor_Integration
event log, elevated privileges are
required for add-on execution.

4.3. Netwrix Auditor Alerts to Event Log Add-on
Parameters

This add-on requires you to specify the following parameter:

Parameter

NetwrixPathToCsvData

Description

Specify path to the auxiliary CSV file storing
the data of activity records associated with
the alert.

Example

$ProgramData%\Netwrix
Auditor\
AuditCore\AuditArchive\
AlertsToolLauncher\
Csv\file.csv
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5.Choose Appropriate Execution Scenario

5. Choose Appropriate Execution
Scenario

5.1. Netwrix Auditor Activity Records to Event Log
Add-on

This add-on can run on any computer in your environment. For example, you can run the add-on on the
computer where Netwrix Auditor is installed, or on a remote server. Depending on the execution scenario
you choose, you have to define a different set of parameters. See "Configure Add-on Parameters" section
for more information.

Netwrix suggests the following execution scenarios:

Scenario Example

The add-on runs on the Netwrix Auditor Server C:\Add-ons\Netwrix Auditor Activity
. . . Records to Event Log Add-on.psl

with the current user credentials. Activity Records —to_Bvent_tod_ P

are exported to a local event log.

The add-on runs on the Netwrix Auditor Server C:\Add-ons\Netwrix Auditor Activity
. .. . . Records to Event Log Add-on.psl -
with explicitl fin redentials. Activity Recor —- - — =
th exp Ctyde ed credentials. Act ty Reco ds NetwrixAuditorUserName enterprise\NAuser -

are exported to alocal event |Og- NetwrixAuditorPassword NetwrixIsCool

The add-on exports Activity Records from a C:\Add-ons\Netwrix Auditor Activity
remote Netwrix Auditor Server using current user ~ —cCords_to_Event Log Add-on.psl-

) ) g NetwrixAuditorHost 172.28.6.15
credentials and writes data to a local event log.

The add-on exports Activity Records from a C:\Add-ons\Netwrix Auditor Activity
. . . - Records to Event Log Add-on.psl -
remote Netwnx.Audltor Sgwer using explicitly Neturisinditortost 172 28 6. 15 -
defined credentials and writes data to a local event  yetyrixauditorUserName enterprise\NAuser -

log. NetwrixAuditorPassword NetwrixIsCool

For security reasons, Netwrix recommends running the script with current user credentials (skipping user
credentials). Create a special user account with permissions to both Netwrix Auditor data and event log
and use it for running the script.

5.2. Netwrix Auditor Alerts to Event Log Add-on

The script will be executed on Netwrix Auditor server.
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5.Choose Appropriate Execution Scenario

By default, Netwrix Auditor uses the LocalSystem account to run PowerShell scripts. If you want to use

another account, in the alert settings go to Response Action, select the Use custom credentials
checkbox and specify user name and password. Make sure this account has Log on as batch job privilege.
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6. Exporting Activity Records

6. Exporting Activity Records

6.1. Exporting Activity Records Associated with the
Alert

To export only important audit data, that is, the Activity Records that led to the alert triggering, configure
the alert response action, providing path to Netwrix_Auditor_Alerts_to_Event_Log Add-on.ps1. See

Prerequisites for details.

6.2. Exporting Activity Records in Bulk
As said, Netwrix recommends exporting the most important data, using the script described above.
However, if you need to export all Activity Records in bulk, follow the recommendations below.

First, provide a path to your add-on followed by script parameters with their values. Each parameter is
preceded with a dash; a space separates a parameter name from its value. You can skip some parameters—
the script uses a default value unless a parameter is explicitly defined. If necessary, modify the parameters
as required.

To run the script with PowerShell
1. On computer where you want to execute the add-on, start Windows PowerShell.
2. Type apath to the add-on. Or simply drag and drop the add-on file in the console window.

3. Add script parameters. The console will look similar to the following:

Windows PowerShell
Copyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Users\AddOnUser> C:\Add-ons\Netwrix Auditor Activity Records to Event Log Add-
on.psl.psl

NOTE: If the script path contains spaces (e.g., C:\Netwrix Add-ons\), embrace it in double quotes
and insert the ampersand (&) symbol in front (e.g.,, & "C:\Netwrix Add-ons\").
4. Hit Enter.

Depending on the number of Activity Records stored in Netwrix Auditor Audit Database execution may
take a while. Ensure the script execution completed successfully. The Netwrix Auditor Integration event
log will be created and filled with events.

By default, the Netwrix Auditor Integration event log size is set to 7GB, and retention is set to "Overwrite
events as needed". For details on event record fields, please refer to the Appendix.

NOTE: Event records with more than 30,000 characters length will be trimmed.
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At the end of each run, the script creates the Netwrix_Auditor_Event_Log Export_Add-on_EventIDs.txt
file. It defines mapping between the Activity Records and related Event IDs .

You can use this file to track possible duplicates of Event IDs created at each script execution. Duplicates, if
any, are written to the Netwrix_Auditor_Event_Log_Export_Add-on_EventIDsDuplicates.txt file.

Similarly, the add-on also creates the Netwrix_Auditor_Event_Log Export_Add-on_CategoriesIDs.txt file
that defines mapping between the Data Source and related Category ID.

6.2.1. Applying Filters

Every time you run the script, Netwrix Auditor makes a timestamp. The next time you run the script, it will
start retrieving new Activity Records. Consider the following:

« By default, the add-on does not apply any filters when exporting Activity Records. If you are running
the add-on for the first time (there is no timestamp yet) with no filters, it will export Activity Records
for the last month only. This helps to optimize solution performance during the first run. At the end of
the first run, the timestamp will be created, and the next run will start export from that timestamp.

« However, if you have specified a time period for Activity Records to be exported, then this filter will be
applied at the add-on first run and the runs that follow.

6.2.2. Automate Add-On Execution

To ensure you feed the most recent data to your SIEM solution, you can schedule a daily task for running
the Netwrix Auditor Activity Records to Event Log add-on.

To create a scheduled task
1. Onthe computer where you want to execute the add-on, navigate to Task Scheduler.
2. Select Create Task.

3. Onthe General tab, specify a task name, e.g., Netwrix AuditorAdd-on for SIEM. Make sure the
account that runs the task has all necessary rights and permissions.

4. OntheTriggers tab, click New and define the schedule. This option controls how often audit data is
exported from Netwrix Auditor and saved to event log. Netwrix recommends scheduling a daily task.

5. On the Actions tab, click New and specify action details. Review the following for additional

information:
Action Set to "Start a program”.
Program/script Input "Powershell.exe".
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6. Exporting Activity Records

Option Value

Add arguments (optional) Add a path to the add-on in double quotes and specify add-on

parameters. For example:

-file "C:\Add-ons\Netwrix Auditor Audit Records to Event
Log Add-on.psl"

6. Save the task.

After creating a task, wait for the next scheduled run or navigate to Task Scheduler and run the task
manually. To do this, right-click a task and click Run.
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7. See Results

1. Onthe computer where you executed the add-on, navigate to Start — All Programs — Event
Viewer.

2. Inthe Event Viewer dialog, navigate to Event Viewer (local) — Applications and Services Logs
— Netwrix_Auditor_Integration log.

3. Review events.

Now you can augment SIEM with data collected by Netwrix Auditor.

) Event Viewer - X
File Action View Help

|25
@ Event Viewer (Local)
> [ Custom Views

Actions

- Cidtyd e omean souce P — Netwix Audtor ntegation -
3 B Remomonin senices o] | @ informaton [—— NA Logon Actity o o = OpenSavedLog

6] Hardware vents @ Information 371172019 120907 M NAVMware o @7y ¥ Create Custom View..

] inemet Expore © nformation 1172019 1208079 NAFile Sevrs 2 Qo P

{¢] Key Management Sevic| |  nformation 3/11/2019 120907 PM NA Log ”

3 Microsoft 371172015 . ClesrLog...

(&1 Netwrix Auditor Information 3/11/2019 120907 PM NA VMware 720 @74) ¥ Filter Current Log...

5 NetwrAuitorSysten | ) iormtion i a0 N ot Dt e o B prperie

] Netwrix Auditor_Integrat | (5)information 3/11/2019 12:09:07 PM NA Logon Activity 43810 29) Pt

8 Windows PowerShell Information 3/11/2019 12:09:07 PM NAVMuware ma @) B fina..

ubscriptions Information 31172019 12:09.07PM NALogon Activity 3810 29 T Save AllEvents As..
Information 371172019 120907 PM NA FleServers %2 @09 Attach a Tsk To this Log
Information 371172019 120906PM NA Logon Activity a0 @9 View N
Information 371172015 120906PM NA Oracle Database e @19
Information 3/11/201912:09:06 PM NA VMware 720 @74 (G] Refresh
Information 371172019 12:0905PM NA Oracle Database s @19 Help >
Information 371172019 12:0906PM NA Logon Activity a0 @9)
Information 371172019 12:0905PM NA FleServers w2 @0y £t 9% 1A e Sever =
Information 3/11/2019 12:09:06 PM NALogon Activity 43810 (29) [ Event Propeties
Information 371172019 120906PM NA Logon Activity a0 @9 ) Attach Task To Ths Event...
Information 371172019 12:0906PM NA VMware o @y 1 seveselected Bvents..
Information 371172019 120905PM NA Orscl Database e @ i
Information 3/11/2019 12:0906 PM NA File Servers w52 @03 & Copy >
Information 371172019 12:0905PM NA Logon Activity a0 @9 @ Refresh
Information 371172019 12:0905PM NA Logon Activity a0 @9) Hep R
Information 371172019 12:0906PM NA Orscl Database e @
Information 371172019 12:0905PM NA FleServers %2 @03
Information 371172019 12:0906PM NA VMware 2 @ry v
Event 7952, NA File Severs =

General  Details

DataSource: File Servers ~

(ObjectType : File

[Who : user 4 v
Log Neme: Netwrix Auditor Integration

Source: NA File Servers Loggeg: 3/11/2019 120907 PM

Event D: 7952 Tosk Category: (203)

Levet: Information Keywords:  Classic

User: NA Computer  13ssd-nwirootssd

OpCode:

More Information: _Event Log Online Help
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8. Appendix. Netwrix Auditor
Integration Event Log Fields

This section describes how the add-on fills in the Netwrix Auditor Integration event log fields with data
retrieved from Netwrix Auditor Activity Record.

NOTE: The Activity Record structure is described in the Activity Record Reference section.

Event log field Filled in with value
name
Source NA {Data Source Name} Depending on
OR- SetDataSourceAsEventSource in-script
parameter. See Configure Add-On
Netwrix _Auditor_Integration_API Parameters
EventID {Calculated by add-on} Depending on GenerateEventld in-script
OR- parameter (calculation result also
depends on
0 IncludeDataSourceToMakeEventld
parameter — if GenerateEventld = True).
See Configure Add-On Parameters
Task Category {DataSource ID} Depending on
OR- SetDataSourceAsEventCategory in-script
parameter. See Configure Add-On
1 Parameters

EventData is filled in with data from the Activity Record fields as follows:

Entry in EventData Activity Record field

DataSource {DataSource}
Action {Action}

Message {Action ObjectType}
Where {Where}
ObjectType {ObjectType}
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Entry in EventData Activity Record field

Who {Who}

What {What}

When {When}
Workstation {Workstation}

Details {Details}

NOTE: Details are filled in only if this Activity Record field is not empty.

Date and Time
172009 120807 FA
Dinfomation VG 10507
Jinfermatsn AM2009 120007 FM
(Diniformasien LG 12007 e

L2009 120007 P4
17019 120607 P
172009 120007 P4
L7009 120807 PM
/2009 120007 P
V0N 12007 P
AN2009 120806 P
A0S 120008 P
17093 120908 P
i R2009 120808 P

Tl intormassen 172015 120508 P it Logan Stwity a0 @)

(Dinformation VI 120005 P 1 File Sarvers. ™ R0
(Dinformation AN1013 120508 FM 1t Logon Actaity a0 25
(Dinfermasion V1009 120005 P P Logen Activity 820 @0
(Dhinformanon L1001 205008 P4 PRL Mane TE @y
(Dinfermasien 17099 120908 P HS Orace Datsbase e R
(Dinformatn VRN 120508 P P Fle Gervers R
(Dinfermatsen 172009 120908 P Mt Logen Aetaity &0 (@)
(Dinformation VAT 120805 P 1k Logon Activity N @
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