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1. Introduction

This guide is intended for Netwrix Auditor users who want to take advantage of searching and filtering of
audit data in the easy-to-use searching interface, generating system-specific and overview reports, etc.

After reading this guide you will be able to:
¢ Investigate incidents and browse your audit data with Auditintelligence search
e Generate reports and add filters

e Subscribe to important reports you want to receive on a regular basis

1.1. Netwrix Auditor Overview

Netwrix Auditor is an IT auditing platform that delivers complete visibility into changes and data access in
hybrid cloud IT environments by providing actionable audit data about who changed what, when and
where each change was made, and who has access to what. Netwrix Auditor helps organizations prevent
security breaches caused by insider attacks, pass compliance audits with far less effort and expense, and
keep tabs on what privileged users are doing in the environment.

Netwrix Auditor enables auditing of the broadest variety of IT systems, including Active Directory,
Exchange, file servers, SharePoint, SQL Server, VMware and Windows Server. It also supports monitoring of
privileged user activity in all other systems, even if they do not produce any logs, by enabling video
recording of user screen activity and later search and replay. More than 160,000 IT departments
worldwide rely on Netwrix Auditor to secure IT infrastructure, prove compliance and increase operational
efficiency. The product has earned over 70 awards from leading industry publications, including SC
Magazine, Windows IT Pro, Redmond Magazine and WindowSecurity.com.

Major benefits:

e Change auditing and alerting: Netwrix Auditor detects all configuration, content and security
changes across your entire IT infrastructure. Reports and real-time alerts include the critical who,
what, when and where details, including before and after values, enabling quick and effective
response.

o Auditintelligence interactive search: Netwrix Auditor enables you to easily search through audit
data and fine-tune sorting and filtering criteria so you can quickly hone in on exactly the information
you need.

o Configuration assessment: State-in-time™ reports show configuration settings at any point in time,
such as group membership or password policy settings as they were configured a year ago.

e Access auditing: Monitoring of and reporting on successful and failed access to systems and data
helps keep sensitive data safe.
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¢ Predefined reports and diagrams: Netwrix Auditor includes more than 150 predefined reports and
diagrams. Reports can be exported to a range of formats, including PDF and XLS, and stakeholders
can subscribe to reports to stay informed automatically by email.

e AuditArchive™: Netwrix Auditor’s scalable two-tiered storage system (file-based + SQL database)
holds consolidated audit data for more than 10 years.

o Unified platform: Many vendors require multiple standalone tools that are hard to integrate, but
Netwrix Auditor is a unified platform that can audit the entire IT infrastructure.

Application Features

Netwrix Auditor for Active Netwrix Auditor for Active Directory detects and reports on all changes

Directory made to the managed Active Directory domain, including AD objects,
Group Policy configuration, directory partitions, and more. It makes
daily snapshots of the managed domain structure that can be used to
assess its state at present or at any moment in the past. The product
provides logon activity summary, reports on interactive and non-
interactive logons including failed logon attempts.

Also, Netwrix Auditor for Active Directory helps detect and manage
inactive users and expiring passwords. In addition, Netwrix Auditor for
Active Directory provides a built-in Active Directory Object Restore tool
that allows reverting unwanted changes to AD objects down to their
attribute level.

Netwrix Auditor for Netwrix Auditor for Exchange detects and reports on all changes made

Exchange to Microsoft Exchange configuration and permissions. In addition, it
tracks mailbox access events in the managed Exchange organization,
and notifies the users whose mailboxes have been accessed by non-

owners.
Netwrix Auditor for Office Netwrix Auditor for Office 365 detects and reports on all changes made
365 to Microsoft Exchange Online configuration and permissions. In

addition, it tracks mailbox access events in the managed Exchange
Online organization, and notifies the users whose mailboxes have been
accessed by non-owners.

Netwrix Auditor for Windows  Netwrix Auditor for Windows File Servers detects and reports on all

File Servers changes made to Windows-based file servers, including modifications
of files, folders, shares and permissions, as well as failed and successful
access attempts.

Netwrix Auditor for EMC Netwrix Auditor for EMC detects and reports on all changes made to
EMC Celerra, VNX/VNXe and Isilon storages, including modifications of
files, folders, shares and permissions, as well as failed and successful
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Application Features

access attempts.

Netwrix Auditor for NetApp Netwrix Auditor for NetApp detects and reports on all changes made to
NetApp Filer appliances both in cluster- and 7-modes, including
modifications of files, folders, shares and permissions, as well as failed
and successful access attempts.

Netwrix Auditor for Netwrix Auditor for SharePoint detects and reports on read access and
SharePoint changes made to SharePoint farms, servers and sites, including
modifications of content, security settings and permissions.

Netwrix Auditor for Netwrix Auditor for SQL Server detects and reports on all changes to
SQL Server SQL Server configuration and database content.

Netwrix Auditor for VMware  Netwrix Auditor for VMware detects and reports on all changes made to
ESX servers, folders, clusters, resource pools, virtual machines and their
virtual hardware configuration.

Netwrix Auditor for Windows  Netwrix Auditor for Windows Server detects and reports on all changes

Server made to Windows-based server configuration, including hardware
devices, drivers, software, services, applications, networking settings,
registry settings, DNS, and more. It also provides automatic
consolidation and archiving of event logs data. Netwrix Auditor collects
Windows event logs and syslog events from multiple computers across
the network, stores them centrally in a compressed format, and enables
convenient analysis of event log data.

In addition, Netwrix Auditor for Windows Server can be configured to
capture a video of users' activity on the audited computers.

1.2. How It Works

The image below provides overview of Netwrix Auditor architecture and gives a brief description of
product components and incorporated technologies.
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The Auditintelligence technology is a brand new way of dealing with audit data, investigating incidents
and enabling complete visibility across the entire IT infrastructure. Auditintelligence is brought by the
Netwrix Auditor client that provides easy access to audit data for IT managers, business analysts and
other relevant employees via a straightforward and user-friendly interface. The Netwrix Auditor client
allows generating reports, searching and browsing your audit data. You can install as many Netwrix
Auditor clients as needed on workstations in your network, so that your authorized team members can
benefit from using audit data collected by a single Netwrix Auditor Server to investigate issues and keep
track of changes.

AuditAssurance is a technology that consolidates audit data from multiple independent sources (event
logs, configuration snapshots, change history records, etc.). This allows detecting who changed what,
where and when each change was made, and who has access to what even if one or several sources of
information do not contain all of the required data, for example because it was deleted, overwritten, and
soon.

AuditAssurance is provided by Netwrix Auditor Server and Integration APIl. Netwrix Auditor Server is
a core part of Netwrix Auditor that collects, transfers and processes audit data. It contains several
internal components responsible for gathering audit data from audited systems. Netwrix Auditor Server
is managed with Netwrix Auditor Administrator Console, an interface for IT administrators designed to
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configure IT infrastructure for auditing, define auditing scope, specify data collection, Audit Database and
SMTP settings. Netwrix Auditor Administrator Console does not provide access to audit data.
Integration API is a RESTful API that leverages audit data with custom on-premises or cloud data sources
even if they are not supported as audited systems yet. APl enables integration with third-party SIEM
solutions by importing and exporting data to and from Netwrix Auditor.

Netwrix Auditor Server and Integration API interact with the Two-Tiered AuditArchive that is a
scalable repository used for storing audit data collected by Netwrix Auditor and imported from other data
sources and IT systems using Integration API. The Two-Tiered AuditArchive includes:

e Thefile-based Long-Term Archive

e The SQL-based short-term Audit Database

1.3. Netwrix Auditor Workflow

This section describes a typical workflow in Netwrix Auditor.

Having installed Netwrix Auditor

A user who installed Netwrix Auditor Administrator Console is referred to as Netwrix Auditor
administrator.

1. Netwrix Auditor administrator configures audit settings for systems that are going to be audited with
the product.

2. Netwrix Auditor administrator creates the Data Processing Account that is going to collect data from
the audited systems. Netwrix recommends to create a special account for it.

3. The Netwrix Auditor administrator grants permissions to the dedicated users (IT managers, business
analysts, etc.) to access the Netwrix Auditor client.

See Netwrix Auditor Installation and Configuration Guide for more information.

In Netwrix Auditor Administrator Console

1. An administrator configures Managed Objects—containers that store information on the auditing
scope, the Data Processing Account used for data collection, the Change Summary and reports
delivery settings, etc.
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L Netwrix Auditor Administrator Console

File Action View Help
@ = 7@ B
2 Metwrix Auditor

b o= Managed Objects - .
b = AuditArchive { a Managed Objects

b o Settings L.J Start by configuring one or several Managed Objects. Managed Objects can be grouped into folders.

=it Create New Managed Object

Create a Managed Object to start auditing your T infrastructure, This wizard helps you define the scope of the monitored
envirenment, configure data collection, reporting, and more.

ii Select Managed Object Type

Managed Object Types

wm O O © F i

Domain Office 365  Computer  SharePoint VMware  Organizati...
Collection Farm Virtual... Unit

2. The administrator configures the Audit Database settings (SQL Server and SSRS settings).

3. Netwrix Auditor audits IT infrastructure and collects data on changes and state-in-time configuration
snapshots.

File Action View Help
&% = H

&5 Metwrix Auditor

4 5.7 Managed Objects ——
I+ [T] File servers I-I Corp.|oca|
I Metwrix Console Audit .

b
I SOL Servers
I [F] Windows servers This Managed Object audits 5 of the 5 target systems. Modify Managed Object...

I = Audithrchive

p €3 Settings Audited System Status  Description
& Active Directory oK Last data collection time: 5/6/2015 T7:3%:25 AM.
W Exchange Server oK Last data collection time: 5/6/2015 7:39:25 AM.,
a Group Policy oK Last data collection time: 5/6/2015 7:39:25 AM.,
[ Inactive User Tracking oK Last data collection time: 4/25/2015 3:00:20 AM.

=¥ Password Expiration Alerting OK Last data collection time: 4/25/2015 3:00:37 AM.

Click Run to launch data collection.

Run_ || Stop | [ View Details

NOTE: Collected audit data is written to the AuditArchive that includes both the file-based Long-
Term Archive and the short-term SQL Server-based Audit Database.

4. For some audited systems, the administrator can configure alerts to be triggered if some critical
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event is detected. In this case an email notification is sent immediately to the specified recipients.

Tue 3/3/2015 5:34 PM

Administrator@enterprise.local
Alert Organizational Unit Deletion at ENTERPRISE.LOCAL

To M TDesk@sntzrprise locs

Netwrix Auditor for Active Directory

Real-time Alert

Organizational Unit Deletion

Severity [ Normal |

Domain ENTERPRISE.LOCAL

Change Type Removed

Object Type OrganizationalUnit

When Changed 3/3/20159:33:39 AM

Who Changed ENTERPRISE\Administrator
Where Changed EnterpriseDC1.enterprise.local
Object Name \local\enterprise\Department_1
Details N/A

This message was sent by Netwrix Auditor from enterprisedcl.enterprise.local.
www.netwrix.com

5. By default, the product emails Change Summaries that list all changes that occurred during last 24-
hours to the specified recipients daily at 3:00 AM.

Tue 4/21/2015 6:23 AM
administrator@demolab.local
Netwrix Auditor: Active Directory Change Summary - demolab.local

To Administrator

Netwrix Auditor for Active Directory

Change Summary

W Added 1
W Removed 0
B Modified 1

Action Object Type What Where Who When Workstation Details
B Added user ‘Jocal\demolab\Users\Brad demolabdc.demolab.local DEMOLAB\ADministrator 442142015 demolabwks none
Davis 6:20:33
AM
B Modified group ‘\Jocaldemolab\UsersiDomain demolabdc.demolab.local DEMOLAB\ADministrator 442142015 demolabwks Security Global Group
Admins 6:20:49 Member
AM Added:
"demolab.local/Users/Brad
Davis"

This message was sent by Netwrix Auditor from demolabwks.demolab.local.
www.nefwrix.com

6. The administrator can generate ad-hoc reports to detect inactive users and expiring passwords.
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See Netwrix Auditor Administrator's Guide for more information.

e )| 2] C:\ProgramData\Netwri 2 ~ & Netwrix Auditor for Active .. % .

Netwrix Auditor for Active Directory

Inactive Users in Active Directory Report

The following accounts are no longer active:

Account Mame Account Type E-Mazil
FILESERVERZ$ Computer None
WORKSTATION 1% Computer None
FILESERVER1% Computer None
ROCTDC1S Computsr Mone
bdavis User Mone
Jjsmith User Mone
tjohnson User Mone
tmaoare User Mone

Inactivity Time

200 day(s)
200 day(s)
543 dayls}
505 day(z)
never logged in
never logged in
never logged in

never logged in

Account Age

1256 dayis)
655 day(s)
1285 dayis)
1285 dayis)
615 day(s)
615 day(s)
615 day(s)
615 day(s)

Performed Action

MNons
MNons
MNons
MNons
Mons
Mons
MNons

Mons

This message was sent by Metwrix Audivor from pdo.netwrix.demo.

Www.netwrix.com

In the Netwrix Auditor client

1.
2.

IT manager or any user, granted permissions to access to the product, logs in.

In the Netwrix Auditor client this user can:
e Search across audit data
e Generate reports

e Create subscriptions

o Saveyour favorite data searches to access them instantly

o Export audit data in the pdf and csv files.

12/60


https://www.netwrix.com/download/documents/Netwrix_Auditor_Administrator_Guide.pdf

Netwrix Auditor User Guide

2.Launch the Product

2. Launch the Product

To start using Netwrix Auditor
1. Navigateto Start — Netwrix Auditor.
2. Loginto the product.
NOTE: This step is required if Netwrix Auditor is installed remotely (not a on computer that hosts
Netwrix Auditor Server and Netwrix Auditor Administrator Console).

You can configure a single Netwrix Auditor client to work with several Netwrix Auditor
Servers. To switch to another server, reopen the Netwrix Auditor client and provide another
host name (e.g., rootdc2, WKSWin12r2.enterprise.local).

For your convenience, the Host field is prepopulated with your computer name. By default, you can
log in with your Windows credentials by simply clicking Connect. Select Use specified credentials if
you want to log in as another user.

' Welcome to
' Netwrix Auditor

Host: rRooTDC

Use specified credentials

CONNECT

NOTE: Make sure you have sufficient permissions to access the product. If you cannot log into
Netwrix Auditor with your Windows credentials, contact your Netwrix Auditor administrator.

After logging into Netwrix Auditor, you will see the following window:
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Netwrix Auditor 8.0

Complete Visibility into |T Infrastructure Changes and Data Access

Search your

Save your

audit data to favorite
investigate who searches to
changed what, access them

when, and where
across the entire
IT infrastructure

instantly

See a high-level
overview of activity
trends by date,

user, server, object
type or audited
system in your IT
infrastructure

Review reports to stay
compliant with
internal and external
security standards

EMC Welcome to the new Netwrix Auditor interface!

To bring Auditintelligence to your IT infrastructure faster, read these 5 tips

Subscribe to reports to keep track
of changes on a regular basis

D Do nat show this tutorial at startup “

© Netwrix Corporation | www.netwrix.com | +1-849-407-5125 | Toll-free: 888-638-9749 netwrlx

Read these tips to get started faster. Review the following for additional information:

o AuditIntelligence Search

e Reports
o Subscriptions

e Enterprise Overview

e Saved Searches
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3.

Auditintelligence Search

Netwrix Auditor delivers complete visibility into your IT infrastructure. Its convenient Auditintelligence
search interface enables you to investigate incidents and browse audit data collected across the entire IT
infrastructure. When running a search in Netwrix Auditor, you are not limited to a certain audited system,
change type, or object name. You can create flexible searches that provide you with precise results on who
changed what, when and where.

This functionality is currently available for the following audited systems:

Active Directory

Exchange

Exchange Online (Office 365)
File Servers (Windows File Servers, EMC, and NetApp)
SharePoint

SQL Server

VMware

Windows Server

Group Policy

Logon Activity

User Activity (video)

and Netwrix APl—data imported to the Audit Database from other sources using Netwrix Auditor
Integration API.

NOTE: Netwrix Auditor shows only the top 2,000 entries in the search results.

To browse your audit data

1.

2.

On the main Netwrix Auditor page, navigate to Search.
Do one of the following:

o Click Search to see all audit data stored in the Audit Database. Once the data is retrieved, you
can exclude certain entries from the results. See Include and Exclude Data for more
information.
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© Netwrix Auditor - | o =
@ Search 2 wHo & action WA WHAT © wHEN il WHERE £} ADVANCED & TooLs
Who Object type Action What Where When
DEMOLABAdministrator user B Modified \local\demolabtUsers\Erad Davis demalsbexch.demolab.local 4/24/2015 2:32:40 AM

Is Acl Capable changed to "True"

-

system user B Medified ‘local\demolabYUsers\Brad Davis unknown 472472015 1:14:39 AM
Object Security: - Added: "Permissions: DEMOLAB\Organization Management (Allow: List object, Read permissions, Read all properties, List contents, Write adminDisplayMame, Write Exchange Personal .. v
DEMOLAB\spuser Group B Modified Farm Administrators http://demolabsp:333 4/24/2015 1:10:36 AM

Members: - Added: "DEMOLAB\spuser”

DEMOLAB\Administrator group B Modified ‘local\demolabhUsers\Domain Admins demolzbde.demolab.local

Security Glebal Group Member: - Added: "demclab.local/Users/Brad Davis”

DEMOLAB\Administrator user W Added \lecal\demolabYUsers\Brad Davis demolabde.demelab.local

DEMOLAB Administrator user B Removed ‘local\demolabYUsers\Brad Davis demolabde.demolab.local

-

4/24/2015 12:31:41 AM
-

472472015 12:31:32 AM
-

472472015 12:29:55 AM
-

e Add filters to the Search field before you click Search. In this case, only data matching your

search criteria will be displayed. See Apply Filters for more information.

|m Enterprise\NewEmployee X "Removed" x m\\FileStDrage\lmportantDor.s\Orders x mmst?’ days X m

3. Review the search results and see details for each particular change or watch a video recording,.

e Click on a column to sort results by this column (e.g., by date or by account name).

e Double-click an entry to see details specific to this change (the before and after values, the start
and end date, etc.). Click Read more... to see all information regarding this change and copy it
if necessary. In case of User Activity entries click the Show video... link below the entry. Review

details and play a video by clicking Show Video.

(©) Al data B corr

Whao: DEMOLAB Administrator
Object type: user

Audited system:  Active Directory
Managed object: demaolab.local

Action; hodified

What: vlocalhdemolabyUsers\Brad Davis

Where: demaolabexch.demaolab.local

When: 4/24/2015 2:32:40 AM

Workstation: demolabsp, demolabdc.demolab.local

Details: E-mail Address changed to "Brad.Davis@demolab.local®

o Click Show video... below the User Activity entry to to see all information regarding this change
and copy it if necessary. For User Activity entries, watch a video by clicking Show Video.
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NOTE: If you are sure that some audit data is missing (e.g., you do not see information on your
VMware infrastructure in reports and search results), contact your Netwrix Auditor
administrator. The administrator must verify that the Audit Database settings are configured
in Netwrix Auditor Administrator Console and that audit data is written to databases that
reside on the default SQL Server instance.

By default, Netwrix Auditor allows generating reports and running Auditintelligence searches
on data collected in the last 180 days. If you want to investigate incidents that occurred more
than 180 days ago, ask your Netwrix Auditor administrator to import that data from the
Long-Term Archive.

4. Save orshare the search results if desired. See Save Your Search and Share Results for more
information.

3.1. Apply Filters

Filters are used to narrow your search results. To create a unique set of filters, you can:

o Add different filters to your search. Search results will be sorted by all selected filters since they work
as a logical conjunction (e.g., Who: Administrator AND Action: Added).

o Specify several values in the same filter to search for any of them (e.g., Action: Modified OR Action:

Removed). To do this, select a filter again and specify a new value.

NOTE: Spaces do not separate values, so the whole expression will be included in your search as a
single value. For example, if you want to search for any of three names, do not enter Anna
Mark Bill but instead create a separate filter entry for each name.

To add a filter to your search

1. Click afilter icon and provide a value you want to search for.

WHO ACTION WHAT
v/

Specify an account you want to search for:
Enterprise\NewEmponee|

Enter an account name (e.g., John) to find all entries containing it.
For exact match, use quotation marks (e.g., "ENT\John").
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Alternatively, you can type a value directly into the Search field. To further restrict your search, right-
click the value and select a filter from the pop-up menu. You can also leave it as it is to search across
all columns (Who, What, Where, Action, etc.) except those for which filters are explicitly specified.

Enterprise\MewEmployep
Who |}
Action
What
Where
Object type

2. Click Search to apply your filters. By default, all entries that contain the filter value are shown. For an
exact match, use quotation marks. See Advanced View for more information on additional filters and

match types.
Filter Description
. Specify an account name (e.g., John) to find all entries containing it (e.g.,
- Domain1\John, Domain1\Johnson, Domain2\Johnny).
For an exact match, use quotation marks and provide a user name in
WHO Domain\User format (e.g., “Domain1\john”).
Select an action type from the list (Added, Removed, Modified, Read).
For additional actions, navigate to Advanced. See Advanced View for more
information.
ACTION
' Specify an object name (e.g., Policy) to find all entries containing it (e.g.,
' HiSecPolicy, \\FileSserver\Share\NewFolder\NewPolicy.docx,
http://sharepoint/sites/collection 1/Lists/Policy).
WHAT
NOTE: Netwrix Auditor searches across all audited systems.
For an exact match, use quotation marks and provide an object name in the
format that is typical for your audited system (e.g., “HiSecPolicy").
Specify a timeframe or provide a custom date range. Netwrix Auditor allows you
to see changes that occurred today, yesterday, in the last 7 or 30 days, or within
the specified date range.
WHEN

18/60



Netwrix Auditor User Guide

3. Auditintelligence Search

Filter Description

. Specify a resource name (e.g., Enterprise) to find all entries containing it (e.g.,
. Enterprise-SQL, FileStorage.enterprise.local). The resource name can be a FQDN or
NETBIOS server name, Active Directory domain or container, SQL Server instance,

WHERE SharePoint farm, VMware host, etc.

NOTE: Netwrix Auditor searches across all audited systems.

For an exact match, use quotation marks and provide a resource name in the
format that is typical for your audited system (e.g., “Enterprise-SQL").

To modify a filter value

o Double-click it and type a new value.

m | 'ﬁFiIEStDrageﬂ.lmpnrtantDncs‘-.Drder5| | x

NOTE: The When filter cannot be modified. Delete it and add a new value.

To remove a filter

e Click the Close icon next to thefilter.

f cion [N

3.2. Advanced View

Netwrix Auditor provides an advanced set of filters and match type operators that enable you to
customize your searches even more precisely.

Navigate to Advanced to review your current search in the Advanced view and modify it if necessary. Click

=+ 104 to add anewfilter to your search.
Review the following for additional information:

« Apply Additional Filters

o Change Match Types

3.2.1. Apply Additional Filters

Expand the Filter list to find additional filters. Review the following for additional information:
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Filter

Object type

Audited system

Managed object

Details

Description

Limits your search to objects of a
specific type only.

Specify an object type from the Value
list or type it yourself. This filter
modifies the What filter.

Limits your search to the selected
audited system only.

Specify an audited system from the
Value list or type it yourself.

Limits your search to the selected
Managed Object only.

Specify the name from the Value list or
type it yourself.

Limits your search results to entries
that contain the specified information
in the Details column.

Example

You noticed that some domain policies
were changed and you want to
investigate this issue.

Your What filter is set to Policy, and so
you keep receiving search results such
as HiSecPolicy,
\\FS\Share\NewPolicy.docx,
http://sharepoint/sites/col1/Lists/Policy .
These entries correspond to different
object types and audited systems.

Since you are looking for GPOs only,
select GroupPolicy from the Value list.

You are investigating suspicious user
activity. A user specified in the Who
filter made a lot of changes across your
IT infrastructure, so the search results
became difficult to review.

Since you are only interested in the way
this user's activity could affect your
Active Directory domain and Exchange
organization, set the Audited system
filter to Active Directory and
Exchange to limit the search results.

You are investigating suspicious user
activity. A user specified in the Who
filter made a lot of changes across your
IT infrastructure, so the search results
became difficult to review.

Since you are only interested in the way
this user's activity could affect file
shares audited within a single Managed
Obiject, set the Managed Obiject filter
to "My Computer Collection” to limit the
search results.

You discovered that a registry key was
updated to "242464". Now you want to
investigate who made the change and
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Filter

Before

After

Description

The Details column normally contains
data specific to your audited system,
e.g., assigned permissions, before and
after values, start and end dates.

This filter can be helpful when you are
looking for a unique entry.

Limits your search results to entries
that contain the specified before value
in the Details column.

Limits your search results to entries
that contain the specified after value in
the Details column.

3.2.2. Change Match Types

Example

what the value was before.

You can set the Details filter to 242464
to find this change faster.

You are investigating an incident in
which the SAM-account-name attribute
was changed for an account in your
Active Directory domain.

You can set the Before filter to the
previous name (e.g., John2000) to find
the new name faster.

You are investigating a security incident
and want to know who enabled a local
Administrator account on your
Windows Server.

You can set the After filter to this
account's current state (e.g., Enabled)
to find this change faster.

By default, the Contains match type is used when adding most filters in the Search field. In the Advanced
view, you can customize your search by modifying match types for the filters you have already selected.

Operator

Contains

Equals

Description

This broad match operator shows all
entries that include a value specified in
the filter.

This exact match operator shows all
entries with the exact value specified.
Make sure to provide a full object name
or path.

Example

Set the Who filter to contains John, to
get the following results:
Domain1\John, Domain1\Johnson,
Domain2\/ohnny.

Use this operator if you want to get
precise results, e.g.,
\\FS\Share\NewPolicy.docx.
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Operator Description

NOTE: To apply this operator when
adding filters in the Search
field, provide a value in
quotation marks (e.g.,
"Domain1\John").

Not equal to This negative exact match operator
shows all entries except those with the
exact value specified.

NOTE: In the Search field, this

operator appears as Who not.

Starts with This operator shows all entries that

start with the exact value specified.

Ends with This operator shows all entries that end

with the exact value specified.

Does not contain ~ This negative broad match operator
shows all entries except those that
contain the value specified.

NOTE: In the Search field, this

operator appears as Who not.

Example

Set the Who filter to not equal to
Domain1\John to exclude the exact user
specified and find all changes
performed by other wusers, e.g,
Domain1\Johnson, Domain2\/ohn.

Set the Who filter to starts with
Domain1\John to find all changes
performed by Domain1\john,
Domain1\Johnson, and
Domain1\fohnny.

Set the Who filter to ends with John to
find all changes performed by
Domain1\John, Domain2\Dr John,
Domain3\/ohn.

Set the Who filter to does not contain
John to exclude the following users,
Domain1\John, Domain2\Johnson, and
Domain3\johnny.

To review the search with advanced filters and operators applied, use the Advanced view.
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2 WHO & action WA WHAT © wHen §l WHERE L} ADVANCED
¥

Filter Operator Value

Who h 4 Mot equal to 4 DomainyAdministrator

Action h 4 = (Equals) 4 Maodified v

What v Ends with v SecPolicy

Audited system v = (Equals) v Active Directory v

Managed object v = (Equals) v Daormain.local v

Befare b = (Equals) b Success

Object type v = (Equals) hd GroupPaolicy v

== Add

The image below represents the same search filters as they are shown in the Search field.

"Modiﬁed" x ms-;ecPolicy x EoFULTTLIETE L M "Active Directory” X ESIYELELEL N a8l "Domain.local” X
"Success" x ﬁobjed 13+ "GroupPolicy" X m"Domain\Administrator" x | SEARCH

3.3. Include and Exclude Data

Having reviewed the search results, you can proceed with your investigation by excluding or including
data. Excluding a filter value is helpful if you want to skip it in your search results (e.g., a service account or
trusted user account). On the other hand, including a filter value ensures that only the entries containing it
will be shown (e.g., a suspicious user or potentially violated folder).

To include or exclude data

—_

Review your search results and locate an entry with data you want to exclude or include.
2. Double-click this entry to review details.

3. Select Exclude from search or Include to search and specify a filter value from the list.
4. Click Search to update the search results.

Your exclusions and inclusions will automatically be added to the search filters, limiting the amount of data
shown in the results pane.
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Who Object type Action Wh

MT AUTHORITY\SYSTEM Scheduled Task B Medified Sch
Triggers: - Added: "At 5/25/2015 &15:01 AM on 5/25/2015 £:15:01 AM" - Removed: "At 5/24/2013

SR  Who: NT AUTHORITV\SYSTEM

Audited system:  Windows Server
Managed object: Enterpriselocal corm

Details: Triggers: Audited system: Windows Server
- Added: "At 5/25/2
- Removed: "At 5/24

Object type: Scheduled Task

Managed object: Enterprise.local computers
Read more...

NT AUTHORITV\SYSTEM Action: Modified

Triggers: - Added: "At 5/25/20153 3:3349  \what: scheduled Tasks\Microsoft\Windows\,.

MT AUTHORITY\SYSTEM
Triggers: - Added: "At 6/3/2015 5:43:11 &

Where: StationWin12R2

When: 5/25/2015 2:37:53 AM

MT AUTHORITY\SYSTEM

3.4. Save Your Search and Share Results

After browsing your audit data, navigate to Tools to save your search and share the search results. Review
the following for additional information:

Use... To...

Copy search Copy the search filters that are currently applied to your search. This can be
helpful if you want to share your search with a colleague (e.g., by pasting it in an
email) or you want to modify a saved search with your current filters.

Paste search Paste the search filters you copied before. These can be filters copied from a
previous search or those someone shared with you.

Save search Refer to Saved Searches for detailed instructions on how to save searches you
want to run on a regular basis.

Export data Save your search results as a pdf or csv file.

When saving search results to a file, you are not limited to the top 2,000 entries; all
audit data relevant to your search will be exported.

NOTE: Using csv files is recommended when exporting large amount of data (e.g.,
changes made by a newly retired employee during the last 8 months).
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4. Reports

4.1. Reports Available in Netwrix Auditor

Netwrix Auditor provides a wide variety of predefined reports for each audited system that help you keep
track of all changes in your ITinfrastructure and validate compliance with various standards and
regulations (FISMA, HIPAA, PCl, SOX, etc.).

NOTE: If you are sure that some audit data is missing (e.g., you do not see information on your VMware
infrastructure in reports and search results), contact your Netwrix Auditor administrator. The
administrator must verify that the Audit Database settings are configured in Netwrix Auditor
Administrator Console and that audit data is written to databases that reside on the default SQL
Server instance.

By default, Netwrix Auditor allows generating reports and running Auditintelligence searches on
data collected in the last 180 days. If you want to investigate incidents that occurred more than
180 days ago, ask your Netwrix Auditor administrator to import that data from the Long-Term
Archive.

4.1.1. Report Types

In Netwrix Auditor, the following report types are available:

o Organization Level reports—Aggregate data from all audited systems and Managed Objects. They
list all changes that occurred across the audited IT infrastructure. Enterprise Overview aggregates
information on changes from all audited systems and provides a centralized overview. See
Organization Level Reports for more information.

e Overview diagrams—System-specific diagram reports that aggregate audit data for an auditing
system. They provide a high-level overview of changes within a selected time period. Overviews
consist of four charts, showing the activity trends by date, user, object type or server, and drill
through to detailed reports for further analysis. See Enterprise Overview for more information.

e Change reports—System-specific reports that aggregate audit data for a specific audited system
within an individual Managed Object. Change reports show detailed data on changes and provide
grouping, sorting and filtering capabilities. Each change report has a different set of filters allowing
you to manage collected data in the most convenient way. Some audited systems provide activity
reports as well. See Change and Activity Reports for more information.

o State-in-time reports—System-specific reports that aggregate data for a specific audited system
within an individual Managed Object and allow reviewing the point-in-time state of the audited
system. These reports are based on daily snapshots and help you paint a picture of your system
configuration at a specific moment in time. See State-in-Time Reports for more information.
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e Changes with Video—Provide video recordings of user activity on audited computers. See Reports
with Video for more information.

e Changes with Review Status—System-specific reports that aggregate data for a specific audited
system within an individual Managed Object and can be used as a tool in the basic change
management process. These reports allow setting a review status for each change and providing
comments. See Reports with Review Status for more information.

If you are looking for some specific information and cannot find it in reports, try browsing audit data with
Search. See Auditintelligence Search for more information. You can also order custom report templates
from Netwrix.

4.1.2. View Reports

To view reports in Netwrix Auditor
o Navigate to Reports and select a report you are interested in and click View.

The table below lists report folders available in Netwrix Auditor:

Folder Reports

Organization Level reports  Contains a set of reports that provide a general overview of your entire
IT infrastructure.

Active Directory Contains a set of reports on Active Directory and Group Policy changes
and state-in-time configuration. Includes the following subfolders:

e Active Directory Changes with:
e Overview diagram
e Change reports
o Changes with review status

o Active Directory State-in-Time with state-in-time reports

e Group Policy Changes with:
¢ Change reports
o Changes with review status

Group Policy State-in-Time with state-in-time reports

Logon Activity with change reports.

Exchange Contains a set of reports on Exchange Server changes. Use these
reports to track changes in your Exchange organization and ensure its
health and security. Includes the following reports:
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Folder Reports

e Overview diagram

¢ Change and activity reports

e Changes with review status

Exchange Online Contains a set of reports on Exchange Online changes. Use these
reports to track changes in your Exchange Online organization and
ensure its health and security. Includes the following reports:

e Overview diagram

e Change and activity reports

File Serversincluding Contains a set of reports on file server changes, activities, and state-in-
Windows file servers, EMC time configuration. Includes the following subfolders:
and NetApp

o File Servers Activity with:
e Overview diagram
o Change and activity reports
o File Servers State-in-Time with state-in-time reports
NOTE: The following reports can be generated for Windows file

servers only: Account Permissions, Object Permissions by
Obiject, and Excessive Access Permissions.

SharePoint Contains a set of reports on SharePoint changes, including changes to
content, configuration and access permissions. Includes the following
reports:

e Overview diagram
e Change and activity reports

¢ Changes with review status

SQL Server Contains a set of reports on SQL Server changes. Includes the following
reports:

e Overview diagram

e Change reports

VMware Contains a set of reports on VMware changes. These reports can be
used to prevent potentially harmful actions and changes that may
affect the entire virtual infrastructure and lead to data loss. Includes
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Folder Reports

the following reports:

e Overview diagram

e Change reports

Windows Server Contains a set of reports on Windows infrastructure including reports
on Windows configuration changes, event logs and user activity.
Includes the following subfolders:

e Windows Server Changes with:
o Overview diagram
e Change reports
e Changes with review status
o User Activity (Video) with reports with video

o Event Log with change reports, including a syslog change report,
the Netwrix Auditor System Health report and IIS change
reports.

NOTE: Netwrix Auditor System Health is a special report
designed for reviewing Netwrix Auditor health status
(successful and failed data collections, warnings, errors,

etc.)
Compliance folders: For your convenience, contains reports mentioned above but grouped

« FISMA/NIST by corresponding international standards and regulations:

Compliance o FISMA/NIST SP800-53 rev4
e HIPAA Compliance e HIPAA
o ISO/IEC 27001 o ISO/IEC 27001

Compliance « PCI DSS v3.0
Rt
e SOX Compliance NOTE: Click Compliance above the list of reports to see reports

grouped by compliance standards only.

See Compliance Reports for more information.
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To view reports in a web browser

1. Open aweb browser and type the Report Manager URL. In the page that opens, navigate to the
report you want to generate and click the report name. You can modify the report filters and click
View Report to apply them.

4.1.3. Customize Report with Filters

Report filters allow you to display changes matching certain criteria. For example, you can filter changes by
audited domain or object type. Filtering does not delete changes, but modifies the report view allowing
you to see changes you are interested in. Filters can be found in the upper part of the Preview Report

page.

To apply filters
1. Navigate to Reports and generate a report.

2. Apply required filters to the report and click View Report. For example, you can update report
timeframe, change Who and Where values, apply sorting, etc.

Wildcards are supported. For example, type %corp\administrator% in the in the Who domain\user field if
you want to view changes made by the corp\administrator user only .

Do not use % in the exclusive filters (e.g., Who (Exclude domain\user)). Otherwise, you will receive an empty
report.
NOTE: escape_characters are not supported.

The example below applies to the All Changes by Server report and shows the before and after views of
the report. The filters may vary slightly depending on the audited system and report type.

The report without filtering:
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@ Preview Report

[ Find [ next B~ & & B
Friday, April 03, 2015 10: ~

4 4 ofz b Bl [100%

All Changes by Server

Shows all changes across the entire IT infrastructure grouped by the server where the changes were

made.
Filter Value
Where: ROOTDC2
Audited System:  File Servers
Action Obiject Type What Who When
B Read Folder \\ROQTDC2\Annual_Reports CORP\Administrator 4/2/2015
5:45:38 AM
m  Read Folder or File \WROOTDC2\Annual_Reports\Regedit_Copy CORP\Administrator 47272015
34351 AM
B Read Folder ‘WROOTDC2\Annual_Reports CORP\Administrator 4/2/2015
54551 AM
m  Removed Folder or File \WROOTDCZ CORP\Administrator 4/2/2015
\Annual_Reports\Regedit_Copy\NA_6.3.reg 5:45:51 AM
B Removed Folder or File “WROOTDC2 CORP\Administrator 4/2/2015
\Annual Reports\Regedit_Copy\NA_7.0reg 5:45:51 AM
m  Removed Folder or File \WROOTDC2\Annual_Reperts\Regedit_Copy CORP\Administrater 47272013
34331 AM
m  Read Folder ‘WROOTDC2\Annual_Repaorts CORP\Administrator 4/2/2015 v
5:47:03 AM

netusrix

The report below displays changes for all audited systems made by the CORP\Administrator user on the

ROOTDC2 domain controller for a month sorted by the action type.

@ Preview Report

4 4 [t of2 b bl [100% [ Find [Next B r @ & B

April 03, 2015 10:41 AM ~

All Changes by Server

Shows all changes across the entire IT infrastructure grouped by the server where the changes were
made.

Filter Value

Where: ROOTDC2

Audited System:  File Servers

Action Object Type What Who When
m  Added File W ROOTDC2Annual Reports\Summary CORP\administrator 3/30/2015
2:14:26 AM

Audited System:  Windows Server

Action Object Type What Who When
®  Modified  Scheduled Scheduled Tasks\Netwiix Auditor CORP\Administrator  4/1/2015
Task Administrator Consale 6:20:26 AM
Triggers:

» Added: "At 3/30/2015 7:00:00 AM every day"
* Removed: "At 3/30/2015 3:00:00 AM every day”

®  Modified  Scheduled Scheduled Tasks\Netwiix Auditor CORP\administrator ~ 4/1/2015
Task Administrator Consale 6:20:26 AM
Triggers:
+ Added: "At 3/30/2015 7:00:00 AM every day”
 Removed: “At 3/30/2015 3:00:00 AM every day”

netuwrix
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4.2. Organization Level Reports

Organization Level reports aggregate data on all Managed Objects and list changes that occurred across all
audited systems.

NOTE: If you are sure that some audit data is missing (e.g., you do not see information on your VMware
infrastructure in reports and search results), contact your Netwrix Auditor administrator. The
administrator must verify that the Audit Database settings are configured in Netwrix Auditor
Administrator Console and that audit data is written to databases that reside on the default SQL
Server instance.

By default, Netwrix Auditor allows generating reports and running Auditintelligence searches on
data collected in the last 180 days. If you want to investigate incidents that occurred more than
180 days ago, ask your Netwrix Auditor administrator to import that data from the Long-Term
Archive.

Organization Level reports can be found in the Organization Level Reports folder under the Reports
node.

o Netwrix Auditor

@ Preview Report

4 4 1 ofa b Pl [~ Find [ Next B~ & &

|

5} Netwrix Auditor Thursday, April 02, 2015 6:23 AM

All Changes by Audited System

Shows all changes across the entire IT infrastructure grouped by the audited system.

H Filter Value

Audited System: Active Directory

Action Object Type What Who When
m Removed wser ‘lorah conplUsers\gary black COR P\ Admin istrator 422015
54348 AM
Where rootde? corplocs
B Removed user ‘o 3\ corpl, Users\ Adam Sailor ‘COR P\ Administrator 42725
54400 AM
Where rootdc? conpkoca
m  Added user \lor 3\ corpl, Users\ James JW. Wisher COR P\ Administrator 425
AL 55 AM
Where rootdc? conploca
®  Modified computer \loc g corpl Computers, WORKSTATION ‘COR P\ Administrator 427205
545 Z7 AM
Where rootdc? conplocs

Allow Did-In changed to “TRUE

Audited System: File Servers

Action Object Type What Whe When
m Read Folder \\ROOTDCZ\ Annus|_Reports CORP\Administrator  4/2/2015
54538 AM

[TH™ ponTOT
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NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Customize Report with Filters for more information.

You can also create a subscription to any report you want to receive on a regular basis. See
Subscriptions for more information.

4.3. Change and Activity Reports

Change reports provide information on changes to different aspects of the audited environment. Some
audited systems provide activity reports as well. Some audited

Depending on the audited system, navigate to one of the following locations:

Audited system Report location

Active Directory
Group Policy
Exchange
Exchange Online
File Servers
SharePoint

SQL Server
VMware
Windows Server
Event Log

IS

Logon Activity

Active Directory — Active Directory Changes
Active Directory — Group Policy Changes
Exchange

Exchange Online

File Servers - File Servers Activity
SharePoint

SQL Server

VMware

Windows Server - Windows Server Changes
Windows Server - Event Log

Windows Server - Event Log

Active Directory - Logon Activity

NOTE: Select a Managed Object you want to generate a report for in the report filters. Contact your
Netwrix Auditor administrator to learn more about auditing scope for each Managed Object.

32/60



Netwrix Auditor User Guide

4.Reports
B Netwrix Auditor - | = [
@ Preview Report
T
M 41 oft bkl [100% | Find | Next L - &) &
5 Netwrix Auditor Thursday, April 02, 2015 7:25 AM Py
Shows changes to all Active Directory objects, permissions, configuration, etc.
Filter Value
Action Object Type What Who When
®m  Removed user \lecahcorp\Users\gary black CORP\Administrator 4/2/2015
5:43:43 AM
Where: rootde2 corp.local
Workstation:  rootdc2.corp.local
®m  Removed user \ocalcorp\Users\Adam Sailor CORP\Administrator 4/2/2015
5:44:02 AM
Where: rootde2 corp.local
Workstation:  reotdcZ.corp.local
m  Added user \ecahcorp\Users\James JW. Wisher CORP\Administrator 4/2/2015
5:44:56 AM
Where: rootdc2.corp.local v
netwrix

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Customize Report with Filters for more information.

You can also create a subscription to any report you want to receive on a regular basis. See
Subscriptions for more information.

4.4. State-in-Time Reports

The state-in-time reports functionality allows generating reports on audited system state at a specific
moment of time in addition to change reports. State-in-time reports are based on the configuration
snapshots captured by the product daily, and reflect a particular aspect of the audited environment.

This functionality is currently available for the following audited systems:
¢ Active Directory
o File Servers
o Group Policy

The state-in-time reports are found under the Reports node. Depending on the audited system, navigate
to one of the following locations:

Audited system Report location

Active Directory Active Directory - Active Directory State-in-Time
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Audited system Report location
Group Policy Active Directory - Group Policy State-in-Time
File Servers File Servers - File Servers State-in-Time

NOTE: The following reports can be generated for Windows file servers
only: Account Permissions, Object Permissions by Object, and
Excessive Access Permissions.

NOTE: Select a Managed Object you want to generate a report for in the report filters. Contact your
Netwrix Auditor administrator to learn more about auditing scope for each Managed Object.

B Netwrix Auditor - | = [
@ Preview Report
Managed Object: [corp.local I~ Snapshot Date: |Current Session ™~
Status: Both Path: I3
Sort By: Path
——
i 41 oft b bl [100% | Find | Next B - @ &

8} Netwrix Auditor Thursday, April 02, 2015 10:39 AM ~

Computer Accounts

Shows computer accounts, their paths and statuses (enabled or disabled).

Filter Value

Path Name Status

\lecahcorp\Computers\FILESERVERT FILESERVER1 Enabled

\ecahcorp\Computers\ FILESERVERZ FILESERVERZ Enabled

Mecahcorp\ComputersiSharepointsry Sharepointsry Enabled

\local\corp\Computers\WORKSTATION WORKSTATION Enabled

\local\corp\Computers\ WORKSTATION1 WORKSTATION1 Enabled

\lacalcorp\Domain Controllers\ROOTDC1 ROOTDCI Enabled

\localcorp\Domain Controllers\ROOTDC2 ROOTDC2 Enabled
netwriX | computer Accounts 10f1 »

netwrix

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Customize Report with Filters for more information.

You can also create a subscription to any report you want to receive on a regular basis. See
Subscriptions for more information.

By default, state-in-time reports reflect the current state of the audited system. If you want to generate a
report to assess your system at a particular moment in the past, you can select the corresponding
snapshot from the Snapshot Date filter.
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NOTE: To be able to generate reports based on different snapshots, ask your Netwrix Auditor
administrator to import historical snapshots to the Audit Database, otherwise only the Current
Session option is available in the drop-down list.

When auditing file servers, changes to both access and audit permissions are tracked. To exclude
information on access permissions, contact your Netwrix Auditor administrator.

4.5. Reports with Video

Netwrix Auditor can be configured to capture video of user activity on the audited computers that helps
analyze and control changes made there. When you click a link, a video player opens and playback of the
recorded user activity starts, showing launched applications, actions, etc.

NOTE: To configure users activity auditing, navigate to Netwrix Auditor Administrator Console or contact
your Netwrix Auditor administrator.

To view reports with video, navigate to Windows Server - User Activity.

NOTE: Select a Managed Object you want to generate a report for in the report filters. Contact your
Netwrix Auditor administrator to learn more about auditing scope for each Managed Object.

&1 Netwrix Auditor - o=
@ Preview Report

M o4z ofs b bl [100% < find [Not B~ @ & B ~
3 Netwrix Auditor Thursday, April 02, 2015 10:05 AM ~

All Users Activity

This report shows video records of all users’ activity.

Filter Value

‘Who ‘Where Duration Start Time

CORP rootdc2.corp.local 00:28:48 4/1/2015
9:41:28 AM

4/1/2015 Session end

Who Where Duration Start Time

CORP\Administrator rootdc2.corp.local 00:20:11 4/1/2015
10:15:58 AM

Session start

indows Server2012

Microsoft Management Console | Netwrix Auditor Administrator Console
Microsoft Management Censole | Task Scheduler

Microsoft Management Console | Metwrix Auditor Administrator Console

4/1/2015 Microsoft Management Console | Audit Trail Settings
10:16:28 AM

4712015 Microsaft Console | Netwriy Auditor 1t Console

netwrix

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Customize Report with Filters for more information.
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You can also create a subscription to any report you want to receive on a regular basis. See
Subscriptions for more information.

You can playback an entire user session or specific activities in your IT infrastructure.

To playback... Do...

Entire user session 1. Navigate to Reports - Windows Server - User Activity. Select
any report and click View.

2. Select a user session you want to playback and click the link in the
Duration column.

Specific action 1. Navigate to Reports - Windows Server — User Activity. Select
any report and click View.

2. Select a user session and click a link to an action under the
session.

NOTE: To open User Activity report for the selected user or server, you can also click the link in the Who
and Where columns of the All Users Activity report.

4.6. Reports with Review Status

Change management is one of the critical processes for many companies referring to such areas as
requesting, planning, implementing, and evaluating changes to various systems. Netwrix Auditor allows
facilitating the change auditing process by providing the change monitoring and reporting capabilities.
Additionally, you can review and assign such properties as a review status and reason for each change
made to the audited systems.

This functionality is currently available for the following audited systems:
e Active Directory
o Exchange
o SharePoint
o Windows Server
o Group Policy

The reports with review status can be found under the Reports node for the selected audited system.
Depending on the audited system, navigate to one of the following locations:

Audited system Report location

Active Directory Active Directory - Active Directory Changes - All Active
Directory Changes with Review Status
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Exchange Exchange - All Exchange Server Changes with Review Status
SharePoint SharePoint - All SharePoint Changes with Review Status
Windows Server Windows Server - Windows Server Changes - All Windows
Server Changes with Review Status
Group Policy Active Directory — Group Policy Changes - All Group Policy

Changes with Review Status

NOTE: Select a Managed Object you want to generate a report for in the report filters. Contact your
Netwrix Auditor administrator to learn more about auditing scope for each Managed Object.

They list all changes to the monitored environment that are assigned the New status by default. If a
change seems unauthorized, or requires further analysis, you can click the Click to update status link, set
its status to In Review and provide a reason. Once the change has been approved of, or rolled back, you
can set its status to Resolved.

] Netwrix Auditor = (=
@ Preview Report
T
M o4t of7 b bl 100% - Find | Next I~ &) &
8} Netwrix Auditor Thursday, April 16, 2015 4:16 AM B
All Windows Server C| Review status
. . Select the review status and specify your reason. L.
This interactive report shows all changes filtered : lows reviewing these changes by
setting their status and specifying the reason.
®) New
Filter Value A new change that has not been reviewsd yet.
In Review
[fcticn) EiEy This change has to be reviewed Rty D
m  Modified Scheduled Task CORPWROOTDCL 471442015
Resolved s 7:37:02 AM
Where: 172.28.12.248 This change has been reviewed and the issus is closed
Triggers:
» Acded: "At 4/15/2015 9:33:08 PM on 4/15/2015 8:33 Reason
 Removed: "At 6/21/2014 7:34:28 AM on 6/21/2014
Review stztus:  New Click to update status
= Modified Registry Key system 4/14/2015
7:57:13 AM
Where: 17228.12.248
EndTimeHi (REG_DWORD) changed from "30439096" to "3
EndTimeLo (REG_DWORD) changed from "1570112603" to| Cancel
StartTimeHi (REG_DWORD) changed from "30433095" to '
StartTimelo (REG_DWORD) changed from "1537920202" tc "1729100178"
Review stetus: New Click to update status
netwrix

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Customize Report with Filters for more information.

You can also create a subscription to any report you want to receive on a regular basis. See
Subscriptions for more information.
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4.7. Compliance Reports

For your convenience, besides grouping by audited system the reports are grouped by compliance
standards. Netwrix Auditor provides out-of-box reports that allow validating compliance with different
standards and regulations, including but not limited to:

o FISMA/NIST SP800-53 rev4

o HIPAA

e ISO/IEC 27001
e PCIDSSVv3.0
e SOX

You can find Compliance folders under the Reports node by clicking Compliance or you can scroll down
the All reports list. Each compliance folder provides overview on a selected standard, to read it, click on
the folder name. Click Read More to learn more about mapping between these standards and Netwrix

Auditor reports.

NOTE: Select a Managed Object you want to generate a report for in the report filters. Contact your
Netwrix Auditor administrator to learn more about auditing scope for each Managed Object.

3

@ Reports

13 FISMA/NIST Compliance

s HIPAA Compliance

[ ISO/IEC 27001 Compliance
> PCIDSS v3.0 Compliance

b SOX Compliance

Netwrix Auditor - B

At repoRTs

R

FISMA/NIST Compliance

Summary: Read more...

Any Federal agency, its subcontractors, service proviclers and any organizations that operate IT systerns on
behalf of Federal agencies must be complant with FISMA requlation. ISMA was signed into law 3s a part
of the Electronic Government Act of 2002,

To comply with the federal standard, organizations first determine the security category of their
information system in accordance with FIPS Publication 199, derive the information system impac: level
fram the security category in accordance with FIPS 200, and then apply the appropriately tailored set of
baseline securiy controls in WIST Special Fublication 800-53,

Organizations have flexibility in applying security controls in accordance with the guidance provided in
Spedial Publication 800-53. This allows organizations to tailor the relevant security controls so that it more
closely aligns with their mission and business requirements and envirenments of operation.

Replading existing system of self-aszessments and checklists procedures latest updates to FISMA in 2014
put ernphasis on continuous compliance, monitoring and mitigation, periodic risk assessment and
evaluation of controls. These changes further increase the need for a proactive compliance soluton.

Please note thzt the efforts and procedures required to establish compliance in each section may vary in
different organizations depending on their systems configuration, internal procedures, nature of business,
and other factors,

Software implementation will not guarantee organizational compliance without proper processes in place.
Mot all the corcrols that Metwrix can possialy support are included. This mapping should be used as a
reference guide for implermentation of an organization tailored policies and procedures.

Metwrix Audito- can help with the MIST controls listed below (based on NIST Special Publication §00-53
rev.4).

FAMILY: ACCESS COMTROL

AC-1 ACCESS CONTROL POLICY AND PROZEDURES
AC-2 ACCOUNT MANAGEMENT

AC-3 ACCESS ENFORCEMENT

AC-5 SERPARATION OF DUTIES

AL-6 LEAST PRVILEGE

AC-7 UNSUCCESSFUL LOGON ATTEMPTS

AC-8 5¥STEM USE NOTIFICATION

AC-9 PREVIOUS LOGON (ACCESS) NOTIFICATION
AC-11 SESSION LOCK

netwrix
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5. Subscriptions

In the Netwrix Auditor client, you can configure a report subscription to schedule automatic report
generation and delivery. You can also apply various filters to reports, choose output format for your
reports, and delivery method.

Review the following for additional information:

e To create a subscription

e To manage subscriptions

To create a subscription
1. Do one of the following:

e On the main Netwrix Auditor page, navigate to Reports. Specify the report that you want to
subscribe to and click Subscribe.

e On the main Netwrix Auditor page, navigate to Enterprise Overview. Specify the audited
system, whose report you want to subscribe to and click Subscribe.

2. Onthe Subscribe to the 'report_name' report page, complete the following fields:

Option Description

Subscription name Enter the name for the subscription.

Delivery format Configure reports to be delivered as the pdf, docx, csv or xIsx files.

Send empty reports Select Yes if you want to receive a report even if no changes
occurred.

Deliver report to... Shows the number of recipients selected and allows specifying

emails where reports are to be sent.

Expand the Recipients list and click Add to add more recipients.

Every... Allows specifying report delivery schedule (daily, certain days of
week, a certain day of a certain month).

NOTE: By default, the product emails reports daily at 8.00 am.

Attach report to email / Select report delivery method:

Upload report to file server . . . .
P P e Attach report to email—Select this option to receive reports

as email attachments.
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Option Description

e Upload report to file server—Select this option to save
reports on the selected file server. Click Browse to select a
folder on Netwrix Auditor host (computer where Netwrix
Auditor Administrator Console is installed) or specify a UNC
path to a shared network resource.

NOTE: Make sure that your network resource is reachable
and you have sufficient rights to access it.

Filters Specify the report filters, which vary depending on the selected
report.

NOTE: Subscription emails may vary slightly depending on reports delivery method.

Fri 3/27/2015 3:01 PM
administrator@corp.local
Netwrix Auditor Subscription

To M Business.Analyst@corp.local

Message L‘J Subscription to the All Active Directory Changes’ repart (1).pdf (244 KB) L‘J Subscription to the All File Servers Activity' repart (1).pdf (223 KB)
l!J Subscription to the 'All SharePoint Changes'report (1).pdf (219 KB)

Netwrix Auditor Subscription

You have received this message because you are subscribed to the following reports:

Subscription Name: Subscription to the 'All Active Directory Changes' report (1)

Report Name: All Active Directory Changes

Report Description: Shows changes to all Active Directory objects, permissions, configuration, etc.

Subscription Name: Subscription to the 'All File Servers Activity' report (1)

Report Name: All File Servers Activity

Report Description: Shows activity (changes, failed modifications, reads and failed read attempts) on all audited file servers.
Subscription Name: Subscription to the '&ll SharePoint Changes'report (1)

Report Name: All SharePoint Changes

Report Description: Shows changes to farms, site collections, web applications, policies, permissions, lists, documents, etc.

The reports are attached to this email.

This message was sent by Netwrix Auditor from rootde2.corp.local.
www.netwrix.com

To manage subscriptions

+ On the main Netwrix Auditor page, navigate to Subscriptions to review a list of your subscriptions.
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] Netwrix Auditor = | o [

@ Subscriptions O
Name Status Recipients Report Name

Subscription to Exchange Diagram Enabled system.admin@company.com Exchange Server Overview

Deliver every week on Mon, Tue, Wed

Subscription to the 'Enterprise Overview' report Enabled Business.Analyst@company.com Enterprise Overview

Deliver every day

Subscription to the "Adrinistrative Groups Members' report Enabled Business. Analyst@company.com Adrinistrative Groups Members

Deliver every 25 day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec

The table below provides instructions on how to manage your subscriptions.

To...

Browse subscriptions

Enable or disable
subscriptions

Modify subscriptions

Remove subscriptions

Do...

Type the target subscription name in the search bar in the upper part of
the Subscriptions window and click the Search icon to review results.

Select a subscription and check or clear the Enabled checkbox in the

Status column.

Click icon next to the selected subscription. Edit the subscription

parameters and save your changes.

Click icon next to the selected subscription.
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6. Enterprise Overview

Enterprise Overview provide a high-level overview of activity trends by date, user, server, object type or
audited system in your IT infrastructure. They allow you to see the activity trends by date, user, object
type, server or audited IT system, and drill through to detailed reports for further analysis. The Enterprise
diagram aggregates data on all Managed Objects and all audited systems, while system-specific diagrams
provide quick access to important statistics within one audited system.

The current version of Netwrix Auditor contains the following diagrams:
o Enterprise (aggregates data on all audited systems listed below)
e Active Directory
e Exchange
e File Servers (Windows File Servers, EMC, and NetApp)
e Office 365 (Exchange Online)
e SharePoint
e SQL Server
e VMware
e Windows Server
NOTE: If you are sure that some audit data is missing (e.g., you do not see information on your VMware
infrastructure in reports and search results), contact your Netwrix Auditor administrator. The
administrator must verify that the Audit Database settings are configured in Netwrix Auditor

Administrator Console and that audit data is written to databases that reside on the default SQL
Server instance.

By default, Netwrix Auditor allows generating reports and running Auditintelligence searches on
data collected in the last 180 days. If you want to investigate incidents that occurred more than
180 days ago, ask your Netwrix Auditor administrator to import that data from the Long-Term
Archive.

All diagrams provide the drill-down functionality, which means that by clicking on a segment, you will be
redirected to a report with the corresponding filtering and grouping of data that renders the next level of
detail.

To review a diagram

e On the main Netwrix Auditor page, navigate to the Enterprise Overview section. Click a tile to open
a corresponding diagram.

o Navigate to Reports and select one of the following locations:
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Title Location

Enterprise Organization Level Reports

Active Directory Overview Active Directory - Active Directory Changes
Exchange Overview Exchange

Exchange Online Overview  Exchange Online

File Servers Overview File Servers - File Servers Activity
SharePoint Overview SharePoint

SQL Server Overview SQL Server

VMware Overview VMware

Windows Server Overview  Windows Server — Windows Server Changes

NOTE: The example below applies to Enterprise.

@ Preview Report
4 41 of1 b bl [to0% | Find |nexe - 3 & B
Top: 3 From: 471372016 12:00:00 AM To:  4/26/2076 11:59:39 PM
CHANGES BY DATE SERVERS WITH MOST CHANGES
600
400
DEMOLABWKS I
200 demolabexch.demolabbﬁll
demolabdcdemolabloal |
o+ dem,amqq
r‘Q\‘" q\"
o 2
i we o 200 400 600
USERS WHO MADE MOST CHANGES CHANGES BY AUDITED SYSTEM
H Active Directory
cevosoavcusovs I =
I File Servers
NT AUTHORITY\SYSTEM - s14 [ SharePeint
—] Windows Server
DEMOLAB\spuser l ‘ S0L Server
NT AUTHORITYLOCAL SERVICE |
0 20 a0 60
Enterprise Overview ( 2/27/2016 7:32:24 AM UTC-07:00) netwrlx
Subscribe netuwrix
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NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See

Customize Report with Filters for more information.

You can also create a subscription to any report you want to receive on a regular basis. See

Subscriptions for more information.
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7. Saved Searches

Netwrix Auditor allows you to save your favorite searches to access them instantly. For your convenience,
the product provides predefined searches for some popular usage scenarios. Refer to Auditintelligence
Search for detailed instructions on how to create searches.

Moreover, saved searches are shared between all Netwrix Auditor clients that have access to the same
Netwrix Auditor Server (an internal component responsible for collecting and processing audit data that is
installed with Netwrix Auditor Administrator Console).

You can save your custom searches or use one of predefined saved searches. Predefined searches can be
found in the Saved Searches section. Click the search tile to run this search.

L5

2] Netwrix Auditor - STATIONWIN12R2 [ [ = [

Netwrix Auditor 8.0

Complete Visibility into |T Infrastructure Changes and Data Access

Launch Enterprise Overview Saved Searches
p "Mw AA AD or Group Policy
J madifications by
Administrator since
Search Enterprise Active Directory yesterday
‘ ) Domain Admins
7 and Administrators
groups changes
Reports Exchange Office 365 SharePoint

@ - E" Exchange objects

. meodified not by
Windows Administrator since

Subscriptions File Servers EMC NetApp yesterday
-_— = — /()
— ]
] . . File Server
successful read
attempts by Guest
SQL Server Windows Server Whiware since yesterday
& Netwrix Corporation | www.netwrixcom | +1-943-407-5125 | Toll-fres: 888-638-9749 netuwrix

NOTE: The example saved search results apply to AD or Group Policy modifications by admin
yesterday. Other saved search results generated by Netwrix Auditor may vary depending on the
audited system and applied filters.
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Netwrix Auditor

- oEE

Review the following for additional information:

e Tosave acustom search

e To modify a saved search

e To delete a saved search

To save a custom search

1. Onthe main Netwrix Auditor page, navigate to Search.

2. Apply filters and click Search.

%
@ Search 2 wHo & acrion WA WHAT © wHen § WHERE £ ADVANCED >& tooLs

m VAdministrator % + ¥Ya M "Added” * "Removed” X "Modified” X m Today X Yesterday X ‘ SEARCH

Who Object type Action What Where When

CORPYadministrator group = Moedified \ecalcorp\Users\Domain Admins rootdel.corp local 4/14/2015 5:44:35 AM

Security Global Group Member, - Added: "corp.local/Users/Bob Brown” v
CORPYadministrater group B Medified \lecalicorp\Users\Domain Admins rootdcl.corplocal 4/14/2015 5:44:09 AM

Object Security: - Added: "Permissions: CORP\administrator (Allow: Write Add/Remove self as member)” e
CORP\administrator group B Modified \local\corp\Users\Domain Admins rootdcl.corp.local 471472015 5:43:54 AM

Managed By changed to "local\corp\Users\Administrator” h
CORPYadministrator group = Moedified \lecalcorp\Users\Accountants rootdel.corp local 471472015 4:16:35 AM

Security Local Group Member: - Added: "corp.lecal/Users/John Smith” v
CORPYadministrator configuration = Moedified \lecalcorp\Ceonfiguration rootdel.corp local 4/14/2015 4:08:57 AM

Object Security: - Added: "Audit: Everyone (Success: Delete subtree Delete, All validated writes, Delete all crild objects, Create all child objects, All extended rights)” -
CORPYadministrator configuration B Modified ‘localcorp\Configuration rootdcl.corp local 471472015 4:08:57 AM

Object Security: - Added: "Audit: Everyone (Success: Delete subtree Delete, All validated writes, Delete all ckild objects, Create al child objects, All extended rights)” M
COURPvadministrator domainbDiNy = Modrfied \lecalicorp rootdel.corp.local /2472015 8:0%:50 AM

Object Security: - Added: "Audit: Everyone (Success: Delete subtree Delete, All validated writes, Delete all ckild objects, Create all child objects, All extended rights)” v
CORPYadministrator group = Moedified \lecalcorp\Users\Accountants rootdel.corp local 4/14/2015 3:30:46 AM

Security | acal Group Member: - Added: “com.lacal/llsers/Peter Inhnson® v

NOTE: Refer to Auditintelligence Search for detailed instructions on how to apply filters and search

audit data.

3. Navigate to Tools and select Save Se

arch.

4. Inthe Specify a name for your saved search dialog, specify a name. Make sure to specify a unique

name.

To modify a saved search

1. Onthe main Netwrix Auditor page, navigate to Saved Searches.

2. Select one of the searches and click its tile to open search results.

3. Modify filters and click Search.
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NOTE: Refer to Auditintelligence Search for detailed instructions on how to apply filters when
searching audit data.

Navigate to Tools and select Save Search.

In the Specify a name for your saved search dialog, specify a name. Netwrix Auditor automatically
offers a previously used search name so that this saved search will be overwritten. If you want to
save both searches, specify a unique name for a modified search.

To delete a saved search

In the Saved Searches section, click on the search tile.
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8. Investigate Incidents with
Netwrix Auditor: Usage Example

This topic presents an example how you can achieve complete visibility with Auditintelligence provided by
Netwrix Auditor. Refer to Auditintelligence Search for detailed instructions on how to create data searches.

1. Imagine, when reviewing a daily Change Summary you noticed unusual activity on your file server.

Thu 4/2/2015 8:39 AM
Administrator@demolab.local
Metwrix Auditor: File Servers Change Summary - File Share Audit

To  Administrator

ﬂ Follow up. Start by Thursday, April 2, 2015. Due by Thursday, April 2, 2015.
Message ﬁFile_Semer_Changes.csv (95 KB}

Action ltems

Netwrix Auditor for File Servers

Change Summary

W Added ]
W Add (Failed Attempt) 0
M Removed 0
M Remove (Failed Atternpt) 74
B nModified 41
W todify (Failed Attempt) ]
o hoved 0
M Move (Failed Attempt) o
M Renamed o
M Rename (Failed Attempt) 0
M Read 17
M Read (Failed Attempt) 18

Please see the attached file for details.

This message was sent by Metwrix Auditor from demolabwks.demolab.local
www.netwrix.com

In a Change Summary you can see 41 modifications, 18 failed read attempts, and 74 failed remove
attempts—and this looks suspicious as if someone unauthorized tried to do something with your file
share. Your next step is to start investigating this activity.

2. In Netwrix Auditor, you navigate to Search to check all modifications that occurred on your file
server (DEMOLABWKS) within last 7 days.
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2 wHo & acrion WA WHAT © wHen § WHERE £ ADVANCED >& TooLs

[ cvon Y © woen (TR
Who Object type Action What Where When
DEMOLAB\Administrator File B Modified \\DEMOLABWKS\Share\Corporate\Accounting Fina... DEMOLABWKS 4/2/2015 8:33:47 AM |j
Permissions changed te "Allow inheritable permissions from the parent to propagate to this object and all child objects; NT AUTHORITY\SYSTEM (Allow: List folder / read data, Create files / write data, Create folders / append d...
DEMOLAB\Administrator Folder B Modified \\DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:33:47 AM
Permissions changed to “Deny inheritable permissions from the parent to propagate to this object and all child objects; Everyone (Allow: List folder / read data, Read extended attributes, Traverse folder / execute file, Read attrib...
DEMOLAB\Administrator Folder B Modified \\DEMOLABWKS\Share\Projects DEMOLABWEKS 4/2/2015 8:33:47 AM
Permissions changed to “Allow inheritable permissions from the parent to propagate to this object and all child objects; Everyone (Allow: List folder / read data, Read extended attributes, Traverse folder / execute file, Read attrib...
DEMOLAB\Administrator Folder B Modified \\DEMOLABWKS\Share\Projects\Top Secret Breakthr... DEMOLABWKS 4/2/2015 8:33:47 AM
Permissions changed to "Allow inheritable permissions from the parent to propagate to this object and all child objects; Everyone (Allow: List folder / read data, Read extended attributes, Traverse folder / execute file, Read attrib...
DEMOLAB\Administrator File B Modified \\DEMOLABWKS\Share\Projects\Top Secret Breakthr... DEMOLABWEKS 4/2/2015 8:33:47 AM
Permissions changed to "Allow inheritable permissions from the parent to propagate to this object and all child objects; NT AUTHORITYASYSTEM (Allow: List folder / read data, Create files / write data, Create folders / append d...
DEMOLAB\Administrator File ® Modified \\DEMOLABWKS\Share\Projects\Top Secret Breakthr... DEMOLABWKS 4/2/2015 8:33:47 AM
Permissions changed to "Allow inheritable permissions from the parent to propagate to this object and all child objects; NT AUTHORITYASYSTEM (Allow: List folder / read data, Create files / write data, Create folders / append d...
DEMOLAB\Administrator File ® Modified \\DEMOLABWKS\Share\Projects\Top Secret Breakthr... DEMOLABWKS 4/2/2015 8:33:47 AM
Permissions changed te "Allow inheritable permissions from the parent to propagate to this object and all child objects; NT AUTHORITY\SYSTEM (Allow: List folder / read data, Create files / write data, Create folders / append d..
DEMOLAB\Administrator File u Modified ‘\DEMOLABWKS\Share\Projects\Top Secret Breakthr... DEMOLABWKS 4/2/2015 8:33:47 AM
Permissions changed te "Allow inheritable permissions from the parent to propagate to this object and all child objects; NT AUTHORITYASYSTEM (Allow: List folder / read data, Create files / write data, Create folders / append d...
DEMOLAB\Administrator Folder B Modified \\DEMOLABWKS\Share\Projects\Project B DEMOLABWKS 4/2/2015 8:33:47 AM v

As you see, most of these changes were made by Administrator, that is considered to be expected

behavior.

3. You exclude DEMOLAB\Administrator from search results.
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Who Object type Action
DEMOLAB\Administrator File B Modified

Perrnissions changed to "Allow inheritable permissions from the parent to propagate to this

DEMOLABAdministrator Folder ® Modified

Perrnissions changed to "Deny inheritable permissions from the parent to propagate to this

Exclude from search P Who: DEMOLAB\Administrator

Details: Permissions changed to "Deny i Object type: Folder
Read attributes, Read permissiorn
attributes, Write extended attrib
This folder, subfolders and files;] ~ Audited system: File Servers
file, Delete subfolders and files, |
(Allow: List folder / read data,

[

Managed object: DEMOLAB computers

. Action: Modified
DEMOLABAdministrator

Permissions changed to "Allow inheritaly  what: \\DEMOLABWEKS\Share

DEMOLAB\Administrator Where: DEMOLABWEKS
Permissions changed to "Allow inheritaly

When: 4/2/2015 8:33:47 AM

DEMOLABAdministrator

Perrnissions changed to "Allow inheritable permissions from the parent to propagate to this

DEMOLABAdministrator File B Modified

4. After you click Search, you get no results. It means that Administrator was the only person who
modified files on your file server.

B Netwrix Auditor | = | o s
@ Search 2 wHo & action WA WHAT © wHEN il WHERE £} ADVANCED >& Tools
Who Object type Action What ‘Where ‘When

No audit data found

= No changes matching the current filter criteria were detected. Try modifying your search.
+ No audit data has been collected on your Managed Objects yet. In Netwrix Auditor Administrator Console, start initial data collection. after making some changes wait for the
next scheduled run or initiate on-demand data collection.

5. The next step in investigating suspicious activity is to find a user who tried to read and remove files,
but failed to do it. You navigate to Advanced view and add the following filters to your search: set
Action to Equals Remove (Failed Attempt) and Action to Equals Read (Failed Attempt). Click
Search again to update search results.
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3 Netwrix Auditor == -
@ Search 2 wHo & acmion WA WHAT © wHen § WHERE £} ADVANCED >& TooLs
m DEMOLABWKS X “Modified” X "Remove (Failed Attempt)" X "Read (Failed Attempt)" X m Last 7 days X
m DEMOLAB\Administrator X SEARCH
Who Object Type Action What Where When
DEMOLAB\msuspicious Folder m Remove (Failed A \\DEMOLABWKS\Share\Projects\Top Secret Breakthr..  DEMOLABWKS 4/2/2015 8:36:23 AM -
- |=
DEMOLAB\msuspicious Folder m Remove (Failed A \\DEMOLABWKS\Share\Projects\Top Secret Breakthr..  DEMOLABWKS 4/2/2015 8:36:23 AM
-
DEMOLAB\msuspicious Folder m Remove (Failed A \\DEMOLABWKS\Share\Projects\Top Secret Breakthr..  DEMOLABWKS 4/2/2015 8:36:21 AM
-
DEMOLAB\msuspicious Folder W Remove (Falled A \\DEMOLABWKS\Share\Projects\Top Secret Breakthr..  DEMOLABWKS 4/2/2015 8:36:21 AM
-
DEMOLAB\msuspicious Folder W Remove (Falled A \\DEMOLABWKS\Share\Projects\Top Secret Breakthr..  DEMOLABWKS 4/2/2015 8:36:21 AM
-
DEMOLAB\msuspicious Folder W Remove (Failed A \\DEMOLABWKS\Share\Projects\Top Secret Breakthr..  DEMOLABWKS 4/2/2015 8:36:21 AM
-
DEMOLAB\msuspicious Folder W Remove (Failed A \\DEMOLABWKS\Share\Projects\Top Secret Breakthr..  DEMOLABWKS 4/2/2015 8:36:20 AM
-
DEMOLAB\msuspicious Folder W Remove (Failed A..  \\DEMOLABWKS\Share\Projects\Top Secret Breakthr..  DEMOLABWKS 4/2/2015 8:36:20 AM
-

You can see that the msuspicious user tried to read and remove files over and over again.

6. Asyou have not heard about the msuspicious user before, you want to find out how could this user
appear in your Active Directory domain. You type suspicious in the Search field and update search
results.

B Netwrix Auditor = | o [
@ Search 3 wHo & action WA WHAT © wHen i WHERE £} ADVANCED >& 1o0Ls
m Last 7 days X £} Audited i3 1)l “Active Directory™ X suspicious _
Who Object Type Action What Where When
DEMOLAB\newadmin group W Modified \localdemolab\Builtin\Remote Desktop Users demolabdc.demolab.local 47212015 7:07:53 AM
Security Local Group Member:- Added: "demolab.local/Users/Mike Suspicious” v
DEMOLAB\newadmin user m Added \local\demolabt\UsersiMike Suspicious demolabde.demolab.local 4/2/2015 6:48:15 AM

You see that the newadmin user created msuspicious and added him to the Remote Desktop
Users group. What do you know about newadmin?

7. Run a new search looking for anything to do with newadmin.
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] Netwrix Auditor - [

@ Search 3 wHo & action WA WHAT © wHen i WHERE 1} ADVANCED >& TooLs
m Last 7 days X new SEARCH
Who Object Type Action What Where When
DEMOLAB\newadmin Folder = Read \DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:06:30 AM -

-
DEMOLAB\newadmin Folder B Modify (Failed At..  \\DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:06:14 AM

v |z
DEMOLAB\newadmin Folder W Modify (Failed At..  \DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:06:14 AM

-
DEMOLAB\newadmin Folder B Read WDEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:06:03 AM

-
DEMOLAB\newadmin Folder B Read \\DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:05:48 AM

-
DEMOLAB\newadmin Folder B Read \\DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:05:46 AM

-
DEMOLAB\newadmin Folder W Modify (Failed At..  \DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:05:22 AM

-
DEMOLAB\newadmin Folder ® Modify (Failed At..  \\DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:05:22 AM

-
DEMOLAB\newadmin Folder B Modify (Failed At..  \\DEMOLABWKS\Share DEMOLABWKS 4/2/2015 8:05:09 AM =

You can see a lot of changes performed by newadmin, you still do not know the way he appeared in
your Active Directory domain.

8. You update your search in the Advanced view. Set Audited system to Equals Active Directory,
Who to Does not contain DEMOLAB\newadmin and click Search.

) Netwrix Auditor - | o [
@ Search 2 wHo & action WA WHAT © wHen § WHERE £} ADVANCED >& TooLs
m Last 7 days X £¥ Audited i5"= 1B "Active Directory” X m DEMOLAB\newadmin X new SEARCH
Who Object type Action What Where When
system user B Modified ecaldemolabhUsers\newadmin unknown 4/2/2015 6:38:50 AM

Object Security: - Added: *Permissions: DEMOLAB\Organization Management (Allow: List object, Read permissions, Read all properties, List contents, Write adminDisplayName, Write Exchange Personal Information, Delete subtres,.. ™

DEMOLAB\Administrator group u Medified \local\demelab\Users\Domain Admins demelabdc.demolab.local 4/2/2015 5:44:49 AM
Security Global Group Member: - Added: "demelab.local/Users/newadmin” -
DEMOLAB\Administrator user B Added locahdemelab\Users\newadmin demolabdc.demolab.local 4/2/2015 5:44:23 AM

-

In search results, you see that DEMOLAB\Administrator created the newadmin user, added it to
the Domain Admins group and granted some special permissions. After that, newadmin created a
new “suspicious” user who tried to read and remove important files from the audited file server.

Netwrix Auditor with Auditintelligence brings complete visibility in your IT infrastructure!
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9. Additional Options Available in
Netwrix Auditor

The Netwrix Auditor client provides quick access to all changes across your IT infrastructure in the easy-to-
use search interface, allows generating system-specific and overview reports, etc. If you want to track your
IT infrastructure changes whenever possible, try the following options available in Netwrix Auditor
Administrator Console:

e Change Summaries

e Real-Time Alerts

o Additional Reports Available in Netwrix Auditor Administrator Console

NOTE: To configure this functionality, contact your Netwrix Auditor administrator.

See Netwrix Auditor Workflow for more information on Netwrix Auditor workflow and features, including
functionality provided by Netwrix Auditor Administrator Console.

9.1. Change Summaries

After auditing has been configured in Netwrix Auditor Administrator Console, the product starts collecting
data on your IT infrastructure. A notification email—a Change Summary—is sent to dedicated recipients
and lists all changes that occurred since the last Change Summary delivery. By default, a Change Summary
delivery is scheduled once a day at 3.00 AM, but it can also be initialized on-demand by Netwrix Auditor
administrator in Netwrix Auditor Administrator Console.

If you want Change Summaries to be delivered to your email address, ask your Netwrix Auditor
administrator to configure them for you.

Netwrix Auditor sends a separate Change Summary per each audited system within a Managed Object.

NOTE: The Change Summary example below applies to Active Directory. Other Change Summaries
generated and delivered by Netwrix Auditor may vary slightly depending on the audited system.
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Tue 4/21/2015 &:23 AM

administrator@demolab.local
Netwrix Auditor: Active Directory Change Summary - demolab.local

To  Administrator

Netwrix Auditor for Active Directory

Change Summary

W Added 1
W Removed 0
W Modified 1

Action Object Type What Where Who When Workstation Details
B Added user ‘localydemolab\Users\Brad demolabdc.demolab.local DEMOLAB\ADmInistrator 4/21/2015 demolabwks none
Davis 6:20:35
AM
B Modified group \localydemolabyUsers\Domain demolabdc.demolab.local DEMOLAB\AdDministrator 4/21/2015 demolabwks Security Global Group
Admins 6:20:49 Member
A Added:

"demolab.local/Users/Brad
Davis"

This message was sent by Netwrix Auditor from demolabwks.demolab.local.
www.netwrix.com

The example Change Summary provides the following information:

Column Description

Action Shows the type of action that was performed on the object.

Object Type Shows the type of the modified AD object, for example, 'user'.

What Shows the path to the modified AD object.

Where Shows the name of the domain controller where the change was made.

Who Shows the name of the account under which the change was made.

When Shows the exact time when the change occurred.

Workstation Shows the name / IP address of the computer where the user was logged on when

the change was made.

Details Shows the before and after values of the modified AD object.

9.2. Real-Time Alerts

Real-time alert is an email notification triggered by a specific event and sent immediately to dedicated
recipients. If you want to be notified immediately about changes to certain objects across your IT
infrastructure, ask your Netwrix Auditor administrator to configure real-time alerts for you.

Real-time alerts are available for:
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o Active Directory
o EventlLog
If a specified event is detected in your IT infrastructure, an email notification will be sent to the recipients.

Netwrix Auditor provides predefined real-time alerts and allows Netwrix Auditor administrator to create
custom alerts (e.g., alerts on User Account Lockout, User Granted VPN Permissions).

NOTE: The real-time alert example below applies to Active Directory. Other real-time alerts generated and
delivered by Netwrix Auditor may vary slightly depending on the audited system.

Tue 3/3/2015 5:34 PM

Administrator@enterprise.local
Alert Organizational Unit Deletion at ENTERPRISE.LOCAL

Netwrix Auditor for Active Directory

Real-time Alert

User Granted VPN Permissions

Severity m

Domain CORP.LOCAL

Change Type Modified

Object Type User

When Changed 3/17/2015 845:08 AM

Who Changed CORP\administrator

Where Changed rootdc2.corp.local

Object Name \local\corpiUsers\Adam Sailor

Details Allow Dial-In changed from " to "TRUE"

This message was sent by Netwrix Auditor from rootde2.corp.local.
Www.netwrix.corm

9.3. Additional Reports Available in Netwrix Auditor
Administrator Console

In Netwrix Auditor Administrator Console, administrator can generate additional reports to review inactive
users and expiring passwords.

Review the following for additional information:

e Inactive Users Ad-hoc Report

e Password Expiration Ad-hoc Report
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9.3.1. Inactive Users Ad-hoc Report

Administrator can schedule daily emails listing all inactive user and computer accounts. This report can be
also generated on demand and reviewed in a web browser.

e = @ C\ProgramData\Metwri O ~ & e Metwrix Auditor for Active .. .

Netwrix Auditor for Active Directory

Inactive Users in Active Directory Report

The following accounts are no longer active:

Account Mame Account Type E-Mazil Inactivity Time Account Age Perfarmed Action
FILESERWER2% Computer Mane 200 day{s) 1256 dayls) Mone
WORKSTATION 1S Computer MNone 200 day(z) 655 day(s) None
FILESERWER1$ Computer Mone 543 dayis) 1285 dayls) Mone
ROCTDC1S Computer Mone 505 dayis) 1285 dayls) Mone
bdavis User Mone never logged in 615 day(s) Mone
Jjsmith User Mone never logged in 615 day(s) Mone
tiohnzon User Mone never logged in 615 day(s) Mone
tmoore Uszer Mone never logged in 615 day(s) Mone

This message was sent by Metwrix Auditor from pdonetwrie.demao.
Wi netwrix.com

9.3.2. Password Expiration Ad-hoc Report

Administrator can schedule daily emails listing users with expiring passwords. This report can be also
generated on demand and reviewed in a web browser.

e )| 2] C:\ProgramData\Netwrix; © ~ & (2 Netwrix Auditor for Active .. * .

Netwrix Auditor for Active Directory

Password Expiration Report

Drata collection completed successfully.
Pazzwords and accounts of the following users are about to expire:
Uszer name Email Expires in

bdavis manager@cemolab.local; 0 day(s): password
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10. Troubleshoot Issues

This section provides instructions on how to troubleshoot issues that you may encounter while using
Netwrix Auditor. Review the following for additional information:

Issue Reason and solution

| cannot connect/logon to 1. You may have insufficient permissions. Contact your Netwrix
Netwrix Auditor. Auditor administrator to make sure that your account belongs to
the Netwrix Auditor Client Users security group.

2. You are trying to connect to a remote Netwrix Auditor Server
specified by its IP address while the NTLM authentication is
disabled. Try specifying a server by its name (e.g., EnterpriseWKS).

| do not receive any results 1. No changes were detected.

while searching audit data or

generating reports, or | am

sure that some data is

missing. 3. You are looking for changes that occurred more than 180 days
ago. These changes are no longer available for reporting and
running searches. Ask your Netwrix Auditor administrator to
import audit data for a required date range from the Long-Term
Archive.

2. Review your filter settings and make sure that your filters are
properly configured. Try modifying your search.

4. Data collection for this Managed Object might not have been
launched two times yet or there was no data collection after this
change; therefore, audit data has not been written to the Audit
Database yet.

5. Some settings in Netwrix Auditor Administrator Console are
configured incorrectly. Contact your Netwrix Auditor
administrator to make sure that:

e The Managed Object you want to audit is properly
configured, and the Enable <Audited_System> audit
checkbox is selected for each audited system individually.

o Audit Database settings are properly configured for each
audited system individually and Make audit data available
via summary emails only is cleared.

NOTE: Netwrix recommends to store all audit data on the
same default SQL Server instance.
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Issue Reason and solution

"NO MANAGED OBJECTS Contact your Netwrix Auditor administrator to make sure that the
FOUND" text in the Managed Object you want to audit exists and is properly configured.
Managed Object field.

| see a blank window instead ~ Contact your Netwrix Auditor administrator to make sure that you are

of areport. granted sufficient permissions on the Report Server.

| configured report Subscriptions can be uploaded either to a file share (e.g.,

subscription to be uploaded  \\filestorage\reports) or to a folder on a Netwrix Auditor host (computer
to afile server, but cannot where Netwrix Auditor Administrator Console is installed). To access
find it / cannot access it. these reports, you must be granted the Read permission.
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