Welcome to Netwrix Auditor 8.5 TestDrive

What Is TestDrive?

What Can | Do Here?

1. See sample data collected by Netwrix Auditor

2. See report subscriptions and email alerts
3. See how Netwrix Auditor is configured

4. Make changes and see them in Netwrix Auditor

What Are My Next Steps?

TestDrive is a web-based, self-contained, pre-configured virtual environment where you can evaluate the
Netwrix Auditor functionality.

This image allows you to try the following Netwrix applications without downloading, installing and
configuring them in your network:

* Netwrix Auditor for Active Directory * Netwrix Auditor for NetApp*

* Netwrix Auditor for Azure AD* * Netwrix Auditor for Oracle Database*
* Netwrix Auditor for Exchange * Netwrix Auditor for SharePoint

* Netwrix Auditor for Office 365* * Netwrix Auditor for SQL Server

* Netwrix Auditor for Windows File Servers * Netwrix Auditor for VMware*

* Netwrix Auditor for EMC* * Netwrix Auditor for Windows Server

Browse audit data with Auditintelligence search, review diagrams and reports in Netwrix Auditor. ~ Page 2

Open Microsoft Outlook and see how Netwrix Auditor can keep you notified about the activity Page 4
going on in your IT environment.

Review Netwrix Auditor auditing scope and settings. Page 5

Create objects, modify permissions, delete content - make any changes to the TestDrive Page 6
environment, then see them in Netwrix Auditor audit data searches, reports and alerts.

Like what you see here? Page 7
Download and evaluate Netwrix Auditor in your environment or request a sales quote.

% You can only view reports and diagrams to see how existing audit data is reflected. You cannot make test changes or run data collection, as there is no vitrual infrastructure available.
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Netwrix Auditor: Netwrix Your IT Infrastructure

For your convenience, TestDrive environment is prepopulated with data. Try playing around with Netwrix Auditor to see how it helps you enable complete visibility.
Netwrix Auditor starts automatically. You can always run it from the Netwrix Auditor Administrator Console main page or launch it by double-clicking the Netwrix Auditor

shortcut on the TestDrive taskbar.
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Netwrix Auditor:

nvestigate Incidents with Auditintelligence Search

Netwrix Auditor provides a convenient search interface for investigating incidents and browsing audit data collected across the entire IT infrastructure.

Create a unique set of filters to get precise results on who changed what, when, and

5 where. Navigate to Advanced to define more filters and match case operators.
]
@ Search & who V&ACTMN [\ wHAT g wHEREe = Tools
|m Administrator % m netwrix.dermo X Last 7 days X \{
Save your search and
|:|7| Open in new window SEARCH E% Advanced mode
export results.
Who Object type Action What /\ Where When M
METWRIXDEMONAdministrator Interactive logon B Successt] dedl.netwrizdemo 10/13/2016 &:00:18 Ad ~
. . -
Click Search to retrieve data ]
NETWRIXDEMONAdministrator Interactive logon W Success matching your search criteria. dell.netwrix.derno 1041372016 8:00:08 &M
-
METWRIXDEMONAdministrator group B Muodified NDEMOYMETWMRLABuiltintIIS_IUSRS dedl.netwrizdemo 10/13/2016 :11:03 Ak

Security Local Group Member: - Added: "NT AUTHORITYMETWORK SERWICE"

Exclude from search P | Include to search P |

Fs

Audited system: Active Directory MOdlfy your sea rCh rlght
Managed object:  netwrizdemo from the search results.
Workstation: fedln21d1e32:60045c7d
Details: Security Local Group Mernber:
- Added: "NT AUTHORITYMETW ORK SERVICE"
Read more..,
METWRIXDEMONAdministrator group B Modified NDEMOWNMETWRRABuiltintIIS_IUSRS dedl.netwrizdemo 10/13/2016 3:00:03 AM

Security Local Group Mermber: - Added: "NT AUTHORITY METWORK SERVICE"

METWRIXDEMONAdministrator Interactive logon B Syccessful Logon dedl.netnrizdemo

METWRIXDEMONAdministrator Interactive logon B Logoff dedl.netnrizdemo

Session duration: less than 1 minute,

dell netwrix.demo

dell netwrix.demo

b

10/12/201611:57:52 PM
-

10/12/2016 11:47:50 PM
-
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Outlook: Subscriptions and Alerts Delivered to Your Mailbox

Netwrix Auditor can deliver Change Summaries, reports and notification alerts to anyone who needs to see this information. Multiple subscriptions can be configured for
different reports, with different recipients, filter settings and delivery schedules. To see sample Change Summaries, report subscriptions and alerts in the TestDrive
environment, simply click the Outlook shortcut on the taskbar.
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Sent I . . . . .
eneems 4 Older MNetwrix Auditor: Active Directory Change Summary - netwrix.demo -
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Administrator@netw..,
Metbwriz Auditor: Active Dir...
Metwrix Auditor for Active

Deleted Iterns 642942016
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4 Inbox

Active Directory 1

Azure &0 1

Enterprise Overview 1

Exchange 1

Exchange Online 1

File Servers 1

Group Policy 1

Inactive Users 1

Logon Activity 3

Oracle 1

Password Expirations 1

Privileged User Activity 3

SharePoint 1

SharePoint Online 2

SQL Servers 1

Whdware 1 e

Windows Servers 1

For your convenience, mailbox
rules have been configured to
move incoming emails to different
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4 Deleted Iterms

s - .
mailbox folders based on the
ltems: 1 Unread: 1
audited system.
.
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Change Summary

B Added 0
W Remowved Q
B Modified 4

Action Object Type What Where Who When YWorkstation Details
B Modified group ADEMOAMETWRE Builtindl1S_IUSRS dc07.netwrix.dermo NETWRIXDEMOVAdministrator 6/29/2016 dcQT.netwrix,dermo Security Local Group Member
4:58:05 Removed: "MNT AUTHORITYVWNETWORK
PR SERWICE"
Serurity Local Group Mernber
Added: "NT AUTHOR T NETWORK
SERWICE"
B Modified user ADEMONMETWRIX TyBrian Fadi dc07.netwrix.dermo NETWRIXDEMOVAdministrator 6/29/2016 dcQT.netwrix,dermo Adrninistrative Password Reset
9822
PR
W Modified user ADERCAMETWRE Mark etingBethy Wallace de01.netwriz.derma METWREXDEMO\Administrator 6/20/2016 ded1.neturix.derro Object Security
5:39:01 Added: "Perrnissions: NT
M AUTHORITYASELF (Deny: Change
\ password, Change Password); Everyone

(Deny: Change passward, Change
Passward)"

Removed: "Permissions; NT
AUTHORITWSELF (Allow: Change
password, Change Password); Everyone
(Allowe: Change password, Change
Passward)"

Office changedto "341" -

All folders are up to date, Connected to: Microsoft Exchange ﬂ] E = 1] + o0
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Netwrix Auditor Administrator Console: Review Configuration

Netwrix Auditor Administrator Console provides you with access to product's administration and configuration functions. You can always run it from the Start menu or launch
it by double-clicking the Netwrix Auditor Administrator Console shortcut on the TestDrive taskbar.
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Browse Managed
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auditing scope.

I
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Review AuditArchive settings:
Long-Term Archive location, Audit
Database settings. Investigate past
incidents by importing old data to

Audit Database.
771
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% Long-Term &rchive

25, Investigations

4 €3 Settings

£ Email Motifications
G Data Collection

"o Syslog Platforms

& Licenses

93 Integration AP

8} About Netwrix Auditor

Review general settings: SMTP
settings, data collection, syslog
platforms, Integration API, and
license information.

Netwrix Auditor 8.5

Visibility and Governance Platform for Hybrid Cloud Security

Step 1. Define auditing scope by creating Managed Objects
Pick an audited systerm:

L @ O =

4

Active . Exchange
Directory Group Policy Azure AD Exchange Online
- F— -—
mll | n | — —
-— -—
Windows Oracle
File Servers NetApp EMC Database SQL Server

Or pick a specific area of interest:

A 3 O @ @

Password User
Expiration Activity

Inactive Logon

Users Activity Event Log

Step 2. Wait till the datais collected and make changes

Start initial data collection and make some changes, Wait for the next scheduled run or initiate on-

receive information on changes immediately,

Step 3. See reports and investigate incidents with Auditintelligenc

Onice audit data has been collected at least tovo tirmes, start the Metwric Auditor client to wiew, search, and export audit data,

42 4 P i @0 o £

R et
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. SharePoint
SharePoint Online
0
Windows
Server Vhware

Click to launch Netwrix
Auditor to start generating
reports and running audit
data searches.
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Change What You Want: See Netwrix Auditor in Action

TestDrive has all you need to see how Netwrix Auditor captures changes. Before you start making changes, enable audit—it was disabled to reduce load on the TestDrive
server. Normally, you can keep it enabled all the time.

4 N\
1. Navigate to the Managed Object, 2. Now you can start making test changes—use the shortcuts to the Administrative Tools in the taskbar.
pick an audited system and select (= ) @
Forexample: = == ;
the Enable checkbox. P ‘Q AR
Netwrix Auditor collects data throughout the day and uploads it nightly to the AuditArchive and
makes it available for reporting and searching in Netwrix Auditor.
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b € de
b [F] Metwrix Console Ausdt AN At changed what, when and whers in your Active Directory objects snd settings, Get notified on critical changes and b [E] Metunix Cansole Audit .
4 [l netwrizderna build state-in-time configuration reparts,
> [ Active Directory ¥ Enable Active Directory audit b A Active Directory )
b @@ Group Policy b & Graup Policy This Managed Object audits 6 of the & target systems Modify Managed Object.
b % Exchange b &% Exchan,
ge
b Inactive Users Send Change Summary to: b I Inactive Users Audited System Status  Description
a
b 2] Logon Activity ] i dministrator@netaricdema T b 3] Logon Activity LusctiveDinctoy  OK Lastdata collection time: 10/13/2016 12,0502 PM.
b [3% Password Expiration b (5§ Password Expiration & Group Policy OK  Lastdata collection time: 10/13/2016 12:03:08 PM.
b O] netarixge.onmicrosoft.com b O] netwrisqe.onmicrosoft.com i Exchange 0K Lastdata collection time: 10/13/2016 12:03:03 PM,
b O] netarixge2.onmicrosoft.com b O netorisqez.onmicrasoft.com B inactive Users OK  Lastdata collection time: 10/13/2016 12:02:45 PM.
b Ol netarixSPODermo.onmicrosoft.com b [ netarixSPODemo.onmicrosoft.cam 3] Logon Activi OK  Lastdata collection time: 10/13/2016 12:02:55 PM,
g
3 E SOC?L:\; = b [E] Oracle 03¢ Password Expiration OK Last data collection time: 10/13/2016 12:02:47 PM.
b ervers AL Servers
b [ vinetwrixdema i et derna
b [ Windows File Servers Windows File Servers
b [C] Windowrs Servers Windows Servers =
2 = Auditdrchive i
£ ditArchi i
£ hue s 9 Enable network taffic compression () 4 u A‘ud”\tt [I):Etabase Click Run to launch data collection,
= @
5 Long-Term Archive % Long-Term Archive [Rn | mee | [ viewDetsils
5, Investigations Specify Change Summary defivery time: 22 Ivestigations
=a
4§ Settings a4 €3 Settings \
© Data Callection @’ Dsta Collection [} ata Processing Account
" Syslog Platforms . i Tt Syslag Platforms A\ \yrix Suditor will use the Data Processing Account to collect audit dats for this Managed ’—‘MMWAMDWH_
o Licenses ﬂ-# Audit Configuration & Lizenses y
E Integration &PI -3 ®
Integration API

Successtul change auditing requires 3 certain configuration of audit settings in the target Active
5] About Netwrix Auditor g g e 9 9 9 Configure Audit.

Directory domain, Run the Active Directory Audit Configuration wizard to verify and adjust your audit
settings if necessaty.

75} About Metwrix Auditor

3. To speed this up and see data in reports
and Auditintelligence search right after
you have made test changes to the

== Active Directory Object Restore

The Active Directory Object Restore functionality provides advanced restore capabilities (sbject and Restore AD objects

attribute level) allowing you to roll back unauthorized Active Directory changes using the snapshats
made by the product, or partially restore objects from AD tombstones.

TestDrive environment, browse to the

corresponding Managed Object and
click Run.

J
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Like What You See?
Take the Next Step - Now!

Thank you for trying Netwrix Auditor in the TestDrive. To learn more, do one of the following:

* Download a free 20-day fully-functional trial copy of Netwrix Auditor
* Request a personal demo with a Netwrix engineer

i itor
Netwrix Audi * Request a sales quote

/ Netuurisx
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