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1. Introduction

1. Introduction

This guide describes Intelligence features that help enable complete visibility in your environment. The
guide is intended for Netwrix Auditor users (both Reviewers and Global administrators) who want to take
advantage of searching and filtering of audit data in the easy-to-use searching interface, generating
system-specific and overview reports, etc.

After reading this guide you will be able to:
« Investigate incidents and browse your audit data with Google-like interactive search
« Generate reports and add filters
« Subscribe to important reports you want to receive on a regular basis
« Create alerts to stay notified on actions critical to your organization security

The product functionality described in this guide applies to Netwrix Auditor Standard Edition. Note that
Free Community Edition provides limited functionality. See Product Editions for more information.

1.1. Netwrix Auditor Overview

Netwrix Auditor is a visibility and governance platform that enables control over changes, configurations
and access in hybrid cloud IT environments to protect sensitive data regardless of its location. The
platform provides security analytics to detect anomalies in user behavior and investigate threat patterns
before a data breach occurs.

Netwrix Auditor includes applications for Active Directory, Azure AD, Exchange, Office 365, Windows file
servers, EMC storage devices, NetApp filer appliances, SharePoint, Oracle Database, SQL Server, VMware,
and Windows Server. Empowered with a RESTful APl and user activity video recording, the platform
delivers visibility and control across all of your on-premises or cloud-based IT systems in a unified way.

Major benefits:
« Detect insider threats—on premises and in the cloud
« Pass compliance audits with less effort and expense
« Increase productivity of IT security and operations teams

The table below provides an overview of each Netwrix Auditor application:

Application Features

Netwrix Auditor for Active Netwrix Auditor for Active Directory detects and reports on all
Directory changes made to the managed Active Directory domain, including AD
objects, Group Policy configuration, directory partitions, and more. It
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Application Features

makes daily snapshots of the managed domain structure that can be
used to assess its state at present or at any moment in the past. The
product provides logon activity summary, reports on interactive and
non-interactive logons including failed logon attempts.

Also, Netwrix Auditor for Active Directory helps address specific
tasks—detect and manage inactive users and expiring passwords. In
addition, Netwrix Auditor for Active Directory provides a stand-alone
Active Directory Object Restore tool that allows reverting unwanted
changes to AD objects down to their attribute level.

Netwrix Auditor for Azure AD Netwrix Auditor for Azure AD detects and reports on all changes made
to Azure AD configuration and permissions, including Azure AD
objects, user accounts, passwords, group membership, and more. The
products also reports on successful and failed logon attempts.

Netwrix Auditor for Exchange  Netwrix Auditor for Exchange detects and reports on all changes
made to Microsoft Exchange configuration and permissions. In
addition, it tracks mailbox access events in the managed Exchange
organization, and notifies the users whose mailboxes have been
accessed by non-owners.

Netwrix Auditor for Office 365  Netwrix Auditor for Office 365 detects and reports on all changes
made to Microsoft Exchange Online and SharePoint Online.

For Exchange Online, the product provides auditing of configuration
and permissions changes. In addition, it tracks mailbox access events
in the managed Exchange Online organization, and notifies the users
whose mailboxes have been accessed by non-owners.

For SharePoint Online, the product reports on read access and
changes made to SharePoint Online sites, including modifications of
content, security settings, and sharing permissions. In addition to
SharePoint Online, OneDrive for Business changes are reported too.

Netwrix Auditor for Windows  Netwrix Auditor for Windows File Servers detects and reports on all

File Servers changes made to Windows-based file servers, including modifications
of files, folders, shares and permissions, as well as failed and
successful access attempts.

Netwrix Auditor for EMC Netwrix Auditor for EMC detects and reports on all changes made to
EMCVNX/VNXe and Isilon storages, including modifications of files,
folders, shares and permissions, as well as failed and successful access
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attempts.
Netwrix Auditor for NetApp Netwrix Auditor for NetApp detects and reports on all changes made

to NetApp Filer appliances both in cluster- and 7-modes, including
modifications of files, folders, shares and permissions, as well as failed
and successful access attempts.

Netwrix Auditor for Oracle Netwrix Auditor for Oracle Database detects and reports on all

Database changes made to your Oracle Database instance configuration,
privileges and security settings, including database objects and
directories, user accounts, audit policies, sensitive data, and triggers.
The product also reports on failed and successful access attempts.

Netwrix Auditor for Netwrix Auditor for SharePoint detects and reports on read access
SharePoint and changes made to SharePoint farms, servers and sites, including
modifications of content, security settings and permissions.

Netwrix Auditor for Netwrix Auditor for SQL Server detects and reports on all changes to
SQL Server SQL Server configuration, database content, and logon activity.
Netwrix Auditor for VMware Netwrix Auditor for VMware detects and reports on all changes made

to ESX servers, folders, clusters, resource pools, virtual machines and
their virtual hardware configuration.

Netwrix Auditor for Windows Netwrix Auditor for Windows Server detects and reports on all

Server changes made to Windows-based server configuration, including
hardware devices, drivers, software, services, applications, networking
settings, registry settings, DNS, and more. It also provides automatic
consolidation and archiving of event logs data. With a stand-alone
Event Log Manager tool, Netwrix Auditor collects Windows event logs
from multiple computers across the network, stores them centrally in
a compressed format, and enables convenient analysis of event log
data.

In addition, Netwrix Auditor for Windows Server can be configured to
capture a video of users' activity on the audited computers.

1.2. How It Works

The image below provides overview of Netwrix Auditor architecture and gives a brief description of
product components and incorporated technologies.
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The Auditintelligence technology, or simply Intelligence, is a brand new way of dealing with audit data,
investigating incidents and enabling complete visibility across the entire IT infrastructure. Intelligence
provides easy access to data and configuration for IT managers, business analysts and other relevant
employees via a straightforward and user-friendly interface, Netwrix Auditor client. You can install as
many Netwrix Auditor clients as needed on workstations in your network, so that your authorized team
members can benefit from using audit data collected by a single Netwrix Auditor Server to investigate
issues and keep track of changes.

AuditAssurance is a technology that consolidates data from multiple independent sources (event logs,
configuration snapshots, change history records, etc.). This allows detecting who changed what, where and
when each change was made, and who has access to what even if one or several sources of information do
not contain all of the required data, for example because it was deleted, overwritten, and so on.

AuditAssurance is provided by Netwrix Auditor Server and Integration API. Netwrix Auditor Server is
a core part of Netwrix Auditor that collects, transfers and processes data. It contains several internal
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components responsible for gathering data from data sources. Integration API is a RESTful API that
leverages data with custom on-premises or cloud systems even if they are not supported as data sources
yet. APl enables integration with third-party SIEM solutions by importing and exporting data to and from
Netwrix Auditor.

Netwrix Auditor Server and Integration API interact with the Two-Tiered AuditArchive that is a
scalable repository used for storing audit data collected by Netwrix Auditor and imported from other data
sources and IT systems using Integration APl. The Two-Tiered AuditArchive includes:

o Thefile-based Long-Term Archive
« The SQL-based short-term Audit Database

By default, data is written to both the Audit Database and the Long-Term Archive that is designed to store
data in a compressed format for a longer period of time . With two-tiered AuditArchive you can store your
data as long as required in the Long-Term Archive (by default, 120 months), but keep your operational
storage fast and clean and use it for browsing recent data (by default, 180 days). At the same time, Netwrix
Auditor allows you to extract data from the Long-Term Archive and import it to the Audit Database if you
want to investigate past issues.

1.3. Product Editions

Netwrix Auditor is available in two editions: full-featured Standard Edition activated with a license key and
limited Free Community Edition that is distributed free of charge.

Netwrix Auditor Standard Edition can be evaluated for 20 days. During this period you have free, unlimited
access to all features and functions. After the evaluation license expires, the product will prompt you to
supply a commercial license. Alternatively, you can switch to Free Community Edition.

Free Community Edition helps you maintain visibility into your environment by delivering daily reports
that summarize changes that took place in the last 24 hours. However, you will no longer be able to use
interactive search, predefined reports, alerts and dashboards, or store your security intelligence. After
switching to free mode, you may need to re-arrange your audit configuration due to the limitations.

When running Free Community Edition, at any time you can upgrade to Standard Edition, simply by
supplying a commercial license in Settings — Licenses.

Refer to a table below to compare product editions.

Feature Free Community Edition Standard Edition

Deployment options One Netwrix Auditor client Multiple Netwrix Auditor
instance per one Netwrix clients for Netwrix Auditor
Auditor Server Server

Role-based access and delegation - +
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Feature Free Community Edition
Support plan Forum support only
Automatic audit configuration +

Data sources

Active Directory (including Group Policy One domain
and Logon Activity)

Azure AD One Office 365 tenant
Exchange One domain
EMC One server or one file share,

or one IP range, or one OU

NetApp One server or one file share,
or one IP range, or one OU

Windows File Servers One server or one file share,
or one IP range, or one OU

Office 365 (including Exchange Online,  One Office 365 tenant
SharePoint Online, and OneDrive for

Business)

Oracle Database One Oracle Database
instance

SharePoint One SharePoint farm

SQL Server One SQL Server instance

VMware One VMware Virtual Center

Windows Server One server or IP range or
one Active Directory
container

Netwrix Auditor tools

Netwrix Auditor Object Restore for -
Active Directory

Standard Edition

Full

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited
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Feature Free Community Edition Standard Edition
Netwrix Auditor Event Log Manager - +
Netwrix Auditor Inactive User Tracker - +
Netwrix Auditor Password Expiration - +
Notifier
Data collection details
Who - +
What + +
When + +
Where + +
Workstation + +
User Activity video recording - +
Intelligence
Activity Summary Assingle recipient Multiple recipients
AuditArchive - Both Long-Term Archive and

Audit Database
Search - +

Reports (including organization-level - +
reports, overview diagrams, change and

activity reports, reports with video and

review status) and special report packs

State-in-time reports - +
Subscriptions - +
Saved searches - +
Alerts - +

Netwrix Auditor Integration API
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Feature Free Community Edition Standard Edition
Datain - +
Data out - +
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2. Launch the Product

To start using Netwrix Auditor
1. Navigateto Start — Netwrix Auditor.
2. Loginto the product.
NOTE: This step is required if Netwrix Auditor is installed remotely (not on computer that hosts
Netwrix Auditor Server).

You can configure a single Netwrix Auditor client to work with several Netwrix Auditor
Servers. To switch to another server, reopen the Netwrix Auditor client and provide another
host name (e.g., rootdc2, WKSWin12r2.enterprise.local).

For your convenience, the Host field is prepopulated with your computer name. By default, you can
log in with your Windows credentials by simply clicking Connect. Select Use specified credentials if
you want to log in as another user.

' ' Welcome to
' Netwrix Auditor

Host: ROOTDCZ

Use specified credentials

CONNECT

NOTE: Make sure you have sufficient permissions to access the product. If you cannot log into
Netwrix Auditor with your Windows credentials, contact your Netwrix Auditor administrator.

After logging into Netwrix Auditor, you will see the following window:
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8} Netwrix Auditor - STATIONWIN1G - ] b
Visibility Platform for User Behavior Analysis and Risk Mitigation
Quick Start Intelligence Configuration
MNew Active MNew Windows
Directory Plan File Servers Plan Search Alerts Monitoring Plans
= —
O =
—
New Windows Mew 5QL
Server Plan Server Plan Reports Subscriptions Integrations Settings
New MNew Exchange Enterprise Failed Activity Activity Qutside
Exchange Plan Online Plan overview Trend Business Hours
o o p
i @ AD or Group Pelicy Domain Admins Exchange objects
maodifications by and Administrators maodified not by
New Administrator since groups changes Adrministrator since
Azure AD Plan All data sources yesterday yesterday
© Nebwrix Corporation | www.netwri.com | +1-949-407-3125 | Toll-free: 888-638-9749 netwrix

Take a closer look at the Intelligence section. It contains everything you need to enable complete visibility
in your environment.

0} Interactive search
[\ Alerts
Reports

< InteIIigence>7

Subscriptions

Dashboards

v @ W

Saved searches

Review the following for additional information:

« Interactive Search

o Alerts

« Reports and Report Packs
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« Subscriptions

« Overview Dashboards

« Saved Searches
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3. Interactive Search

Netwrix Auditor delivers complete visibility into your IT infrastructure. Its convenient interactive search
interface enables you to investigate incidents and browse data collected across the entire IT infrastructure.
When running a search, you are not limited to a certain data source, change type, or object name. You can
create flexible searches that provide you with precise results on who changed what, and when and where
each change was made.

NOTE: To review intelligence data, you must be assigned the Global administrator or Global reviewer role
in the product. The users assigned the Reviewer role on a certain plan or folder have a limited
access to data—only within a delegated scope. See Netwrix Auditor Administration Guide for more
information.

This functionality is currently available for the following data sources:
« Active Directory
o Azure AD
« Exchange
« Exchange Online
« File Servers (Windows File Servers, EMC, and NetApp)
« Oracle Database
« SharePoint
« SharePoint Online
« SQL Server
« VMware
« Windows Server
« Group Policy
« Logon Activity
« User Activity (Video)
« and Netwrix APl—data imported to the Audit Database from other sources using Netwrix Auditor

Integration API

NOTE: Netwrix Auditor shows only the top 2,000 entries in the search results.
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To browse your audit data
1. On the main Netwrix Auditor page, navigate to Search.
2. Do one of the following:

« Click Search to see all audit data stored in the Audit Database. Once the data is retrieved, you
can exclude certain entries from the results. See Include and Exclude Data for more

information.

B} Netwrix Auditor — O x

& Search & wHo L7 acion [\ WHAT © wHEN  wHere = Tools

[ Open in new window m BE Advanced mode

Who Object type Action What Where When
Donna.Smith Authentication ® Failed Logon 172.28.160.11 172.28.160.11 4/11/2017 9:20:30 AM

~

Severity changed from "" to "Informational”

b ENTERPRISE\administrator Database W Added Databases\Netwrix_Auditor_Monitoring_C... stationsql\sglexpress2016 4/11/2017 8:34:01 AM

P Admin Stored Procedure W Added Databases\ReportServer\Stored Procedure... WKSWin1250L 4/8/2017 10:43:49 AM

b ENTERPRISE\Administrator user Modified ‘local\enterpriseiUsersiJohn Taylor enterprisedcl.enterprise.local 4/7/2017 1224417 PM
User Account Enabled

I EMTERPRISE\Administrator group B Added \local\enterprise Users\New department enterprisedcl.enterprise.local 4/7/2017 12:43:55 PM
Group Type: "Security Global Group"

 ENTERPRISE\Administratar user B Removed \localenterprisetUsersiAdam West enterprisedcl.enterprise.local 4772017 12:43:21 PM

« Add filters to the Search field before you click Search. In this case, only data matching your
search criteria will be displayed. See Apply Filters for more information.

MEneterprise\NewEmployee b3 "Removed" b3 m\\Filestorage\lmportant\orders x mlast'!days b3

3. Review the search results and see details for each particular change or watch a video recording.
« Click on a column to sort results by this column (e.g., by date or by account name).

« Double-click an entry to see details specific to this change (the before and after values, the start
and end date, etc.). Click Read more... to see all information regarding this change and copy it
if necessary. In case of User Activity entries, click the Show video... link below the entry. Review
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details and play a video by clicking Show Video.

< All data R copy

Whao: EMTERPRISEvadministrator

Object type: Table

Data source: SQL Server

Monitoring plan:  Monitoring plan

[tem: stationsghsqlexpress2016 (SOL Server instance)
Action: Removed

What: Databases\Organization\Tables\dbo.Employees
Where: stationsqgl\sglexpress2016

When: 404020017 8:32:54 AM

Warkstation: stationsql

NOTE: If you are sure that some audit data is missing (e.g., you do not see information on your file
servers in reports and search results), verify that the Audit Database settings are configured
and that data is written to databases that reside on the default SQL Server instance.

By default, Netwrix Auditor allows generating reports and running interactive searches on
data collected in the last 180 days. If you want to investigate incidents that occurred more
than 180 days ago, ask your Netwrix Auditor Global administrator to import that data from
the Long-Term Archive.

4. Save orshare the search results if desired. See Save Your Search and Share Results for more
information.

5. By default, each search opens in the same window and overwrites the previous search results. Click
Open in new window to compare several searches.

3.1. Apply Filters

Filters are used to narrow your search results. To create a unique set of filters, you can:

« Add different filters to your search. Search results will be sorted by all selected filters since they work
as a logical conjunction (e.g., Who: Administrator AND Action: Added).

« Specify several values in the same filter to search for any of them (e.g., Action: Modified OR Action:

Removed). To do this, select a filter again and specify a new value.

NOTE: Spaces do not separate values, so the whole expression will be included in your search as a
single value. For example, if you want to search for any of three names, do not enter Anna
Mark Bill but instead create a separate filter entry for each name.
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To add a filter to your search

1. Click afilter icon and provide a value you want to search for.

& who L7 acmion [\ wHAT
\

Specify an account you want to search for:
Enterprise\NewEmploye e|

Enter an account name (e.g., John) to find all entries containing it.
For exact match, use quotation marks (e.g., "ENT\John").

Alternatively, you can type a value directly into the Search field. To further restrict your search, right-
click the value and select a filter from the pop-up menu. You can also leave it as it is to search across
all columns (everywhere—Who, What, Where, Action, etc.) except those for which filters are
explicitly specified.

Enterprise\MewEmployee

Who h

Action
What
Where

Object type

2. Click Search to apply your filters. By default, all entries that contain the filter value are shown. For an
exact match, use quotation marks. See Apply Additional Filters for more information on additional
filters and match types.

Filter Description

O Specify an account name (e.g., John) to find all entries containing it (e.g.,
Ql Domain1\fohn, Domain1\Johnson, Domain2\Johnny, John@domain.com).

For an exact match, use quotation marks and provide a user name in Domain\User

WHO or UPN format (e.g., “Domain1\John” or "John@domain.com") .
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Filter Description

% Select an action type from the list (Added, Removed, Modified, Read).

For additional actions, navigate to Advanced mode. See Apply Additional Filters for
more information.

ACTION

\\FileSserver\Share\NewFolder\NewPolicy.docx ,
http://sharepoint/sites/collection1/Lists/Policy).

l Specify an object name (e.g., Policy) to find all entries containing it (e.g., HiSecPolicy,

WHAT
NOTE: Netwrix Auditor searches across all data sources.
For an exact match, use quotation marks and provide an object name in the format
that is typical for your data source (e.g., “HiSecPolicy").
Specify a timeframe or provide a custom date range. Netwrix Auditor allows you to
see changes that occurred today, yesterday, in the last 7 or 30 days, or within the
specified date range.
WHEN
— Specify a resource name (e.g., Enterprise) to find all entries containing it (e.g.,
D Enterprise-SQL, FileStorage.enterprise.local). The resource name can be a FQDN or
NETBIOS server name, Active Directory domain or container, SQL Server instance,
WHERE SharePoint farm, VMware host, etc.

NOTE: Netwrix Auditor searches across all data sources.

For an exact match, use quotation marks and provide a resource name in the
format that is typical for your data source (e.g., “Enterprise-SQL").

To modify a filter value

« Double-click it and type a new value.
m|"-J-lFiIeStc:ragehlmpar‘tantDncs\Drder5| |x

NOTE: The When filter cannot be modified in the Search field. Delete it and add a new value, or
navigate to the Advanced mode to edit it.
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To remove a filter

« Click the Close icon next to thefilter.

 rcion LN

3.2. Advanced Mode

Netwrix Auditor provides an advanced set of filters and match type operators that enable you to
customize your searches even more precisely.

Switch to Advanced mode to review your current search in details and modify it if necessary. Click
+ sad to add a new filter to your search.
Review the following for additional information:

« Apply Additional Filters

« Change Match Types

3.2.1. Apply Additional Filters

Expand the Filter list to find additional filters or filter values. The most commonly used filters are
described in Apply Filters. Review the following for additional information:

Filter Description Example
Action Limits your search to the selected actions  You are investigating suspicious user
only. activity. You have already identified the

intruder and now you want to see if any
files were deleted or moved, and emails
sent.

Specify an action from the Value list or
type it yourself. The Action filter in the
Advanced mode contains actions
besides those available in basic mode Since you are interested in specific actions
(added, modified, removed, and read). only, set the Action filter to Removed,
Reported actions vary depending on the Moved, and Sent.

data source and object type. See Netwrix

Auditor Administration Guide for more

information.
o Added o Add (Failed
Attempt)
« Removed « Remove (Failed
Attempt)
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Filter

Object type

Data source

Description

« Modified « Modify (Failed

Attempt)
e Read « Read (Failed
Attempt)
« Moved « Move (Failed
Attempt)
« Renamed « Rename (Failed
Attempt)
e Checkedin « Checked out
« Discard « Successful Logon
check out
« Failed « Logoff
Logon
« Copied « Sent
« Activated

Limits your search to objects of a specific
type only.
Specify an object type from the Value list

or type it yourself. This filter modifies the
What filter.

The value list is prepopulated with the
most frequent object types.

Limits your search to the selected data
source only.

Specify a data source from the Value list
or type it yourself.

Example

You noticed that some domain policies
were changed and you want to investigate
this issue.

Your What filter is set to Policy, and so you
keep receiving search results such as
HiSecPolicy,  \\FS\Share\NewPolicy.docx ,
http://corp/sites/col1/Lists/Policy. These
entries correspond to different object
types and data sources.

Since you are looking for GPOs only, select
GroupPolicy from the Value list.

You are investigating suspicious user
activity. A user specified in the Who filter
made a lot of changes across your IT
infrastructure, so the search results
became difficult to review.

Since you are only interested in the way
this user's activity could affect your Active
Directory domain  and  Exchange
organization, set the Data source filter to
Active Directory and Exchange to limit
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Filter

Monitoring
plan

Item

Details

Before

Description

Limits your search to the selected plan
only.

Specify the name from the Value list or
type it yourself.

Limits your search to the selected item
only.

This filter can be helpful if have several
items of the same type in your
monitoring plan (e.g., two Active
Directory domains).

Specify the name from the Value list or
type it yourself.

Limits your search results to entries that
contain the specified information in the
Details column.

The Details column normally contains
data specific to your target, e.g., assigned
permissions, before and after values,
start and end dates.

This filter can be helpful when you are
looking for a unique entry.

Limits your search results to entries that
contain the specified before value in the
Details column.

Example
the search results.

You are investigating suspicious user
activity. A user specified in the Who filter
made a lot of changes across your IT
infrastructure, so the search results
became difficult to review.

Since you are only interested in the way
this user's activity could affect file shares
audited within a single plan, set the
Monitoring plan filter to "My servers" to
limit the search results.

Your monitoring plan is configured to track
domains and includes your secured
corporate domain and a domain for
temporary employees. You are
investigating who logged in your secured
corporate domain outside business hours.

You can set the Item filter to this domain
name to limit the search results and
exclude logons to computers from a less
important domain.

You discovered that a registry key was
updated to "242464". Now you want to
investigate who made the change and
what the value was before.

You can set the Details filter to 242464 to
find this change faster.

You are investigating an incident in which
the SAM- account- name attribute was
changed for an account in your Active
Directory domain.

You can set the Before filter to the
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Filter Description Example

previous name (e.g., John2000) to find the
new name faster.

After Limits your search results to entries that You are investigating a security incident
contain the specified after value in the and want to know who enabled a local
Details column. Administrator account on your Windows

Server.

You can set the After filter to this
account's current state (e.g., Enabled) to
find this change faster.

Everywhere Limits your search results to entries that You are investigating a security incident.
contain the specified value in any You have already identified the intruder
column. (e.g., BadActor) and now you want to see

all actions made by intruder's account or
with it.

Since the intruder can be the actor (Who),
the object (What), or can even show up in
details, set the Everywhere filter to
intruder's name.

3.2.2. Change Match Types

By default, the Contains match type is used when adding most filters in the Search field. In the Advanced
mode, you can customize your search by modifying match types for the filters you have already selected.

Operator Description Example

Contains This broad match operator shows all  Set the Who filter to contains John, to get
entries that include a value specified in  the following results: Domain1\/ohn,
thefilter. Domain1\fohnson, Domain2\/ohnny,

John@domain.com.

Equals This exact match operator shows all  Use this operator if you want to get precise
entries with the exact value specified. results, e.g., \\FS\Share\NewPolicy.docx.
Make sure to provide a full object
name or path.

NOTE: To apply this operator when
adding filters in the Search
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Operator Description

field in the Simple mode,
provide a value in quotation
marks (e.g., "Domain1\John").

Notequalto  This negative exact match operator
shows all entries except those with the

exact value specified.

In the Search field in the
Simple mode, this operator
appears as not, e.g., Who not
for the Who filter.

NOTE:

Starts with This operator shows all entries that

start with the exact value specified.

Ends with This operator shows all entries that

end with the exact value specified.

Does not

contain

This negative broad match operator
shows all entries except those that
contain the value specified.

NOTE: In the Search field in the
Simple mode, this operator
appears as not, e.g.,, Who not
for the Who filter.

Example

Set the Who filter to not equal to
Domain1\/ohn to exclude the exact user
specified and find all changes performed by
other users, e.g., Domain1\Johnson,
Domain2\/ohn.

Set the Who filter to starts with
Domain1\/ohn to find all changes performed
by Domain1\John, Domain1\Johnson, and
Domain1\Johnny.

Set the Who filter to ends with John to find
all changes performed by Domain1\John,
Domain2\Dr.John, Domain3\/ohn.

Set the Who filter to does not contain John
to exclude the following users:
Domain1\John, Domain2\Johnson, and
Johnny@domain.com.

To review the search with advanced filters and operators applied, use the Advanced mode.
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¢ Search & % m ® ﬁ = Tools

WHO ACTION WHAT WHEN WHERE
Filter Operator Value
Whao v Nat equal to v Enterprise\Administrator
Action v Equals v Modified v
What v Ends with v SecPalicy
Data source v Equals v Active Directory v
Before v Equals v Success

Dﬂ Open in new window SEARCH [] Simple mode

The image below represents the same search filters as they are shown in the Search field in the Simple
mode.

"Mod'rﬁed" x m&-cpolicy x "Active Directory” X "Succes.s" x m"Enterprise\i\dministrator" x

3.3. Include and Exclude Data

Having reviewed the search results, you can proceed with your investigation by excluding or including
data. Excluding a filter value is helpful if you want to skip it in your search results (e.g., a service account or
trusted user account). On the other hand, including a filter value ensures that only the entries containing it
will be shown (e.g., a suspicious user or potentially violated folder).

To include or exclude data
1. Review your search results and locate an entry with data you want to exclude or include.
2. Double-click this entry to review details.
3. Select Exclude from search or Include to search and specify a filter value from the list.
4. Click Search to update the search results.

Your exclusions and inclusions will automatically be added to the search filters, limiting the amount of data
shown in the results pane.
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Who

Object type Action

EMTERPRISE\administrator group B Added

Group Type: "Security Global Group”

SELERGINELEG N W\ o: ENTERPRISE\administrator

Data source:

Monitoring plan: Main menitoring

Active Directory

Object type: group

Item: enterprise.local Data source: Active Directory

Workstation: DC1.enterpriseloc

Details: Group Type: "Sec{  Monitoring plan: Main monitoring plan
Members: "“\local

Read more... Item: enterprise.local (Domain)

EMTERPRISE administrator us

User &ccount Disabled

Action: Added
What: \local\enterprise\Users\Accounting
Where: enterprisedc.enterprise.local

When: 2/28/2017 5:28:39 AM

3.4. Save Your Search and Share Results

After browsing your audit data, navigate to Tools to save your search and share the search results. Review
the following for additional information:

Use...

Copy search

Paste search

Save search

Create alert

Export data

To...

Copy the search filters that are currently applied to your search. This can be helpful if
you want to share your search with a colleague (e.g., by pasting it in an email) or you
want to modify a saved search with your current filters.

Paste the search filters you copied before. These can be filters copied from a previous
search or those someone shared with you.

Refer to Saved Searches for detailed instructions on how to save searches you want to
run on a regular basis.

Create an alert with the same set of filters you have just specified for your search. See
Create Alerts for more information.

Save your search results as a pdf or csv file.

27162



Netwrix Auditor Intelligence Guide

3. Interactive Search

Use... To...

When saving search results to a file, you are not limited to the top 2,000 entries; all
audit data relevant to your search will be exported.

NOTE: Using csv files is recommended when exporting large amount of data (e.g.,
changes made by a newly retired employee during the last 8 months).
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4. Alerts

If you want to be notified about suspicious activity, you can configure alerts that will be triggered by
specific events. Alerts are sent after the specified action has been detected. Alerts are helpful if you want
to be notified about actions critical to your organization security and have to mitigate risks once the
suspicious action occurs.

The example alert is triggered when a new user is created in the monitored domain.

Fri 47,2017 4:29 PM
Administrator

Metwrix Auditor Alert: New Users

To  Administrator

Netwrix Auditor Alert

New Users

Who: CORP\administrator

Action: Added

Ohbject type: user

What: \localcorpt\Users\Andrew Hall
When: 472007 6:21:46 AM

Where: rootdc2.corplocal

Data source: Active Directory

rMaonitoring plan:
[tem:

RID:

Details:

Active Directory
corp.docal (Comain)
2017040713291 3345DAFF5TEBEEFS24ASCBCAZOCIFFECIERDN

accountExpires: "Never”
displayMame: "Andrew Hall"
userAccountControl; "512"
sahAccountMame: “ahall”

4.1. Create Alerts

You can create your own custom alerts, enable or disable, and modify the predefined alerts provided by
Netwrix. To do it, perform the following procedures:
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To... Do...
Enable/ disable an 1. Navigate to the Intelligence section and click the Alerts tile.
existing alert

2. Select an alert from the list.

3. Select On or Off in the Status column.

Modify an existing 1. Navigate to the Intelligence section and click the Alerts tile.
alert

2. Select an alert from the list and click in the right pane.
Create a new alert See To create new custom alert for more information.
Remove an alert 1. Navigate to the Intelligence section and click the Alerts tile.
2. Select an alert from the list and click in the right pane.

NOTE: To create new alerts and modify existing alerts, you must be assigned the Global administrator or
Global reviewer role in the product. See Netwrix Auditor Administration Guide for more
information.

To create new custom alert
1. On the main Netwrix Auditor page, navigate to the Intelligence section and click the Alerts tile.
NOTE: You can also create new alert directly from the interactive search results. Navigate to Tools
and select Create alert to add a new alert with the same set of filters as your search.

2. IntheAll Alerts window, click Add Alert. Configure the following:

Option Description

General Specify a name and enter the description for the new alert.

NOTE: Make sure that the Send alert when the action occurs option is
enabled. Otherwise, the new alert will be disabled.

Recipients Select alert recipients. Click Add Recipient and select alert delivery type:
« Email — Specify the email address where notifications will be

delivered. You can add as many recipients as necessary.

NOTE: It is recommended to click Send Test Email. The system will
send a test message to the specified email address and
inform you if any problems are detected.
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Option Description

« SMS-enabled email—Netwrix uses the sms gateway technology to
deliver notifications to a phone number assigned to a dedicated
email address. Specify email address to receive SMS notifications.

NOTE: Make sure that your carrier supports sms to email gateway
technology.

Filters Apply a set of filters to narrow events that trigger a new alert. Alerts use
the same interface and logic as intelligence search.

« Filter —Select general type of filter (e.g., "Who", "Data Source",
"Monitoring plan", etc.)

« Operator—Configure match types for selected filter (e.g., "Equals",
"Does not contain", etc.)

« Value—Specify filter value.

Refer to Interactive Search for detailed instructions on how to create and
modify filters.

Thresholds If necessary, enable threshold to trigger the new alert. In this case, a
single alert will be sent instead of many alerts. This can be helpful when
Netwrix Auditor detects many activity records matching the filters you
specified.

Slide the switch under the Send alert when the threshold is exceeded
option and configure the following:

o Limit alerting to activity records with the same...—Select a
filter in the drop-down list (e.g., who). Note that, Netwrix Auditor
will search for activity records with the same value in the filter you
selected.

o Send alert for <...> activity records within <...> seconds—
Select a number of changes that occurred in a given period (in
seconds).

For example, you want to receive an alert on suspicious activity. You
select "Action" in the Limit alerting to activity records with the same
list and specify a number of actions to be considered an unexpected
behavior: 7000 changes in 60 seconds. When the selected threshold
exceeded, an alert will be delivered to the specified recipients: one for
every 1000 removals in 60 seconds, one for every 1000 failed removals
in 60 seconds. So you can easily discover what is going on in your IT
infrastructure.
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4.2. Predefined Alerts

For your convenience, Netwrix provides you with a set of predefined alerts that are commonly used for IT
infrastructure monitoring. The out-of-box alerts include those that help you detect suspicious activity and
inform you on critical changes to your environment. The alerts contain pre-configured filters and in most
case you only need to enable an alert and select who will receive notifications.

To enable predefined alert

1.
2.

Navigate to the Intelligence section and click the Alerts tile.

Select an alert in the list and enable it using the slider in the Status column.

Double-click the selected alert or click and specify alert recipient. Refer to Create Alerts for
detailed instructions on how to configure alerts.

Review and update filters. For some alerts you should provide filter values, such as group name or
user.

NOTE: You can also create a custom alert based on predefined alert configuration. To do it, select an alert

in the list and click Copy alert at the bottom of Netwrix Auditor client.
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5.

Reports and Report Packs

5.1. Manage Reports

Netwrix Auditor provides a variety of reports for each data source that help you keep track of all changes
in your IT infrastructure and validate compliance with various standards and regulations (FISMA, HIPAA,
PCl, SOX, etc.).

NOTE: To review intelligence data, you must be assigned the Global administrator or Global reviewer role

in the product. The users assigned the Reviewer role on a certain plan or folder have a limited
access to data—only within a delegated scope. See Netwrix Auditor Administration Guide for more
information.

5.1.1. Understand Report Types

In Netwrix Auditor, the following report types are available:

Enterprise Overview —Dashboards that provide quick access to important statistics across the
audited IT infrastructure. They allow you to see the activity trends by date, user, object type, server
or audited IT system, and drill through to detailed reports for further analysis. The Enterprise
dashboard aggregates the information on changes from all data sources and provides a centralized
overview. System-specific dashboards reflect all changes across all monitoring plans where audit of
this target system is enabled. See Overview Dashboards for more information.

Organization Level reports—High-level reports that aggregate data from all data sources and
monitoring plans. They list all activity that occurred across the audited IT infrastructure. Enterprise
Overview provides bird's eye view of changes and activity from all data sources and provides a
centralized overview. See Organization Level Reports for more information.

Overview diagrams—System-specific diagram reports that aggregate audit data for an auditing
system. They provide a high-level overview of changes within a selected time period. Overviews
consist of four charts, showing the activity trends by date, user, object type or server, and drill
through to detailed reports for further analysis. See Overview Dashboards for more information.

Change and activity reports—System-specific reports that aggregate audit data for a specific data
source within specified monitoring plans. These reports show detailed data on changes and activity
and provide grouping, sorting and filtering capabilities. Each report has a different set of filters
allowing you to manage collected data in the most convenient way. See Change and Activity Reports
for more information.

State-in-time reports—System-specific reports that aggregate data for a specific data source within
a specified individual monitoring plan and allow reviewing the point-in-time state of the data source.
These reports are based on daily snapshots and help you paint a picture of your system
configuration at a specific moment in time. See State-in-Time Reports for more information.
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« Changes with Video reports—Windows server-based reports that provide video recordings of user
activity on audited computers. See Reports with Video for more information.

« Changes with Review Status reports—Both system-specific and overview reports that can be used
in the basic change management process. These reports allow setting a review status for each change
and providing comments. See Reports with Review Status for more information.

If you are looking for some specific information and cannot find it in reports, try browsing audit data with
Search. See Interactive Search for more information. You can also order custom report templates from

Netwrix.

5.1.2. View Reports

To view reports in Netwrix Auditor
« Navigate to Reports and select a report you are interested in and click View.

The table below lists report folders available in Netwrix Auditor:

Folder Reports

Organization Level Contains a set of reports and dashboards that provide a general

reports overview of your entire IT infrastructure. The folder also includes a
special report that helps you review activity records supplied via
Integration API.

User Behavior and Blind Contains a set of reports that help you identify vulnerabilities in your IT

Spot Analysis infrastructure.

Active Directory Contains a set of reports on Active Directory and Group Policy changes

and state-in-time configuration. Includes the following subfolders:
« Active Directory Changes with:
« Overview diagram
« Changereports
« Changes with review status
« Active Directory State-in-Time with state-in-time reports
« Group Policy Changes with:
« Changereports
« Changes with review status
« Group Policy State-in-Time with state-in-time reports

« Logon Activity with activity reports
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Folder Reports

Azure AD Contains a set of reports on Azure Active Directory changes and user
activity. Use these reports to track changes in your organization's Active
Directory in the cloud, ensure its health, and prevent unauthorized
activity. Includes the following reports:

« Overview diagram

« Change and activity reports

Exchange Contains a set of reports on Exchange Server changes and non-owner
mailbox access. Use these reports to track changes in your Exchange
organization, ensure its health, and prevent unauthorized activity.
Includes the following reports:

« Overview diagram
« Change and activity reports

« Changes with review status

Exchange Online Contains a set of reports on Exchange Online changes and non-owner
mailbox access. Use these reports to track changes in your Exchange
Online organization, ensure its health, and prevent unauthorized
activity. Includes the following reports:

« Overview diagram for Office 365

« Change and activity reports

File Serversincluding Contains a set of reports on file server changes, activities, and state-in-
Windows file servers, EMC time configuration. Includes the following subfolders:
and NetApp

« File Servers Activity with:
« Overview diagram
« Change and activity reports

« File Servers State-in-Time with state-in-time reports

Oracle Database Contains a set of reports on Oracle Database changes and logon activity.
Includes the following reports:

« Overview diagram

« Change and activity reports

SharePoint Contains a set of reports on SharePoint changes and read access,
including changes to content, configuration and access permissions.
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Folder Reports

Includes the following reports:

« Overview diagram
« Change and activity reports

« Changes with review status

SharePoint Online Contains a set of reports on SharePoint Online activity and changes,
including changes to content and configuration. In addition to
SharePoint Online, these reports highlight OneDrive for Business
changes. Includes the following reports:

« Overview diagram for Office 365

« Change and activity reports

SQL Server Contains a set of reports on SQL Server changes, including changes to
content and configuration, and logon activity. Includes the following
reports:

« Overview diagram

« Change and activity reports

VMware Contains a set of reports on VMware changes. These reports can be
used to prevent potentially harmful actions and changes that may affect
the entire virtual infrastructure and lead to data loss. Includes the
following reports:

« Overview diagram

« Change reports

Windows Server Contains a set of reports on Windows infrastructure including reports
on Windows configuration changes, event logs and user activity.
Includes the following subfolders:;

« Windows Server Changes with:
« Overview diagram
« Changereports
« Changes with review status
« User Activity (Video) with reports with video

« Event Log with change reports, including a syslog change report,
the Netwrix Auditor System Health report and IIS change
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Folder Reports

Compliance folders:

FERPA Compliance
qJIS Compliance

FISMA/NIST
Compliance

GLBA Compliance
HIPAA Compliance

ISO/IEC 27001
Compliance

NERC CIP
Compliance

PCI DSS Compliance
SOX Compliance

GDPR Compliance

reports.

NOTE: Netwrix Auditor System Health is a special report
designed for reviewing Netwrix Auditor health status
(successful and failed data collections, warnings, errors,
etc.)

For your convenience, contains reports mentioned above but grouped
by corresponding international standards and regulations:

« FERPA
. QIS
« FISMA/NIST SP800-53 rev4
. GLBA
« HIPAA
« ISO/IEC 27001
« NERC
« PCIDSSv3.2
« SOX
« GDPR
NOTE: Click Compliance above the list of reports to see reports
grouped by compliance standards only.

See Compliance Report Packs for more information.

To view reports in a web browser

« Open aweb browser and type the Report Manager URL (found under Settings — Audit Database).

In the page that opens, navigate to the report you want to generate and click the report name. You
can modify the report filters and click View Report to apply them.

5.1.3. Leverage Filtering Capabilities

Report filters allow you to display changes matching certain criteria. For example, you can filter changes by
audited domain or object type. Filtering does not delete changes, but modifies the report view allowing
you to see changes you are interested in. Filters can be found in the upper part of the Preview Report

page.
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To apply filters
1. Navigate to Reports and generate a report.

2. Apply filters to the report and click View Report. For example, you can update report timeframe,
select specific values for Who and Where, apply sorting, etc.

Wildcards are supported. For example, type %admin% in the Who (domain\user) field if you want to view
changes made by users with the name containing "administrator" (e.g., enterprise\administrator,
corp\administrator, sqladmin).

Do not use % in the exclusive filters (e.g., Who (Exclude domain\user)). Otherwise, you will receive an empty
report.
NOTE: escape_characters are not supported.

The example below applies to the All Changes by Server report and shows the before and after views of
the report. The filters may vary slightly depending on the data source and report type.

The report without filtering:
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%Y Netwrix Auditor Thursday, April 27, 2017 8:29 AM

All Changes by Server

Shows all changes across the entire IT infrastructure, grouped by the server where the change was
made. Review this report to visualize the whole picture and identify servers that need your attention.

Filter Value
Where: 172.28.160.11
Data Source: MNetwrix API
Action Object Type What Who When
Modified User Donna.Smith 172.28.160.11 4112007

9:20:30 AM

User Status changed from *" to "Locked out”

Severity changed from ™" to "Informational®
Facility changed from " to 20"

Message ID changed from " to "113006"
Source changed fram ™" to "CISCO ASA"

Raw Message changed from "* to "<166>Apr 11 2017 13:20:30: %A5A-6-113006: User 'userl’ locked out on exceeding '3’ successive
failed authentication attempts”

Where: enterprisedcl.enterprise.local
Data Source: Active Directory
Action Object Type What Who When
m Removed user Yocalenterprise'\Usersh\Adam West ENTERPRISEVADminist  4/7/2017
rator 12:43:21 PM
m Added group “localenterprise\Users\Mew department ENTERPRISEVADminist  4/7/2017
rator 12:43:55 PM

Group Type: "Security Global Group”

The report below displays changes made by enterprise\administrator (the Who filter is set to
"enterprise\administrator") that affected users (the Object type is set to "user") across all data sources,
records are sorted by the action.
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Y Netwrix Auditor Thursday, April 27, 2017 8:44 AM

All Changes by Server

Shows all changes across the entire IT infrastructure, grouped by the server where the change was
made. Review this report to visualize the whole picture and identify servers that need your attention.

Filter Value
Where: enterprisedcl.enterprise.local
Data Source: Active Directory
Action Object Type What Whe When
m Removed user Yocal\enterpriset\Users\Adam West ENTERPRISE\Administ 472017

rator 12:43:21 PM

5.2. Organization Level Reports

Organization Level reports aggregate data on all monitoring plans and list changes and activity that
occurred across all data sources.

NOTE: If you are sure that some audit data is missing (e.g., you do not see information on your file servers
in reports and search results), verify that the Audit Database settings are configured and that data
is written to databases that reside on the default SQL Server instance.

By default, Netwrix Auditor allows generating reports and running interactive searches on data
collected in the last 180 days. If you want to investigate incidents that occurred more than 180
days ago, ask your Netwrix Auditor Global administrator to import that data from the Long-Term
Archive.

Organization Level reports can be found in the Organization Level Reports folder under the Reports
node.
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E;: Netwrix Auditor Monday, April 24, 2017 3:18 AM
Shows all changes across the entire IT infrastructure, grouped by data source. Review this report to
visualize the wheole picture and identify systems that need your attention.
HFilter Value
Data Source: File Servers
Action Ohject Type What Who When
Renamed Folder WIT2.28.6.32\Annual_Reports\Employees CORP\administrator 4207
6:14:55 AM
Where: 17228632
Mame changed from "Emgloyees” to "Managers”
Process: C\Windows\explorerexe
Session |D: 0004be23-0000-0000-01d2 -08 160282910
Madified File W172.28.6.32\Annual_Reports\Work_ltems.tt CORP\administrator A 20T
G:15:14 AM
Where: 17223632
Ohject attributes changed from “Archive, Read-only” to " Archive”
Size changed from "0 bytes” 1o "0 bytes”
Process: C\Windows\System3 S\ dilhost axe
Session |D: 0004be23-0000-0000-0142 -bS 160232910
Data Source: SAL Server
Action COhject Type What Wha When
m Added Stored Catzbazes\Sales’ Stored CORPYadminisrator AM192017
Procedure Procedures\dbo Managers G642 AM
Where: wiorkstationsghsglexpress
m Added Database Catabases\Managers CORP\administrator AT
6:17:00 AM
Where: workstationsgheglexpress

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Leverage Filtering Capabilities for more information. You can also create a subscription to any
report you want to receive on a regular basis. See Subscriptions for more information.

5.3. Change and Activity Reports

Change and activity reports provide information on changes to different aspects of the audited
environment. Depending on the data source, navigate to one of the following locations:
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Data source Report location

Active Directory
Azure AD

Group Policy
Exchange
Exchange Online
File Servers
Oracle Database
SharePoint
SharePoint Online
SQL Server
VMware
Windows Server
Event Log

IS

Logon Activity

Integration API

Active Directory - Active Directory Changes
Azure AD

Active Directory - Group Policy Changes
Exchange

Exchange Online

File Servers - File Servers Activity

Oracle Database

SharePoint

SharePoint Online

SQL Server

VMware

Windows Server - Windows Server Changes
Windows Server - Event Log

Windows Server - Event Log

Active Directory — Logon Activity

Organization Level Reports

NOTE: In the report filters, select a monitoring plan you want to generate a report for. To review data
sources and items included in each plan, navigate to the Monitoring Plans section.

42/62



Netwrix Auditor Intelligence Guide

5.Reportsand Report Packs

7 Netwrix Auditor Monday, April 24, 2017 3:27 AM

All Active Directory Changes

Shows changes to all Active Directory objects, including changes to permissions, configuration, etc.
This is the most comprehensive report on Active Directory changes. Use it when you need to review
every single change to any Active Directory object. Apply the flexible filters to narrow the results.

Filter Value
Action Object Type What Wheo When
m Added user YlocalhcorpiUsers\Michael MT. Tempson CORP\administrater 4752017

5:31:25 AM

Where: rootdc2.corp.local

Modified group YlocalicorpilUsers\Domain Admins CORP\administrater 472017
5:31:56 AM

Where: roctdc2.corp.local

Security Global Group Member:
+ Added: "corp.local/Users/Michael MT, Tompsan™

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Leverage Filtering Capabilities for more information. You can also create a subscription to any
report you want to receive on a regular basis. See Subscriptions for more information.

5.4. State-in-Time Reports

The state-in-time reports functionality allows generating reports on the system's state at a specific
moment of time in addition to change and activity reports. State-in-time reports are based on the daily
configuration snapshots, and reflect a particular aspect of the audited environment.

This functionality is currently available for the following data sources:
« Active Directory
« File Servers
« Group Policy

The state-in-time reports are found under the Reports node. Depending on the data source, navigate to
one of the following locations:

Data source Report location

Active Directory Active Directory - Active Directory State-in-Time

Group Policy Active Directory - Group Policy State-in-Time
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Data source Report location

File Servers File Servers - File Servers State-in-Time

NOTE: In the report filters, select a monitoring plan you want to generate a report for. To review data
sources and items included in each plan, navigate to the Monitoring Plans section.

0 Netwrix Auditor Monday, August 29, 2016 10:41 AM

Computer Accounts

Shows computer accounts, with the path and status (enabled or disabled) for each account.

Filter Value

Path Name Status
\localcorph Computers\FILESERVER1 FILESERVER1 Enabled
‘localcorp\Computers\ FILESERVERZ FILESERVERZ Enabled
‘\local\corp\Computers\Sharepointsrv Sharepointsrv Enabled
Yocalcorph Computers\WORKSTATION WORKSTATION Enabled
\local\corp\Computers\WORKSTATION1 WORKSTATIONT Enabled
‘localicorp\Domain Controllers\ROOTDCT ROQTDCT Enabled
‘\local\corp\Domain Centrollers\ROOTDC2 ROQTDC2 Enabled

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Leverage Filtering Capabilities for more information. You can also create a subscription to any
report you want to receive on a regular basis. See Subscriptions for more information.

By default, state-in-time reports reflect the current state of the data source. If you want to generate a
report to assess your system at a particular moment in the past, you can select the corresponding
snapshot from the Snapshot Date filter.

NOTE: To be able to generate reports based on different snapshots, ask your Netwrix Auditor Global
administrator to import historical snapshots to the Audit Database, otherwise only the Current
Session option is available in the drop-down list.

When auditing file servers, changes to both access and audit permissions are tracked. To exclude
information on access permissions, contact your Netwrix Auditor Global administrator or Configurator of
this plan.
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5.5. Reports with Review Status

Change management is one of the critical processes for many companies referring to such areas as
requesting, planning, implementing, and evaluating changes to various systems. Netwrix Auditor allows
facilitating the change auditing process by providing the change monitoring and reporting capabilities.
Additionally, you can track team workflows by making notes on the review status or reasons for each
change.

Data source Report location

Entire IT infrastructure Organization Level Reports

Active Directory Active Directory — Active Directory Changes - All Active
Directory Changes with Review Status

Exchange Exchange - All Exchange Server Changes with Review Status
SharePoint SharePoint - All SharePoint Changes with Review Status
Windows Server Windows Server - Windows Server Changes - All Windows

Server Changes with Review Status

Group Policy Active Directory - Group Policy Changes — All Group Policy
Changes with Review Status

NOTE: In the report filters, select a monitoring plan you want to generate a report for. To review data
sources and items included in each plan, navigate to the Monitoring Plans section.

They list all changes to the monitored environment that are assigned the New status by default. If a
change seems unauthorized, or requires further analysis, you can click the Click to update status link, set
its status to In Review and provide a reason. Once the change has been approved of, or rolled back, you
can set its status to Resolved.
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'P} Netwrix Auditar - All Windows Server Changes with Review Status

<— Preview Report

k4 < | of 1 > Pl O [75% v By & | Find | Next

All Windows Server Cha
Status

Review status

Select a review status and specify your reason.

Shows all Windows Server changes with their revies Mew
IT infrastructure and track team workflows by maki .
change. A nzw change that has not been revizwed yet.
HFilter Value .
®) In Review
This change has to be re
Action Object Type What
m Added Add ar Remove Programs Add o ?.escl-,-'ed
Stable
Where: stationwin16.enterprise Jocal This :I‘sr‘ge has besn re is closad
Installed For: "All uzars”
Version: "44.0.2510.121% Reason:
Review status: Mew
u Removed  Add or Remove Programs Add o I'l be out of of'ﬁc_e for 2 weeks,. so | granted additional permissions to my
Stable| collegues who will supervise this senfer.|
Where: stationwin16.enterprise Jocal
Installed For: "All uzars”
Version: "44.0.2510.1218°
Review status: Mew
Modified Logal Group Syzten| “ Cancel
Group
Where: stationwin16.enterprise Jocal
Members:
- Added: "EMTERPRISE\it-cperations”
Review status: Mew Click to update status
Modified Local Group System Information’Local ENTERPRISE\a 41372017
Groups'Remote Desktop Users dministrator 10045:04 AM
Where: stationwin16.enterprise Jocal
Members:
= Removed: "ENTERFRISE\it-operations”
Review status: Mew Click 10 update status
Modified Local Group System Information’Local ENTERPRISE\a 41372017
Groups'\Power Uszers dministrator 10:46:24 AM

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Leverage Filtering Capabilities for more information. You can also create a subscription to any
report you want to receive on a regular basis. See Subscriptions for more information.

5.6. Reports with Video

Netwrix Auditor can be configured to capture video of user activity on the monitored computers that
helps analyze and control changes made there. When you click a link, a video player opens and playback of
the recorded user activity starts, showing launched applications, actions, etc.

To view reports with video, navigate to Windows Server - User Activity.
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NOTE: In the report filters, select a monitoring plan you want to generate a report for. To review data
sources and items included in each plan, navigate to the Monitoring Plans section.

7} Netwrix Auditor Monday, April 24, 2017 4:49 AM
Shows video recordings of user activity.
Filter Value
Who Where When What
CORPvadministrator workstationsgl.corplocal 4/24/2017 MNetwrix Auditor User Activity component |
£:44:50 A Netwrix Auditor
CORPvadministrator workstationsgl.corplocal 4/24/2017 Netwrix Auditor EEEEPERIETESY
4:44:50 A N
CORPvadministrator workstationsgl.corplocal 472472017 Netwrix Auditor
4:44:50 AW WORKSTATIONY
CORPYadministrator workstationsgl.corplocal 4/24/2017 Netwrix Auditor
£:45:01 AW Activity Trend
CORPYadministrator workstationsgl.corplocal 4/24/2017 Netwrix Auditor
£:46:04 A WORKSTATIONY
CORPvadministrator workstationsgl.corplocal 4/24/2017 Netwrix Auditor
4:46:09 A
CORPvadministrator workstationsgl.corplocal 4/24/2017 Netwrix Auditor
£:46:17 AW Activity
NetWIriX | ail user Activity

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Leverage Filtering Capabilities for more information. You can also create a subscription to any
report you want to receive on a regular basis. See Subscriptions for more information.

To play a video
1. Navigate to Reports - Windows Server - User Activity. Select any report and click View.
2. Click alink in the When column.

NOTE: To open User Activity report for the selected user or server, you can also click the link in the Who
and Where columns of the All Users Activity report.

5.7. Compliance Report Packs

For your convenience, besides grouping by data source the reports are grouped by compliance standards.
Netwrix Auditor provides out-of-box reports that allow validating compliance with different standards and
regulations, including but not limited to:

« FERPA
« FISMA/NIST SP800-53 rev4
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. GDPR
. GLBA

. HIPAA

« ISO/IEC 27001
« NERC

« PCI DSS v3.2
. SOX

. qis

You can find Compliance folders under the Reports node by clicking Compliance or you can scroll down
the All reports list. Each compliance folder provides overview on a selected standard, to read it, click on
the folder name. Click Read More to learn more about mapping between these standards and Netwrix
Auditor reports.

NOTE: In the report filters, select a monitoring plan you want to generate a report for. To review data
sources and items included in each plan, navigate to the Monitoring Plans section.

5.8. User Behavior and Blind Spot Analysis Report
Pack

Netwrix Auditor takes a step forward as a visibility and governance platform and introduces report packs
that help you enable control over changes, configurations and access in hybrid cloud IT environments.
Netwrix Auditor report packs provide security analytics for detecting anomalies in user behavior and
investigating threat patterns before a data breach occurs.

The User Behavior and Blind Spot Analysis report pack contains a set of smart reports that help you
identify vulnerabilities and easily answer questions such as:

« Has there been any abnormal access to sensitive data?

« Isanyone accessing stale data?

« Have there been any unusual spikes in failed activity?

« Who is active outside of business hours and what are they doing?
« Has anyone put harmful files on corporate data storage?

« Arethere any files likely to contain credentials, Social Security numbers, PHI or other sensitive data?
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753 Netwrix Auditor - O x

& Reports COMPLIANCE User Behavior and Blind Spot Analysis

Enter your search Q
’ Summary:

[ Organization Level Reports ~ Contains a set of reports that help you identify vulnerabilities in your IT infrastructure.

4 User Behavior and Blind Spot Analysis
4 Data Access
Access to Archive Data
Data Access Surges
Data Access Trend
Excessive Access Permissions
All Exchange Online Non-Owner Mailbox Access Events
All Exchange Online Non-Owner Mailbox Access Events by User

All Exchange Server Non-Owner Mailbox Access Events

@ @ @ @ @ @ @ @

All Exchange Server Non-Owner Mailbox Access Events by User
4 Information Disclosure

[E Creation of Files with Sensitive Data

[Z File Names Containing Sensitive Data
4 Privilege Elevation

[F Temporary Users in Privileged Groups
4 Suspicious Activity

[E  Activity Outside Business Hours

[ Failed Activity Trend
4 Suspicious Files

[E Potentially Harmful Files - Activity

[E Potentially Harmful Files on File Shares

b User Identity Theft

netwrix

Analytics reports can be found in the User Behavior and Blind Spot Analysis folder under the Reports
node.

NOTE: If you are sure that some audit data is missing (e.g., you do not see information on your file servers
in reports and search results), verify that the Audit Database settings are configured and that data
is written to databases that reside on the default SQL Server instance.

By default, Netwrix Auditor allows generating reports and running interactive searches on data
collected in the last 180 days. If you want to investigate incidents that occurred more than 180
days ago, ask your Netwrix Auditor Global administrator to import that data from the Long-Term
Archive.
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0} Netwrix Auditor Tuesday, September 13, 2016 8:50 AM

Failed Activity Trend

Shows consclidated statistics on failed actions, including failed read attempts, failed modification
attempts, failed logons, etc. The report also lists the users with most failed attempts. A certain number
of failed attempts are almost inevitable during normal business operations, but a sudden spike or a
gradual growth may indicate malicious activity. Review this report to determine the normal level of
failed actions for your organization and spotlight suspicious trends.

Filter Value
100
a0
&0
40
20
i, .

0
BA0/2006  BAA2016 BA22006 BAI32016 8142006 8152016 BN6/216  BATR016 818206 8M1%2016 82072006

B Cracle Database Active Direclory Logon Activity Bl SOL Servers [ Fie Servers

Date: 8/12/2016 (Attempts: 9)

Who Attempts
enterprise\Adam.Green 9
Date: 8/17/2016 (Attempts: &1)

Who Attempts
enterprise\Adam.Green 36
enterprise\Ray.Purple 24
enterprise\Anna.White 8
enterprise\Jack.Brown 7
enterprise\Peter.Blue &

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Leverage Filtering Capabilities for more information. You can also create a subscription to any
report you want to receive on a regular basis. See Subscriptions for more information.
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6. Subscriptions

You can configure a report subscription to schedule automatic report generation and delivery. You can
also apply various filters to reports, choose output format for your reports, and delivery method.

NOTE: To create new subscriptions and manage existing subscriptions, you must be assigned the Global
administrator or Global reviewer role in the product. See Netwrix Auditor Administration Guide for
more information.

Review the following for additional information:

o To create a subscription

« To manage subscriptions

To create a subscription
1. Do one of the following;

« On the main Netwrix Auditor page, navigate to Reports. Specify the report that you want to
subscribe to and click Subscribe.

« On the main Netwrix Auditor page, navigate to Enterprise Overview. Specify the data source,
whose report you want to subscribe to and click Subscribe.

2. OntheSubscribe to the 'report_name' report page, complete the following fields:

Option Description

Subscription name Enter the name for the subscription.

Delivery format Configure reports to be delivered as the pdf, docx, csv or xlsx
files.

Send empty reports Select Yes if you want to receive a report even if no changes
occurred.

Deliver report to... Shows the number of recipients selected and allows specifying

emails where reports are to be sent.

Expand the Recipients list and click Add to add more recipients.

Every... Allows specifying report delivery schedule (daily, certain days of
week, a certain day of a certain month).

NOTE: By default, the product emails reports daily at 8.00 am.
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Option Description

Attach report to email / Select report delivery method:

Upload report to file server . . . .
P P « Attach report to email —Select this option to receive

reports as email attachments.

« Upload report to file server—Select this option to save
reports on the selected file server. Click Browse to select a
folder on the computer that hosts Netwrix Auditor Server
or specify a UNC path to a shared network resource.

NOTE: Make sure that the recipients have sufficient rights
to access it and the Long-Term Archive service
account has sufficient rights to upload reports. See
Netwrix Auditor Installation and Configuration
Guide for more information.

Filters Specify the report filters, which vary depending on the selected
report.

NOTE: Subscription emails may vary slightly depending on reports delivery method.

Fri 3/27/2015 3:01 PM

administrator@corp.local

Netwrix Auditor Subscription
To M Business.Analyst@corp.local

Message L‘J Subscription to the All Active Directory Changes’ repart (1).pdf (244 KB) L‘J Subscription to the All File Server Activity' repart (1).pdf (223 KB)
l!J Subscription to the 'All SharePoint Changes'report (1).pdf (219 KB)

Netwrix Auditor Subscription

You have received this message because you are subscribed to the following reports:

Subscription Name: Subscription to the 'All Active Directory Changes' report (1)

Report Name: All Active Directory Changes

Report Description: Shows changes to all Active Directory objects, including changes to permissions, configuration, etc.
Subscription Name: Subscription to the 'all File Server Activity' report (1)

Report Name: All File Server Activity

Report Description: Shows all activity (changes, failed modifications, reads, and failed read attempts) on all audited file servers.
Subscription Name: Subscription to the '&ll SharePoint Changes'report (1)

Report Name: All SharePoint Changes

Report Description: Shows changes to farms, site collections, web applications, policies, permissions, lists, documents, etc.

The reports are attached to this email.

This message was sent by Netwrix Auditor from rootde2.corp.local.
www.netwrix.com

52/62


https://www.netwrix.com/download/documents/Netwrix_Auditor_Installation_Configuration_Guide.pdf
https://www.netwrix.com/download/documents/Netwrix_Auditor_Installation_Configuration_Guide.pdf

Netwrix Auditor Intelligence Guide

6. Subscriptions

To manage subscriptions

« On the main Netwrix Auditor page, navigate to Subscriptions to review a list of your subscriptions.

53 Netwrix Auditor — O o
& Subscriptions Enter your search Q
Name Status Recipients Report Name
Subscription to Exchange Diagram @ On system.admin@company.com Exchange Server Overview
Deliver every day
Subscription to the 'Administrative Group Membership Changes' report @ On business.analyst@cormpany.com Administrative Group Membership Changes
Deliver every day
Subscription to the 'Enterprise Overview' report @ On business.analyst@company.com Enterprise Overview
Deliver every day

The table below provides instructions on how to manage your subscriptions.

To... Do...

Browse subscriptions Type the target subscription name in the search bar in the upper part

of the Subscriptions window and click the Search icon to review

results.
Enable or disable Select a subscription and check or clear the Enabled checkbox in the
subscriptions Status column.
Modify subscriptions

Click icon next to the selected subscription. Edit the subscription
parameters and save your changes.

Remove subscriptions . . o
Click icon next to the selected subscription.
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7. Overview Dashboards

Overview dashboards offer a bird's eye view of your IT infrastructure. They allow you to see activity trends
by date, user, object type, server or data source, and drill down to detailed reports for further analysis.

The Enterprise Overview diagram aggregates data on all monitoring plans and all data sources, while
system-specific diagrams provide quick access to important statistics within one data source.

NOTE: To review intelligence data, you must be assigned the Global administrator or Global reviewer role
in the product. The users assigned the Reviewer role on a certain plan or folder have a limited
access to data—only within a delegated scope. See Netwrix Auditor Administration Guide for more
information.

The current version of Netwrix Auditor contains the following diagrams:
« Enterprise (aggregates data on all data sources listed below)
« Active Directory
o Azure AD
« Exchange
« File Servers (includes Windows File Servers, EMC, and NetApp)
« Office 365 (includes Exchange Online and SharePoint Online)
« Oracle Database
« SharePoint
« SQL Server
« VMware
« Windows Server
NOTE: If you are sure that some audit data is missing (e.g., you do not see information on your file servers

in reports and search results), verify that the Audit Database settings are configured and that data
is written to databases that reside on the default SQL Server instance.

By default, Netwrix Auditor allows generating reports and running interactive searches on data
collected in the last 180 days. If you want to investigate incidents that occurred more than 180
days ago, ask your Netwrix Auditor Global administrator to import that data from the Long-Term
Archive.

All diagrams provide the drill-down functionality, which means that by clicking on a segment, you will be
redirected to a report with the corresponding filtering and grouping of data that renders the next level of
detail.
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To review the Enterprise Overview diagram

« Onthe main Netwrix Auditor page, click the Enterprise Overview tile.

To review the data source-specific diagrams

« Navigate to Reports and select one of the following locations:

Title Location

Enterprise Overview Organization Level Reports

Active Directory Overview Active Directory — Active Directory Changes
Azure AD Overview Azure AD

Exchange Overview Exchange

Office 365 Overview Exchange Online

SharePoint Online

File Servers Overview File Servers - File Servers Activity

Oracle Database Overview Oracle Database

SharePoint Overview SharePoint

SQL Server Overview SQL Server

VMware Overview VMware

Windows Server Overview Windows Server - Windows Server Changes

NOTE: The example below applies to Enterprise Overview.
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Thursday, April 13, 2017 11:09 AM

5] Netwrix Auditor

Enterprise Overview

Shows consolidated statistics on changes across all data sources. Review this diagram to get a general understanding of changes to
your [T infrastructure. Drill down for more details on any data source.

Top: 15 From: 3,/14/2017 12:00:00 AM To: 4/12/2017 11:50:59 PM Time Zone: UTC-04:00
CHANGES BY DATE SERVERS WITH MOST CHANGES
20

15 " wis.enterprise.oc [ R
[\ snuseriavsoz2o [
curp.unmicrusuﬂ.mm_
A I"-\ r."ll‘-.ll Exchwks.enterpﬁsehd._
R e d “-‘ dcl.enterprisem.-

) a S . w w 0 200 400 600 800 1000 1200

USERS WHO MADE MOST CHANGES CHANGES BY DATA SOURCE

W fzure AD
I Exchangs Online
I Active Directory

I Exchange
globaladmin@corp,onmido. _ N File Servers
adam,green@corp,onmigos.. _ Netwrix API

SharePoint
enterprise\Mark. Brown - SQL Server

I Windows Server
0 5 10 15 20 25 30 33

LT\ 4

netwrix | Enterprise Overview

NOTE: Each report has a set of filters which help organize audit data in the most convenient way. See
Leverage Filtering Capabilities for more information. You can also create a subscription to any
report you want to receive on a regular basis. See Subscriptions for more information.
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8. Saved Searches

Netwrix Auditor allows you to save your favorite searches to access them instantly. For your convenience,
the product provides predefined searches for some popular usage scenarios. Refer to Interactive Search
for detailed instructions on how to create searches.

Moreover, saved searches are shared between all Netwrix Auditor clients that have access to the same
Netwrix Auditor Server (the main component responsible for collecting and processing audit data).

You can save your custom searches or use one of predefined saved searches. Predefined searches can be
found in the Intelligence section. Click the search tile to run this search.

NOTE: The example saved search results apply to AD or Group Policy modifications by admin
yesterday. Other saved search results generated by Netwrix Auditor may vary depending on the
data source and applied filters.

8} Netwrix Auditor — (] e

& Search & wno & action [\ wHAT (© wWHEN B wHERe = Tools

MAdministrator X "Added" X "Removed” X “Modified” X mToday X VYesterday X
Dﬁ Open in new window m 85 Advanced mode

Whao Object type Action ‘What ‘Where ‘When
- CORP\administrator group Modified ‘\local\corp\UsersiLegal Dpt rootdc?.carp.local 47242017 5:14:12 AM

Security Local Group Member: - Added: "corp.local/Users/Managers”

I CORP\administrator group Modified \lecal\corpiUsersiAccountants rootde2.cerp.local 4/24/2017 5:13:17 AM

Security Local Group Member: - Added: "corp.local/Users/5am Moore"

Review the following for additional information:

« To save a custom search

o To modify a saved search

o To delete a saved search

To save a custom search
1. Onthe main Netwrix Auditor page, navigate to Search.
2. Apply filters and click Search.

NOTE: Refer to Interactive Search for detailed instructions on how to apply filters and search audit
data.

3. Navigate to Tools and select Save Search.

4. Inthe Specify a name for your saved search dialog, specify a name. Make sure to specify a unique
name.
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To modify a saved search

1.

2.

On the main Netwrix Auditor page, navigate to Intelligence section.
Select one of the searches and click its tile to open search results.
Modify filters and click Search.

NOTE: Refer to Interactive Search for detailed instructions on how to apply filters when searching
audit data.

Navigate to Tools and select Save Search.

In the Specify a name for your saved search dialog, specify a name. Netwrix Auditor automatically
offers a previously used search name so that this saved search will be overwritten. If you want to
save both searches, specify a unique name for a modified search.

To delete a saved search

« IntheIntelligence section, select a saved search and click onits tile.
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9. Troubleshoot Issues

This section provides instructions on how to troubleshoot issues that you may encounter while using
Netwrix Auditor. Review the following for additional information:

Issue Reason and solution

| cannot connect/logon to 1. You may have insufficient permissions. Contact your Netwrix
Netwrix Auditor. Auditor Global administrator to make sure that your account is
delegated control of the product.

2. You are trying to connect to a remote Netwrix Auditor Server
specified by its IP address while the NTLM authentication is
disabled. Try specifying a server by its name (e.g,
EnterpriseWKS).

| do not receive any results 1. No changes were detected.

while searching audit data or

generating reports, or | am

sure that some data is

missing. 3. Review your filter settings and make sure that your filters are
properly configured. Try modifying your search.

2. You do not have sufficient permissions to review intelligence
data. Contact your Global administrator.

4. You are looking for changes that occurred more than 180 days
ago. These changes are no longer available for reporting and
running searches. Ask your Netwrix Auditor Global administrator
to import audit data for a required date range from the Long-
Term Archive.

5. Data collection for this monitoring plan might not have been
launched two times yet or there was no data collection after this
change; therefore, audit data has not been written to the Audit
Database yet.

6. Some settings in Netwrix Auditor are configured incorrectly.
Contact your Netwrix Auditor administrator to make sure that:

« The monitoring plan you want to audit is properly
configured, and the monitoring is enabled for each data
source individually.

« Audit Database settings are properly configured for each
data source individually and Disable security intelligence
and make data available only in activity summaries is
cleared.
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Issue Reason and solution

NOTE: Netwrix recommends to store all audit data on the
same default SQL Server instance.

"No plans found" text in the Contact your Netwrix Auditor Global administrator or Configurator to
Monitoring plan field. make sure that the monitoring plans exist and are properly
configured.

| see a blank window instead Contact your Netwrix Auditor Global administrator to make sure that

of areport. you are granted sufficient permissions on the Report Server.

| configured report Subscriptions can be uploaded either to a file share (e.g.,
subscription to be uploaded \\filestorage\reports) or to a folder on the computer where Netwrix
to afile server, but cannot find  Auditor Server is installed. To access these reports, you must be
it / cannot access it. granted the Read permission.
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