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An 8,200 employee investment management firm needed to address some critical gaps in visibility across their network file share
infrastructure, including the identification of resource and data owners, effective and excessive access rights, and the location

of sensitive data. As an organization with a mature mix of technology platforms, they were also seeking a solution that could
integrate this desired dataset with their existing IAM, ITSM, and DLP technologies, allowing them to further streamline security,

compliance, and operational processes across their many locations worldwide.

Challenges

The customer needed to:

+ ldentify and remediate open access to file share resources

+ Identify resource and data owners without agent deployments
+ Integrate ownership data with IAM and DLP processes

«  Map Active Directory security group usage across file share infra-
structure for tracking and clean up purposes

Solution

Stealthbits was able to solve the customer’s challenges by:

« Agent lessly collecting all relevant data points (permissions, effective
access, ownership, and sensitive data) across the customer’s entire
File Share estate, spanning the US, UK, and EMEA

+  Producing data views that were automatically consumable by Sail-
Point (IAM), Symantec (DLP), and ServiceNow (ITSM)

«  Automatically stamping Active Directory security groups with the file
share locations they were provisioned to

Stealthbits’ ability to integrateallowed this customer to maintain consis-
tency for their end users and technology professionals, maximize the val-
ue of their existing investments, and control access to the vast majority
of their organization’s data resources through a single system.
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Stealthbits’ ability to integrate allowed

this customer to maintain consistency,
maximize value, and control access to their
data resources through a single system.
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About Stealthbits:

Stealthbits Technologies, Inc. is a customer-driven
cybersecurity software company focused on
protecting an organization’s sensitive data and
the credentials attackers use to steal that data.
By removing inappropriate data access, enforcing
security policy, and detecting advanced threats,
our highly innovative and infinitely flexible
platform delivers real protection that reduces
security risk, fulfills compliance requirements,
and decreases operational expense.
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