
DATA PRIVACY ENGINE
Identity-Centric Discovery

Available as an add-on to complement StealthAUDIT, Data Privacy Engine effectively connects identities with the location of 
their personal information. This enables privacy and legal professionals to easily facilitate critical data privacy workflows like 
Data Subject Access Requests (DSAR), and security professionals to measure and mitigate risk, implement Privacy by Design 
principles, and detect and respond to data breaches.

No matter where you live, you are likely impacted by at least one privacy regulation and more continue to come into effect 
every year. Data privacy regulations such as CCPA/CPRA and GDPR require that organizations demonstrate compliance with 
data usage restrictions and adequately secure subject data from unauthorized access and data breach. However, in reality 
most organizations struggle to even locate where all their data exists, let alone whose information is contained within their 
files, applications, and databases. Further still, they struggle to understand how the data has been secured, who has access to 
it and if it is being handled properly. 

To more easily locate data, many organizations have looked to implement novel approaches and technologies such as Full-
Text Indexing, AI, and Machine Learning to make short work of otherwise tall tasks. Unfortunately, they’ve quickly realized 
these approaches not only fail to address the real, underlying problems, but have introduced additional complexity and risk, 
while requiring more time and significantly more funding that they simply do not have, especially when any real level of scale 
is required.

In StealthAUDIT 11, Stealthbits’ Data Privacy Engine works in conjunction with StealthAUDIT Sensitive Data Discovery scans to 
create an efficient, secure IdentityIndex™ that privacy, security, and legal professionals can leverage to quickly and easily map 
the locations of subject information. 

Identity Connectors

Through a series of preconfigured Identity Connectors, organizations can easily extract identity-related attributes about 
customers and other potential subjects from verified systems of record like Salesforce, Epic, Peoplesoft, and Paycom, as well 
as homegrown or alternative platforms. 

Subject Profile

Through the creation of a “Subject Profile” for each individual, StealthAUDIT’s broad-reaching Sensitive Data Discovery engine 
accurately identifies the specific location of a subject’s data across virtually any cloud or on-premises data repository. 

Fast DSAR Response

Thanks to the pre-discovery of attributes of data subjects across all repositories (structured, unstructured, on premise, in 
the cloud, etc.) along with an understanding of which files and tables relate to which people, DSARs can easily be facilitated 
because the solution already knows the answer before the question is asked.
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Privacy regulations abound

Hard to protect what you don’t know about

Clarity and understanding of your organization’s personal data
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IDENTIFY THREATS. SECURE DATA. REDUCE RISK.
Stealthbits Technologies, Inc. is a customer-driven cybersecurity software company focused on protecting an 
organization’s sensitive data and the credentials attackers use to steal that data. By removing inappropriate 
data access, enforcing security policy, and detecting advanced threats, our highly innovative and infinitely 
flexible platform delivers real protection that reduces security risk, fulfills compliance requirements, and 
decreases operational expense. 
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NEXT STEPS

Schedule a Demo Download a Free Trial Contact Us
stealthbits.com/demo stealthbits.com/free-trial info@stealthbits.com

Implement a Least Privilege Model

When you have a clear understanding of the 
personal data your organization is in possession 
of, you can zero-in on where the implementa-
tion of Privacy by Design principles are needed 
most urgently, and know for certain when breach 
attempts and activities involve consumer, patient, 
resident, and other subject data.

Easily perform a subject search with immediate results to understand what data exists, where it is located and what attributes 
it contains. 
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