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Netwrix Auditor Installation and Configuration Guide

1.Introduction

1. Introduction

Looking for online version? Check out Netwrix Auditor help center.

This guide is intended for system administrators who are going to install and configure Netwrix Auditor.

The guide provides detailed instructions on how best to deploy and set up the product to audit your IT
infrastructure. It lists all product requirements, necessary rights and permissions and guides you through
the installation and audit configuration processes.

This guide is intended for developers and Managed Service Providers. It provides instructions on how to
use Netwrix Auditor Configuration API for managing Netwrix Auditor configuration objects.

NOTE: It assumed that document readers have prior experience with RESTful architecture and solid
understanding of HTTP protocol. Technology and tools overview is outside the scope of the current
guide.

1.1. Netwrix Auditor Features and Benefits

Netwrix Auditor is a visibility platform for user behavior analysis and risk mitigation that enables control
over changes, configurations and access in hybrid IT environments to protect data regardless of its
location. The platform provides security analytics to detect anomalies in user behavior and investigate
threat patterns before a data breach occurs.

Netwrix Auditor includes applications for Active Directory, Active Directory Federation Services, Azure AD,
Exchange, Office 365, Windows file servers, EMC storage devices, NetApp filer appliances, Nutanix Files,
network devices, SharePoint, Oracle Database, SQL Server, VMware, Windows Server, and User Activity.
Empowered with a RESTful API, the platform delivers visibility and control across all of your on-premises or
cloud-based IT systems in a unified way.

Major benefits:
o Detect insider threats—on premises and in the cloud
« Pass compliance audits with less effort and expense
o Increase productivity of IT security and operations teams

To learn how Netwrix Auditor can help your achieve your specific business objectives, refer to Netwrix_
Auditor Best Practices Guide.

The table below provides an overview of each Netwrix Auditor application:

Application Features

Netwrix Auditor for Active Netwrix Auditor for Active Directory detects and reports on all changes
Directory made to the managed Active Directory domain, including AD objects,
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Application Features

Group Policy configuration, directory partitions, and more. It makes
daily snapshots of the managed domain structure that can be used to
assess its state at present or at any moment in the past. The product
provides logon activity summary, reports on interactive and non-
interactive logons including failed logon attempts.

Also, Netwrix Auditor for Active Directory helps address specific
tasks—detect and manage inactive users and expiring passwords. In
addition, Netwrix Auditor for Active Directory provides a stand-alone
Active Directory Object Restore tool that allows reverting unwanted
changes to AD objects down to their attribute level.

Netwrix Auditor for Azure AD Netwrix Auditor for Azure AD detects and reports on all changes made
to Azure AD configuration and permissions, including Azure AD
objects, user accounts, passwords, group membership, and more. The
products also reports on successful and failed logon attempts.

Netwrix Auditor for Exchange Netwrix Auditor for Exchange detects and reports on all changes made
to Microsoft Exchange configuration and permissions. In addition, it
tracks mailbox access events in the managed Exchange organization,
and notifies the users whose mailboxes have been accessed by non-
owners.

Netwrix Auditor for Office 365  Netwrix Auditor for Office 365 detects and reports on all changes
made to Microsoft Exchange Online and SharePoint Online.

For Exchange Online, the product provides auditing of configuration
and permissions changes. In addition, it tracks mailbox access events
in the managed Exchange Online organization, and notifies the users
whose mailboxes have been accessed by non-owners.

For SharePoint Online, the product reports on read access and
changes made to SharePoint Online sites, including modifications of
content, security settings, and sharing permissions. In addition to
SharePoint Online, OneDrive for Business changes are reported too.

Netwrix Auditor for Windows Netwrix Auditor for Windows File Servers detects and reports on all

File Servers changes made to Windows-based file servers, including modifications
of files, folders, shares and permissions, as well as failed and successful
access attempts.

Netwrix Auditor for EMC Netwrix Auditor for EMC detects and reports on all changes made to
EMCVNX/VNXe and Isilon storages, including modifications of files,
folders, shares and permissions, as well as failed and successful access
attempts.
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Application Features
Netwrix Auditor for NetApp Netwrix Auditor for NetApp detects and reports on all changes made

to NetApp Filer appliances both in cluster- and 7-modes, including
modifications of files, folders, shares and permissions, as well as failed
and successful access attempts.

Netwrix Auditor for Nutanix Netwrix Auditor for Nutanix Files detects and reports on changes
Files made to SMB shared folders, subfolders and files stored on the
Nutanix File Server, including failed and successful attempts.

Netwrix Auditor for Oracle Netwrix Auditor for Oracle Database detects and reports on all

Database changes made to your Oracle Database instance configuration,
privileges and security settings, including database objects and
directories, user accounts, audit policies, sensitive data, and triggers.
The product also reports on failed and successful access attempts.

Netwrix Auditor for Netwrix Auditor for SharePoint detects and reports on read access
SharePoint and changes made to SharePoint farms, servers and sites, including
modifications of content, security settings and permissions.

Netwrix Auditor for SQL Server  Netwrix Auditor for SQL Server detects and reports on all changes to
SQL Server configuration, database content, and logon activity.

Netwrix Auditor for VMware Netwrix Auditor for VMware detects and reports on all changes made
to ESX servers, folders, clusters, resource pools, virtual machines and
their virtual hardware configuration.

Netwrix Auditor for Windows Netwrix Auditor for Windows Server detects and reports on all

Server changes made to Windows-based server configuration, including
hardware devices, drivers, software, services, applications, networking
settings, registry settings, DNS, and more. It also provides automatic
consolidation and archiving of event logs data. With a stand-alone
Event Log Manager tool, Netwrix Auditor collects Windows event logs
from multiple computers across the network, stores them centrally in
a compressed format, and enables convenient analysis of event log
data.

Netwrix Auditor for User Netwrix Auditor for User Sessions detects and reports on all user

Activity actions during a session with the ability to monitor specific users,
applications and computers. The product can be configured to capture
avideo of users' activity on the audited computers.

12/259



Netwrix Auditor Installation and Configuration Guide

1.Introduction

1.2. How It Works

Netwrix Auditor provides comprehensive auditing of applications, platforms and storage systems. Netwrix
Auditor architecture and components interactions are shown in the figure below.

() (2)

Administrator User Business User

J J

administering ’:‘ viewing viewing rp‘
Email,
Netwrix Auditor Netwrix Auditor 3rd party tools
Client Client
@ import @ viewing
______________ >
Audit Reports,
Database Alerts, Search
T o — .
= |
© 1
Data sources storing ! import
Netwrix Auditor |
Server !
—_— Integration API

Custom

Data sources Long-Term storage

(archive)

o Netwrix Auditor Server — the central component that handles the collection, transfer and
processing of audit data from the various data sources (audited systems). Data from the sources not
yet supported out of the box is collected using RESTful Integration API.

o Netwrix Auditor Client — a component that provides a friendly interface to authorized personnel
who can use this console Ul to manage Netwrix Auditor settings, examine alerts, reports and search
results. Other users can obtain audit data by email or with 3rd party tools — for example, reports can
be provided to the management team via the intranet portal.

» Data sources — entities that represent the types of audited systems supported by Netwrix Auditor
(for example, Active Directory, Exchange Online, NetApp storage system, and so on), or the areas you
are interested in (Group Policy, User Activity, and others).

« Long-Term Archive — a file-based repository storage keeps the audit data collected from all your
data sources or imported using Integration APl in a compressed format for a long period of time.
Default retention period is 120 months.

» Audit databases — these are Microsoft SQL Server databases used as operational storage. This type
of data storage allows you to browse recent data, run search queries, generate reports and alerts.
Typically, data collected from the certain data source (for example, Exchange Server) is stored to the
dedicated Audit database and the long-term archive. So, you can configure as many databases as the
data sources you want to process. Default retention period for data stored in the Audit database is
180 days.

13/259



Netwrix Auditor Installation and Configuration Guide

1.Introduction

1.2.1. Workflow Stages

General workflow stages are as follows:

1.

Authorized administrators prepare IT infrastructure and data sources they are going to audit, as
recommended in Netwrix Auditor documentation and industry best practices; they use Netwrix
Auditor client (management Ul) to set up automated data processing.

Netwrix Auditor collects audit data from the specified data source (application, server, storage
system, and so on).

To provide a coherent picture of changes that occurred in the audited systems, Netwrix Auditor can
consolidate data from multiple independent sources (event logs, configuration snapshots, change
history records, etc.). This capability is implemented with Netwrix Auditor Server and Integration API.

NOTE: For details on custom data source processing workflow, refer to the Integration API
documentation.

Audit data is stored to the Audit databases and the repository (Long-Term Archive) and preserved
there according to the corresponding retention settings.

Netwrix Auditor analyzes the incoming audit data and alerts appropriate staff about critical changes,
according to the built-in alerts you choose to use and any custom alerts you have created.
Authorized users use the Netwrix Auditor Client to view pre-built dashboards, run predefined reports,
conduct investigations, and create custom reports based on their searches. Other users obtain the
data they need via email or third-party tools.

To enable historical data analysis, Netwrix Auditor can extract data from the repository and import it
to the Audit database, where it becomes available for search queries and report generation.
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2. Deployment Planning

This section provides recommendations and considerations for Netwrix Auditor deployment planning.
Review these recommendations and choose the most suitable deployment scenario and possible options
depending on the IT infrastructure you are going to audit with Netwrix Auditor. Refer to the following
sections for detailed information:

« Netwrix Auditor Server and Client

« SQL Server and Databases

« File-Based Repository for Long-Term Archive

» Working Folder

o Sample Deployment Scenarios

If you are planning to deploy Data Discovery and Classification edition, refer to this Netwrix Knowledge

Base article for recommendations.

The remote Netwrix Auditor client can be installed on any workstation provided that a user who runs the
product is granted all necessary permissions. See Configure Netwrix Auditor Service Accounts for more
information.

2.1. Netwrix Auditor Server and Client

2.1.1. Physical or Virtual?

It is recommended to deploy Netwrix Auditor Server on the virtualized server - to simplify backup, provide
scalability for future growth, and facilitate hardware configuration updates. Netwrix Auditor client can be
deployed on a physical or virtual workstation, as it only provides the Ul.

You can deploy Netwrix Auditor on the VM running on any of the following hypervisors:
« VMware vSphere Hypervisor (ESXi)
« Microsoft Hyper-V
« Nutanix AHV (Acropolis Hypervisor Virtualization) 20180425.199

You can also consider virtual appliance and cloud deployment options provided by Netwrix.

2.1.2. Domains and Trusts

You can deploy Netwrix Auditor on servers or workstations running supported Windows OS version. See
system requirements for details.

NOTE: Installation on the domain controller is not supported.
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If you plan to have the audited system and Netwrix Auditor Server residing in the workgroups,
consider that in such scenario Netwrix Auditor Server cannot be installed on the machine running
Windows 7 or Windows Server 2008 R2.

Domain trusts, however, may affect data collection from different data sources. To prevent this, consider
the recommendations and restrictions listed below.

If Netwrix Auditor Server and the audit Mind the following restrictions...

system reside...

In the same domain No restrictions
In two-way trusted domains No restrictions
In non-trusted domains « The computer where Netwrix Auditor Server is

installed must be able to access the target system
(server, share, database instance, SharePoint farm, DC,
etc.) by its DNS or NetBIOS name.

« For monitoring Active Directory, File Servers,
SharePoint, Group Policy, Inactive Users, Logon
Activity, and Password Expiration, the domain where
your target system resides as well as all domain
controllers must be accessible by DNS or NetBIOS
names—use the nslookup command-line tool to look
up domain names.

o For monitoring Windows Server and User Activity,
each monitored computer (the computer where
Netwrix Auditor User Activity Core Service resides)
must be able to access the Netwrix Auditor Server
host by its DNS or NetBIOS name.

In workgroups o« The computer where Netwrix Auditor Server is
installed must be able to access the target system
(server, share, database instance, SharePoint farm, DC,
etc.) by its DNS or NetBIOS name.

o For monitoring Active Directory, File Servers,
SharePoint, Group Policy, Inactive Users, Logon
Activity, and Password Expiration, the domain where
your target system resides as well as all domain
controllers must be accessible by DNS or NetBIOS
names—use the nslookup command-line tool to look
up domain names.

« For monitoring Windows Server and User Activity,
each monitored computer (the computer where
Netwrix Auditor User Activity Core Service resides)
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If Netwrix Auditor Server and the audit Mind the following restrictions...

system reside...

must be able to access the Netwrix Auditor Server
host by its DNS or NetBIOS name.

In the next sections you will find some recommendations based on the size of your monitored
environment and the number of activity records (ARs) the product is planned to process per day.

NOTE: Activity record stands for one operable chunk of information in Netwrix Auditor workflow.

2.1.3. Simple Deployment

In this scenario, you only deploy Netwrix Auditor Server and default client, selecting Full installation
option during the product setup.

15 Metwrix Auditor 9.9 Setup - *

Select Installation Type
Select one of the following installation options nEtUJrIx

() Full installation

Installs Metwrix Auditor Server with Netwrix Auditor dient. Select this option when
deploying Metwrix Auditor in your environment for the first time.

() Client installation

Installs the Metwrix Auditor dient only. The application allows you to manage
remote Metwrix Auditor Server and access data.

This scenario can be used for PoC, evaluation, or testing purposes. It can be also suitable for small
infrastructures, producing only several thousands of activity records per day.

If you plan to implement this scenario in bigger environments, consider hardware requirements listed in
the Netwrix Auditor documentation.

2.1.4. Distributed Deployment (Client-Server)

In this scenario, multiple Netwrix Auditor clients are installed on different machines.

For distributed deployment:
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1. First, install Netwrix Auditor Server and default client, selecting Full installation during the product
setup.

2. Then install as many clients as you need, running the setup on the remote machines and selecting
Client installation during the setup. Alternatively, you can install Netwrix Auditor client using Group
Policy. See Installing Netwrix Auditor Client via Group Policy

NOTE: Default local client will be always installed together with the Netwrix Auditor Server in all scenarios.

2.2. SQL Server and Databases

Netwrix Auditor uses SQL Server databases as operational storages that keep audit data for analysis,
search and reporting purposes. Supported versions are SQL Server 2008 and later (Reporting Services
versions should be 2008 R2 or later). You will be prompted to configure the default SQL Server instance
when you create the first monitoring plan; also, you can specify it Netwrix Auditor settings.

« You can configure Netwrix Auditor to use an existing instance of SQL Server, or deploy a new
instance, as described in the Default SQL Server Instance section.

« Forevaluation and PoC projects you can deploy Microsoft SQL Server 2016 SP2 Express Edition with
Advanced Services (sufficient for report generation).

o For production deployment in bigger environments, it is recommended to use Microsoft SQL Server
Standard Edition or higher because of the limited database size and other limitations of Express
Edition.

When choosing SQL Server edition, analyze the size of the environment you are going to monitor, the
number of users, and other factors. This refers, for example, to Netwrix Auditor for Network Devices: if you
need to audit successful logons to these devices, consider that large number of activity records will be
produced, so plan for SQL Server Standard or Enterprise edition (Express edition will not fit).

Netwrix Auditor supports automated size calculation for all its databases in total. The result are displayed,
in particular, in the Database Statistics widget of the Health Status dashboard. Note that this automated
size calculation is supported only for SQL Server 2008 SP3 and later.

2.2.1. Databases

To store data from the data sources included in the monitoring plan, the Monitoring Plan Wizard creates an
Audit Database. Default database name is Netwrix_Auditor_<monitoring_plan_name>. You can give it any
reasonable name, like SharePointAuditData or HQ_WinServers_Audit DB.

NOTE: It is strongly recommended to target each monitoring plan at a separate database.

Also, several dedicated databases are created automatically on the default SQL Server instance. These
databases are intended for storing various data, as listed below.
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Netwrix_AlertsDB Stores alerts.

Netwrix_Auditor_API Stores activity records collected using Integration API.
Netwrix_Auditor_EventLog Stores internal event records.

Netwrix_CommonDB Stores views to provide cross-database reporting.
Netwrix_ImportDB Stores data imported from Long-Term Archive.
Netwrix_OverviewReportsDB Stores data required for overview reports.
Netwrix_Self Audit Stores data collected by Netwrix Auditor self-audit

(optional, created if the corresponding feature is
enabled).

These databases usually do not appear in the Ul; they are only listed in the Database statistics widget of
the Health Status dashboard. If you need their settings to be modified via SQL Server Management Studio,
please contact your database administrator. For example, you may need to change logging and recovery
model (by default, it is set to simplefor all these databases, as well as for the Audit databases).

See next:
« SQL Server

« SQL Server Reporting Services

« Database Sizing
« Database Settings

2.2.2. SQL Server

When planning for SQL Server that will host Netwrix Auditor databases, consider the following:

o For PoC, evaluation scenario or small environment SQL Server can run on the same computer where
Netwrix Auditor Server will be installed, or on the remote machine accessible by Netwrix Auditor.
Remember to check connection settings and access rights.

« Inlarge and extra-large infrastructures SQL Server should be installed on a separate server or cluster.
Installation of Netwrix Auditor and SQL Server on the same server is not recommended in such
environments.

« Ifyou plan to have Netwrix Auditor and SQL Server running on different machines, establish fast and
reliable connection between them (100 Mbps or higher).
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« Both standalone servers and SQL Server clusters are supported, as well as AlwaysOn Availability
Groups.

« You can configure Netwrix Auditor to use an existing SQL Server instance, or create a new one. As an
option, you can install SQL Server 2016 Express Edition, using the Audit Database Settings wizard or
manually downloading it from Microsoft web site (see Install Microsoft SQL Server and Reporting
Services).

NOTE: Ifyou select to set up a new SQL Server instance, the current user account (this should be a
member of local Administrators group) will be assigned the sysadmin server role for it.

You will also need to provide a path for storing the SQL Server databases - it is recommended to
specify the data drive for that purpose (by default, system drive is used).

« Ifyou plan to have more than one Netwrix Auditor Servers in your network, make sure to configure
them to use different SQL Server instances. The same SQL Server instance cannot be used to store
audit data collected by several Netwrix Auditor Servers.

« Consider that sufficient access rights will be required for the account that will write data to the audit
databases hosted on the default SQL Server. This account should be assigned the following roles:

a. Database owner (db_owner) database-level role
b. dbcreator server-level role

NOTE: This account can be specified when you configure the Audit Database settings or when you
create the first monitoring plan.

See also Requirements for SQL Server.

2.2.3. SQL Server Reporting Services

Netwrix Auditor utilizes SQL Server Reporting Services (SSRS) engine for report generation.

If you want to generate reports and run search queries against data collected by Netwrix Auditor, you
should configure SQL Server Reporting Services (2008 R2 and above required).

Consider that SQL Server and SQL Server Reporting Services can be deployed on the separate machines
only in commercial edition. SQL Server Express Edition with Advanced Services does not support such
deployment scenario.

If you plan, however, not to use Netwrix Auditor built-in intelligence (search, alerts or reports) but only to
receive e-mail notifications on audit data collection results, you may not need to configure SSRS or audit
database settings.

2.2.4. Database Sizing

For database sizing, it is recommended to estimate:
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1. Size of the environment you are going to monitor

2. Amount of activity records produced by the audited system

3. Retention policy for the audit databases

4. Maximum database size supported by different SQL Server versions

To estimate the number of the activity records produced by your data sources, collected and saved by
Netwrix Auditor during the week, you can use the Activity records by date widget of the Health Status
dashboard. See Netwrix Auditor Administration Guide for more information.

Netwrix Auditor supports automated size calculation for all its databases in total, displaying the result, in
particular, in the Database Statistics widget of the Health Status dashboard. To estimate current capacity
and daily growth for each database, you can click View details and examine information in the table. See
Netwrix Auditor Administration Guide for more information.

NOTE: This feature is supported only for SQL Server 2008 SP3 and later.

Remember that database size in SQL Server Express editions may be insufficient. For example, Microsoft
SQL Server 2012 SP3 Express Edition has the following limitations which may affect performance:

« Eachinstance uses only up to 1 GB of RAM
« Eachinstance uses only up to 4 cores of the first CPU

« Database size cannot exceed 10 GB

2.2.5. Database Settings

Settings of the certain Audit database, including hosting SQL Server, can be specified when you create a
monitoring plan and configure data collection for an audited system. Mind the following:

1. To store data from the data sources included in the monitoring plan, you can configure the Audit
database on the default SQL Server (recommended), or select another server.

2. By default, database name will be Netwrix_Auditor_<monitoring_plan_name>; you can name the
database as you need, for example, Active_Directory_Audit Data.

NOTE: To avoid syntax errors, for instance, in the PowerShell cmdlets, it is recommended to use the
underscore character (_) instead of space character in the database names.

If not yet existing on the specified SQL server instance, the database will be created there. For this
operation to succeed, ensure that Netwrix Auditor service account has sufficient rights on that SQL
Server.

Settings of other Netwrix Auditor databases cannot be modified.
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2.2.5.0.1. Example
As a database administrator, you can have SQL Server cluster of 2 servers, and 2 Oracle servers. If so, you
can create 2 monitoring plans:

1. First monitoring plan for collecting data from SQL Servers, targeted at Netwrix Auditor_SQL_Monitoring
database.

2. Second monitoring plan for collecting data from Oracle servers, targeted at Netwrix Auditor_Oracle_
Monitoring database.

2.2.5.1. Database Retention

Consider that retention is a global setting, that is, it applies to all Audit databases you configure for your
monitoring plans.

To change database retention after the product deployment:

1. Inthe Netwrix Auditor main screen, select Settings — Audit database.

) Netwrix Auditor - STATIONSQL2016 — m] X

« Settings

Home » Settings

Audit Database
Audit Database

Long-Term Archive ) . o
Configure default Audit Database that stores security intelligence data.

Investigations

Notifications Default SQL Server settings

Integrations SQL Server instance: STATIONSQL2016\SQLEXPRESS2018
Tags Authentication: windows authentication

Licenses User name: enterpriset\administrator

About Netwrix Auditor

Database retention

Clear stale data when a database retention period is exceeded: On

Store audit data in the database for: 180 days

SQL Server Reporting Services settings.

Report Server URL: http://STATIONSQL2016/ReportServer SQLEXPRESS2016
Report Manager URL: http://STATIONSQL2016/Reports_SQLEXPRESS2016

User name: enterprise\administrator

netwrix

2. In the dialog displayed, make sure the Clear stale data when a database retention period is
exceeded: is set to ON, then click Modify to specify the required retention period (in days).

NOTE: This setting also applies to the Netwrix_Auditor_API database.
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2.3. File-Based Repository for Long-Term Archive

Long-Term Archive is a file-based repository for keeping activity records collected by Netwrix Auditor.

2.3.1. Location

Long-Term Archive can be located on the same computer with Netwrix Auditor Server, or separately - in
this case ensure that Netwrix Auditor Server can access the remote machine. By default, the Long-Term
Archive (repository) and Netwrix Auditor working folder are stored on the system drive. Default path to the
Long-Term Archive is %ProgramData%\NetwrixAuditor\Data.

To reduce the impact on the system drive in large and extra-large environments, it is recommended to
move Long-Term Archive to another disk. For that, you should estimate the required capacity using
recommendations in the next section.

Then you should prepare the new folder for repository, target Netwrix Auditor at that folder, and, if
necessary, move repository data from the old to the new location.

To modify Long-Term Archive location and other settings:

1. In Netwrix Auditor client, click Settings — Long-Term Archive; alternatively, if you are viewing the
Long-Term Archive widget of the Health Status dashboard, click Open settings.

Click Modify.

23/259



Netwrix Auditor Installation and Configuration Guide

2.Deployment Planning

Modify Long-Term Archive Settings

Write audit data to:

% PROGRAMDATA% \Netwrix Auditor\Data

Keep audit data for: 120 | months

Metwrix Auditor uses the LocalSystem account to write audit data to the Long-Term Archive.

For the Long-Term Archive stored on the file share, a computer account is used or you can
specify custom credentials.

|:| Use custom credentials (for the file share-based Long-Term Archive only)
User name:

Password:

MNote: Make sure this account has write permissions on the Long-Term Archive folder.

See Metwrix knowledge base to learn how to move the Long-Term Archive to a new location.

2. Enter new path or browse for the required folder.
3. Provide retention settings and access credentials.

4. To move data from the old repository to the new location, take the steps described in this KB article:
https://www.netwrix.com/kb/1879.

Netwrix Auditor client will start writing data to the new location right after you complete data moving
procedure.

2.3.2. Retention

Default retention period for repository data is 120 months. You can specify the value you need in the
Long-Term Archive settings. When retention period is over, data will be deleted automatically.

If the retention period is set to 0, the following logic will be applied:

« Audit data for SQL Server, file servers, Windows Server: only data stored by the last 2 data
collection sessions will be preserved.

« User activity data: only data stored by the last 7 data collection sessions will be preserved.

« Other data sources: only data stored by the last 4 data collection sessions will be preserved.
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2.3.3. Capacity

To examine the repository capacity and daily growth, use the Long-Term Archive widget of the Health
Status dashboard.

& Health Status
Home » Health Status
Activity records by date o Monitoring overview o Health log o
Last activity record: 10/16/2019 8:33 PM Daily summary
5 Moanitoring pl ® Read
onitoring plans eady . [ 37 information
120 0 Monitoring plans Pay attention 342 148 warning
I . 157 errar
o - | 3 Monitoring plans ® Take action
10A0/2019  10M22019  10M42019  10M6/2019
View details View details Open health log
Database statistics o Long-Term Archive o Working folder o
SQL Server instance: DEV021-2012R2
USED SPACE USED SPACE FREE SPACE USED SPACE FREE SPACE
1.2 GB 157.8 MB 55.5GB 19.2 GB 55.5GB
+ 0% day over day - 2% day over day + 0% day over day
I |
View details Open settings
Motification settings Specify settings for health summary email delivery netwrix

To estimate the amount of activity records collected and stored to the repository day by day, use the
Activity Records by date widget. Click View details to see how many activity records were produced by
each data source, collected and saved to the Long-Term Archive and to the database.

Netwrix Auditor will inform you if you are running out of space on a system disk where the repository is
stored by default — you will see this information in the Health Status dashboard, in the health summary
email, and also in the events in the Netwrix Auditor health log.

NOTE: When free disk space is less than 3 GB, the Netwrix services responsible for audit data collection will
be stopped.

2.4. Working Folder

The working folder is a file-based storage that also keeps operational information (configuration files of the
product components, log files, and other data). To ensure audit trail continuity, Netwrix Auditor also caches
some audit data locally in its working folder for a short period (up to 30 days) prior to storing it to the Long-
Term Archive or audit database.

By default, the working folder is located at C:\ProgramData\Netwrix Auditor\ShortTerm.
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In busy environments and during activity peaks, working folder size may grow significantly and require up
to 1 TB, so plan for this file-based storage accordingly. To track the working folder capacity, you can use the
Working Folder widget of the Health Status dashboard. See Netwrix Auditor Administration Guide for
more information. .

If you want to change the working folder default location, run the specially designed utility, as described in
this Knowledge Base article.

2.5. Sample Deployment Scenarios

Recommendations in the sections below refer to deploying the product in the environments of different
size:

« Small Environment

o Regular Environment

o Large Environment

o Extra-Large Environment

Ifyou plan to deploy Data Discovery and Classification edition, consider planning for 3 dedicated servers:
« Netwrix Auditor server
« DDC Collector server
o SQL server with 2 instances: for Netwrix Auditor databases and for DDC Collector database

Also, ensure these servers have enough RAM to prevent from performance loss - minimum 12 GB required,
16+ GB recommended.

To learn more, see DDC Edition: How It Works and Deployment Planning for DDC Edition.

When planning for hardware resources, consider that insufficient CPU and RAM may lead to performance
bottlenecks. Thus, try to provide not minimal but recommended configuration. Same recommendations
refer to planning for storage capacity, especially if you plan to keep historical data for longer periods (e.g.,
to provide for investigations, compliance audit, etc.).

2.5.1. Small Environment

Recommendations below refer to deployment in the evaluation lab or small infrastructure (up to 500
users):
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1. Prepare avirtual machine meeting the following requirements:

Hardware component Requirement

Processor 2 cores
RAM 4 GB minimum, 8 GB recommended
Disk space 100 GB on system drive

100 GB on data drive (capacity required for SQL Server and Long-
Term Archive)
Screen resolution Minimum 1280x1024

Recommended 1920x1080 or higher

2. Download and install Netwrix Auditor on that VM, selecting Full installation to deploy both server
and client components.

3. When prompted to configure the Audit database settings, proceed with installing SQL Server Express
Edition with Advanced Services on the same VM. See Install Microsoft SQL Server and Reporting
Services for more information.

Alternatively, you can install Netwrix Auditor as a virtual appliance on your VMware vSphere or Hyper-V
virtualization server. For more information on this deployment option, refer to the Virtual Appliance page.

2.5.1.1. PoC and Production Infrastructure

« Ifyouareimplementing a PoC project, it is strongly recommended that after its completion you
create a new Netwrix Auditor server VM dedicated for use in production. Migrating the VM that
hosted Netwrix Auditor server during the PoC into production environment is not recommended, as
it may lead to performance problems.

» Consider using a dedicated SQL Server for the PoC project. Production database servers are often
configured with the features that are not necessary for Netwrix Auditor (like cluster support, frequent
backup, and so on). If you have no opportunity to use a dedicated SQL Server, then create an
dedicated instance for Netwrix Auditor databases on your existing server.

2.5.2. Regular Environment

Recommendations below refer to the product deployment in a in a regular environment (500 — 1000 users,
approximately up to 1 million of activity records generated per day):
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1.

2.

3.

Prepare a physical or a virtual machine meeting the following requirements:

Hardware component Requirement

Processor 2-4 cores
RAM 16-32GB
Disk space 200 GB on system drive

0.5-1TB or more on data drive (capacity required for SQL Server
and Long-Term Archive)

Screen resolution Minimum 1280x1024

Recommended 1920x1080 or higher

Download and install Netwrix Auditor on that machine. Deploy the required number of Netwrix
Auditor clients on the remote Windows machines.

NOTE: Client-server connection requires user sign-in. You can automate this process, as described in
the Automate Sign-in to Netwrix Auditor Client section of Online Help.

When prompted to configure the Audit database settings, proceed with installing SQL Server Express
Edition with Advanced Services. See Install Microsoft SQL Server and Reporting Services for more
information.

Alternatively, you can install Netwrix Auditor as a virtual appliance on your VMware vSphere or Hyper-V
virtualization server. For more information on this deployment option, refer to the Virtual Appliance page.

2.5.3. Large Environment

Recommendations below refer to the product deployment in a large environment (up to 20 000 users,
approximately 1+ million of activity records generated per day):

1.

Prepare a physical or a virtual machine for Netwrix Auditor server, meeting the following
requirements:

Hardware component Requirement

Processor 2 cores minimum, 4 cores recommended
RAM 16-32GB
Disk space « 200-500 GB on system drive

« 0.5-1TBon datadrive
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Hardware component Requirement

Screen resolution Minimum 1280 x 1024

Recommended 1920 x 1080 or higher

2. Download and install Netwrix Auditor on that machine. Deploy the required number of Netwrix
Auditor clients on the remote Windows machines.

NOTE: Client-server connection requires user sign-in. You can automate this process, as described in
the Automate Sign-in to Netwrix Auditor Client section of Online Help.

3. Prepare Microsoft SQL Server meeting the following requirements:

Processor 2-4 cores
RAM 16-32 GB
Disk space » 100 GB on system drive

o 200-400 GB on data drive

Software component Requirement

Microsoft SQL Server 2008 or Standard or Enterprise edition (Express cannot be used due to
later its database size limitation)

Dedicated SQL Server instance or cluster is recommended

SQL Server Reporting Services for reporting

2. When prompted to configure the Audit database settings, proceed using the dedicated SQL Server
with Reporting Services.

2.5.4. Extra-Large Environment

Recommendations below refer to the product deployment in an extra-large environment, that is, with
more than 20 000 users (10+ million of activity records generated per day):

1. Prepare a physical or a virtual machine for Netwrix Auditor server, meeting the following
requirements:
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Processor Minimum 4 cores, 8-16 recommended
RAM 32-64GB
Disk space » 300-500 GB on system drive

o« 1+TBon datadrive
Screen resolution Minimum 1280 x 1024

Recommended 1920 x 1080 or higher

2. Download and install Netwrix Auditor on that machine. Deploy the required number of Netwrix
Auditor clients on the remote Windows machines.

NOTE: Client-server connection requires user sign-in. You can automate this process, as described in
the Automate Sign-in to Netwrix Auditor Client section.

3. Prepare a machine for Microsoft SQL Server meeting the following requirements:

Processor 4 cores
RAM 32-64GB
Disk space « 100 GB on system drive

« 1TBon datadrive

Software component Requirement

Microsoft SQL Server 2008 or Standard or Enterprise edition (Express cannot be used due to
later its database size limitation)

Dedicated SQL Server instance or cluster is recommended

SQL Server Reporting Services for reporting

4. As an option, you can install Reporting Services on a dedicated machine. The following hardware
configuration is recommended:
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5.

Hardware component Requirement

Processor 4 cores
RAM 32GB
Disk space » 100 GB on system drive

When prompted to configure the Audit database settings, proceed using the dedicated SQL Server
and Reporting Services.

2.6. Netwrix Auditor for Network Devices Licensing

Netwrix Auditor for Network Devices tracks the number of active network devices (i.e., sending syslog
messages) in its monitoring scope and compares it with the licensed device count. When the licensed
amount is exceeded, the application displays a warning.

Consider the following :

Netwrix Auditor for Network Devices checks audited devices every hour and removes information on
inactive ones.

If Netwrix Auditor does not receive syslog messages from a device for 7 days (by default), the devices
is considered to be inactive.

Information on your network devices will be preserved even if you disable auditing of network
devices data source or restart the Netwrix Auditor for Network Devices Audit Service.

License violation occurs when maximum network device limit exceeded.

Netwrix Auditor for Network Devices includes internal DeviceCounter component responsible for
calculation procedures.
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3. Prerequisites and System
Requirements

This section lists the requirements for the systems that are going to be audited with Netwrix Auditor, and
for the computer where the product is going to be installed. It also contains the information on the
SQL Server versions supported by the Audit Database. Refer to the following sections for detailed
information:

« Supported Data Sources

« Reguirements to Install Netwrix Auditor

« Requirements for SQL Server to Store Audit Data

To learn about Netwrix Auditor licenses, refer to the following Netwrix Knowledge Base article: Netwrix
Auditor Licensing FAQs. To learn how to install a license, refer to Licenses.

To learn about ports and protocols required for product operation, refer to Protocols and Ports Required
for Netwrix Auditor.

To learn about security roles and permissions required for product operation, refer to Configure Netwrix
Auditor Service Accounts.

3.1. Supported Data Sources

The table below lists systems that can be monitored with Netwrix Auditor:

Data source Supported Versions

Active Directory Domain Controller OS versions:

(including Group Policy and » Windows Server 2019
Logon Activity; stand-alone
Inactive User Tracker,
Password Expiration « Windows Server 2012/2012 R2
Notifier, and Netwrix

Auditor Object Restore for

Active Directory)

o Windows Server 2016

Active Directory Federation o ADFS 5.0 - Windows Server 2019

services . ADFS 4.0-Windows Server 2016
o AD FS 3.0 - Windows Server 2012 R2
Azure AD Azure Active Directory version provided within Microsoft Office 365
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Data source Supported Versions

Exchange

Exchange Online

Windows File Servers

EMC

NetApp

NOTE: Netwrix Auditor collects data through Office 365 APIs. In order to

access these APIs, you should have an Office 365 business
account with global administrator privileges associated with one
of suitable Office 365 plans (e.g., Office 365 Enterprise E1). See
Assigning a Privileged Role for Azure AD Auditing for more
information.

Microsoft Exchange Server 2019
Microsoft Exchange Server 2016
Microsoft Exchange Server 2013

Microsoft Exchange Server 2010 SP1 and above

Exchange Online version provided within Microsoft Office 365

« Windows Server OS:

o Windows Server 2019
o Windows Server 2016
e Windows Server 2012/2012 R2

o Windows Server 2008/2008 R2

« Windows Desktop OS (32 and 64-bit):

« Windows 10
e Windows 8.1

« Windows 7

NOTE: To collect data from 32-bit operating systems, network traffic

compression must be disabled.

To collect data from Windows Failover Cluster, network traffic
compression must be enabled.

See File Servers for more information.

EMC VNX/VNXe/Celerra families (CIFS configuration only)
EMC Isilon 7.2.0.0-7.2.04,7.2.1.0-7.2.1.2,8.0.0.0, 8.1.0.0

(CIFS configuration only)

NetApp ONTAP 9.0 - 9.6 (CIFS configuration only)
NetApp Clustered Data ONTAP 8.2.1 - 8.2.3, 8.3, 8.3.1, 83.2 (CIFS
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Data source Supported Versions

Nutanix Files

Network Devices

Oracle Database

SharePoint

SharePoint Online

configuration only)
« NetApp Data ONTAP 8in 7-mode (CIFS configuration only)

« NetApp Data ONTAP 7 (CIFS configuration only)
« Nutanix Files 3.6

Cisco devices
» Cisco ASA (Adaptive Security Appliance) 8 and above
o Cisco IOS (Internetwork Operating System) 12 and 15
Fortinet Fortigate
» FortiOS 5.6 and above
SonicWall
« SonicWall Web Application Firewall 2.0.x.x
« SonicWall NS 6.5.x.x with SonicOS 6.5.x
» SonicWall SMA 11.4.x
Juniper Networks
o VSRX with Junos OS 12.1, Junos OS 18.1
o vMXwith Junos OS 17.1
Palo Alto

» Palo Alto with PAN-OS 8.0.0

o Oracle Database 11g

o Oracle Database 12c On-Premise (all editions)
» Oracle Database 18c On-Premise

« Oracle Database 19c On-Premise

» Oracle Database Cloud Service (Enterprise Edition)

o Microsoft SharePoint Server 2019
o Microsoft SharePoint Server 2016
o Microsoft SharePoint Foundation 2013 and SharePoint Server 2013

« Microsoft SharePoint Foundation 2010 and SharePoint Server 2010

SharePoint Online version provided within Microsoft Office 365
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Data source Supported Versions

SQL Server

VMware

Event Log

Windows Server

NOTE: Netwrix Auditor collects data through Office 365 APIs. In order to

access these APIs, you should have an Office 365 business
account with global administrator privileges associated with one
of suitable Office 365 plans (e.g., Office 365 Enterprise E1). See
Assigning a Privileged Role for Azure AD Auditing for more
information.

Microsoft SQL Server 2017
Microsoft SQL Server 2016
Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2008 R2
Microsoft SQL Server 2008

NOTE: Only stand-alone SQL Servers can be audited. Auditing of Always-

On Availability groups is not supported.

VMware vSphere (ESX) 6.0 - 6.7
VMware vSphere Hypervisor (ESXi) 6.0 - 6.7

VMware vCenter Server 6.0 - 6.7

Windows Server OS:
» Windows Server 2019
» Windows Server 2016
o Windows Server 2012/2012 R2
« Windows Server 2008/2008 R2
Windows Desktop OS (32 and 64-bit):
« Windows 10
o Windows 8.1

o Windows 7

Windows Server OS:
o Windows Server 2019
o Windows Server 2016

» Windows Server 2012/2012 R2
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Data source Supported Versions

o Windows Server 2008/2008 R2

« Windows Desktop OS (32 and 64-bit):
o Windows 10
o Windows 8.1

« Windows 7

DNS Windows Server OS:
» Windows Server 2019
« Windows Server 2016
» Windows Server 2012 R2

o Windows Server 2012

DHCP Windows Server OS:
« Windows Server 2019
o Windows Server 2016
« Windows Server 2012 R2

o Windows Server 2012
IS [1S 7.0 and above

User Activity « Windows Server OS:

o Windows Server 2019

« Windows Server 2016

» Windows Server 2012/2012 R2
« Windows Server 2008/2008 R2

o Windows Desktop OS (32 and 64-bit):

o Windows 10

o Windows 8.1

e« Windows 7

3.1.1. Technology Integrations

In addition to data sources monitored within product, Netwrix Auditor supports technology integrations
leveraging Integration APIl. Download free add-ons from Netwrix Auditor Add-on Store to enrich your
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Netwrix Auditor audit trails with activity from the following systems and applications:

Integration Supported Versions

RADIUS server o Windows Server 2008/2008 R2
o Windows Server 2012/2012 R2
o Windows Server 2016

Amazon Web Services Version currently provided by Amazon

Generic Linux Syslog » Red Hat Enterprise Linux 7 and 6
o SUSE Linux Enterprise Server 12
o openSUSE 42
« Ubuntu 16

« and others devices that support rsyslog messages

CyberArk Privileged Access Version 10.10.
Security

For more information about add-ons, refer to Netwrix Auditor Integration APl Guide. Also, there are even
more add-ons that can export data collected by Netwrix Auditor to other systems (e.g., ArcSight and
ServiceNow).

3.2. Requirements to Install Netwrix Auditor

This section provides the requirements for the computer where Netwrix Auditor is going to be installed.
Refer to the following sections for detailed information:

« Hardware Requirements

« Software Requirements

3.2.1. Hardware Requirements

This section provides rough estimations of the resources required for Netwrix Auditor PoC or evaluation
deployment. Consider that actual hardware requirements will depend on your monitored infrastructure,
the number of users in your environment, and activities that occur in the infrastructure per day.

3.2.1.1. Full Installation

The full installation includes both Netwrix Auditor Server and Netwrix Auditor client. This is the initial
product installation.
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The metrics provided in this section are valid for clean installation on a server without any additional roles
or third part applications installed on it. The configuration with SQL Server implies that the instance will be
used exclusively by Netwrix Auditor. The use of virtual machine is recommended.

Use the numbers below only for initial estimations and be sure to correct them based on your data
collection and monitoring workflow.

You can deploy Netwrix Auditor on a virtual machine running Microsoft Windows guest OS on the
corresponding virtualization platform, in particular:

o VMware vSphere

o Microsoft Hyper-V

« Nutanix AHV

Note that Netwrix Auditor supports

section.

Hardware Starter, evaluation,
(o]§ small

component

environment

only Windows OS versions listed in the Software Requirements

Regular
environment (1m

Large environment
(1-10m ARs/day)

XLarge
environment (10m

Processor

RAM

Disk space

Screen
resolution

Others

ARs/day or less)

Only Netwrix Auditor Server

(SQL Server instance will be deployed on another server)

2 cores

4GB

100 GB—System
drive

100 GB—Data drive
(Long-Term Archive
and SQL Server)

Minimum 1280 x
1024

Recommended
1920 x 1080 or
higher

4 cores

8GB
100 GB—System
drive

400 GB—Data drive

Minimum 1280 x
1024

Recommended
1920 x 1080 or
higher

8 cores

16 GB
500 GB—System
drive*

1.5 TB—Data drive

Minimum 1280 x
1024

Recommended
1920 x 1080 or
higher

Network capacity 1
Gbit

Netwrix Auditor Server with SQL Server

ARs/day or more)

16 cores

64 GB

Up to 1 TB—System
drive*

Up to several TB
per year—Data
drive

Minimum 1280 x
1024

Recommended
1920 x 1080 or
higher

Network capacity 1
Gbit
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Hardware
component

Starter, evaluation, Regular

or small

environment

environment (1m
ARs/day or less)

Large environment
(1-10m ARs/day)

XLarge
environment (10m
ARs/day or more)

(SQL Server instance will be deployed on the same server)

Processor 2 cores 4 cores NOTE: In large and xlarge environments,
installation of Netwrix Auditor and
SQL Server on the same server is
RAM 4GB 16 GB not recommended. To ensure
Netwrix Auditor operability,
Disk space 100 GB—System 100 GB—System deploy a SQL Serverinstanceon a
drive drive separate server or cluster. Refer to
] ) Microsoft guidelines for SQL Server
100 GB—Data drive  1.5TB—Data drive .
) ) deployment requirements.
(Long-Term Archive  (Long-Term Archive
and SQL Server) and SQL Server)
Screen Minimum 1280 x Minimum 1280 x
resolution 1024 1024
Recommended Recommended
1920 x 1080 or 1920 x 1080 or
higher higher

*To ensure audit trail continuity, the product caches some data locally in the Short-Term Archive prior to
storing it to the Long-Term Archive. In busy environments and during activity peaks, the cache size may
grow significantly and require up to 1 TB. By default, the Long-Term Archive and Short-Term Archive are
stored on a system drive. To reduce the impact on the system drive in large and xlarge environments,
Netwrix recommends moving your Short-Term Archive and Long-Term Archive to another disk.

Netwrix Auditor informs you if you are running out of space on a system disk where the Long-Term Archive
is stored by default. You will see events in the Health log once the free disk space starts approaching the
minimum level. When the free disk space is less than 3 GB, the Netwrix services responsible for audit data
collection will be stopped.

Review recommendations on how to effectively deploy Netwrix Auditor and its components. See
Deployment Planning for more information about deploying Netwrix Auditor components (Long-Term
Archive and Audit Database) in a separate location.

3.2.1.2. Client Installation

The client installation includes only Netwrix Auditor client console enables you to connect to the Netwrix
Auditor Server installed remotely.
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Hardware Minimum requirements Recommended requirements

component

Processor Intel or AMD 32 bit, 2 GHz or any Intel Core 2 Duo 2x or 4x 64 bit, 3 GHz or
similar any similar, preferably a virtual machine

RAM 2GB 8 GB

Disk space 200 MB

Screen resolution 1280 x 1024 1920 x 1080 and higher

3.2.2. Software Requirements

The table below lists the software requirements for the Netwrix Auditor installation:

Component Full installation (both Netwrix Client installation (only Netwrix
Auditor Server and Netwrix Auditor Auditor client)
client)
Operating system Windows Server OS: « Windows Desktop OS (32 and
. Windows Server 2019 :T)g-bn): Windows 8.1, Windows

o Windows Server 2016 . .
« Windows Server OS: Windows

e Windows Server 2012 R2 Server 2012/2012 R2, Windows
. Windows Server 2012 Server 2016, and Windows
Server 2019
Windows Desktop OS (64-bit):
o Windows 10
« Windows 8.1
.NET Framework o .NET Framework 4.5 and above. —
Installer « Windows Installer 3.1 and above o Windows Installer 3.1 and
above

3.2.2.1. Additional Components

In order to monitor some data sources, you may be required to install additional software components.

Data source Components

« Active Directory On the computer where Netwrix Auditor Server is installed:
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Data source Components

» Exchange Server « Windows PowerShell 3.0 and above

« Exchange Online « Iftarget serveris running Windows 2008 R2, then Microsoft Visual C++
2008 SP1 Redistributable Package (x64) is required (available at
https://www.microsoft.com/en-US/download/details.aspx?id=15336

In the monitored environment:
» For Active Directory and Exchange Server monitoring:

.NET Framework 4.5 or above

« ADFS On the computer where Netwrix Auditor Server is installed:

o Windows Remote Management must be configured to allow remote
PowerShell usage. For that, set up the TrustedHosts list:

o toinclude all AD FS servers, use the following cmdlet:

Set-Item wsman:\localhost\Client\TrustedHosts -
value '*' -Force;

o to include specific AD FS servers (monitored items), do the
following:

1. Use Get cmdlet to obtain the existing TrustedHosts list.

2. Ifnecessary, add the IP addresses of required AD FS servers
to existing list (use comma as a separator).

3. Provide the updated list to the cmdlet as a parameter. For

example:

Set-Item

wsman: \localhost\Client\TrustedHosts -value
'172.28.57.240,172.28.57.127"' -Force;

NOTE: To learn more about TrustedHosts, refer to this_
Microsoft article.

o Windows Server In the monitored environment:
(with enabled
network traffic
compression)

o .NET Framework 4.5 or above depending on the target server

o User Activity

« SharePoint In the monitored environment:

o .NET Framework 4.5 or above on the computer that hosts SharePoint
Central Administration in the audited SharePoint farm—required for
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Data source Components

Netwrix Auditor for SharePoint Core Service.

o Azure AD Usually, there is no need in any additional components for data collection.
o SharePoint Online ) o
NOTE: If you get an error message saying some components are missing,
please contact Netwrix Technical Support.

o Nutanix Files No additional components required.

« Oracle Database On the computer where Netwrix Auditor Server is installed:

o Microsoft Visual C++ 2010 Redistributable Package—can be installed
automatically during the monitoring plan creation.

o Oracle Data Provider for .NET and Oracle Instant Client

Netwrix recommends downloading the package 64-bit Oracle Data
Access Components 12c Release 4 (12.1.0.2.4) for Windows x64
(ODAC121024_x64.zip). Run the setup and select the Data Provider
for .NET checkbox. Oracle Instant Client will be installed as well. Also,
make sure the Configure ODP.NET and/or Oracle Providers for
ASP.Net at machine-wide level checkbox is selected on the
ODP.NET (Oracle Data Provider) step.

o Group Policy On the computer where Netwrix Auditor Server is installed:

« Group Policy Management Console. Download Remote Server
Administration Tools that include GPMC for:

o Windows 8.1
o Windows 10

» ForWindows Server 2012/2012 R2/2016, Group Policy Management is
turned on as a Windows feature.

« .NET Framework 4.5 or above

o Iftarget serveris running Windows 2008 R2, then Microsoft Visual C++
2008 SP1 Redistributable Package (x64) is required (available at
https://www.microsoft.com/en-US/download/details.aspx?id=15336

3.3. Requirements for SQL Server to Store Audit Data

Ifyou plan to generate reports, use alerts and run search queries in Netwrix Auditor, consider that your
deployment must include Microsoft SQL Server where audit data will be stored. For report generation,
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Reporting Services (or Advanced Services) are also required. For more information, see SQL Server and

Databases.

Supported SQL Server versions and editions are listed below:

SQL Server 2017

SQL Server 2016

SQL Server 2014

SQL Server 2012

SQL Server 2008 R2

SQL Server 2008

Express Edition with Reporting Services

Standard or Enterprise Edition

Express Edition with Advanced Services (SP2)

Standard or Enterprise Edition

Express Edition with Advanced Services

Standard or Enterprise Edition

Express Edition with Advanced Services

Standard or Enterprise Edition

Express Edition with Advanced Services

Standard or Enterprise Edition

Express Edition with Advanced Services

Standard or Enterprise Edition

NOTE: SQL Server Reporting Services 2008 is not supported. In this

case you have to manually install and configure Reporting
Services 2008 R2 (or later).

SQL Server AlwaysOn Availability Group can also be used for hosting Netwrix Auditor audit databases. For

that, after specifying audit database settings in Netwrix Auditor, you should manually add created
database to a properly configured AlwaysOn Availability Group. These steps must be taken each time a new
audit database is created in Netwrix Auditor.

See this Microsoft article for details on adding a database to AlwaysOn Availability Group.

You can configure Netwrix Auditor to use an existing SQL Server instance, or deploy a new instance.

NOTE: If your deployment planning reveals that SQL Server Express Edition will be suitable for your
production environment, then you can install, for example, SQL Server 2016 SP2 Express with
Advanced Services using the Audit Database Settings wizard or by manually downloading it from
Microsoft web site. See Install Microsoft SQL Server and Reporting Services for more information.
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4. Protocols and Ports Required for
Netwrix Auditor Server

During installation, Netwrix Auditor automatically creates inbound Windows Firewall rules for the essential
ports required for the product to function properly. If you use a third-party firewall, make sure to allow
inbound connections to local ports on the target and outbound connections to remote ports on the
source.

Tip for reading the table: For example, on the computer where Netwrix Auditor client is installed
(source), allow outbound connections to remote 135 TCP port. On the computer where Netwrix Auditor
Server resides (target), allow inbound connections to local 135 TCP port.

Protocol Source

Purpose

135 TCP Computer where Netwrix Auditor ~ Netwrix Auditor remote client
Netwrix Auditor Server console
client is installed
9004 TCP Monitored Netwrix Auditor ~ Core services responsible for
computers Server user activity monitoring
9011 TCP Computers where Netwrix Auditor ~ Network traffic compression
Netwrix Auditor for ~ Server and interaction with hubs and
Windows Server services
Compression
Services reside
9699 TCP Script / query host Netwrix Auditor ~ Netwrix Auditor Integration API
Server
Dynamic: TCP Computers where Netwrix Auditor ~ Netwrix Auditor internal
1024 -65535 IS\Ietwrix Acl;c:lit(zr . Server components interaction.
erver and Netwrix .
: ) Allow C:\Program Files
Auditor client are . . :
. (x86)\Netwrix Auditor\Audit
installed
Core\NwCoreSvc.exe to use
the port.
For Managed TCP Netwrix Auditor Netwrix Partner Reporting on active MSP
Service Server Portal licenses
Providers:
443
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In most environments, the rules are created automatically and you do not need to open more ports to
ensure successful data collection.

In rare cases, for example if your security policies require you to provide a justification for opening each
particular port, you might need a more detailed overview. Check out Netwrix Auditor online help center to
learn more about ports used by the product.
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5. Install Netwrix Auditor

This chapter provides step-by-step instructions on how to install Netwrix Auditor and its Compression
Services. Refer to the following sections for detailed information:

« Install the Product

« Installing Core Services to Audit User Activity and SharePoint (Optional)

It also includes advanced scenarios such as:

« Installing Netwrix Auditor Client via Group Policy

« Install Netwrix Auditor in Silent Mode

5.1. Install the Product

NOTE: For instructions on upgrade procedures, refer to Upgrade to the Latest Version.

To install Netwrix Auditor

1. Download Netwrix Auditor 9.9 from Netwrix website.

NOTE: Before installing Netwrix Auditor, make sure that the Windows Firewall service is started. If
you use a third-party firewall, see Protocols and Ports Required for Netwrix Auditor Server.
Also, you must be a member of the local Administrators group to run the Netwrix Auditor
installation.

2. Unpack the installation package. The following window will be displayed on successful operation
completion:
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Welcome to Netwrix Auditor 9.9

@ Netwrix Visibility Academy
Get free resources and best practices for auditing your IT environment.

Go to Netwrix Visibility Academy

B Documentation

Visit Online Help Center for the atest guidelines on setup and upgrade.

Go to Online Help Center

Install Netwrix Auditor

i

Run the setup and start Netwrix Auditor.

Install

© Netwrix Corporation | www.netwrixcom | +1-949-407-5125 | Tol-free: 8886389740 NELUUIIX

3. Follow the instructions of the setup wizard. When prompted, accept the license agreement.
4. Onthe Select Installation Type step, you will be prompted to select the installation type:

« Full installation—Select if you are going to install Netwrix Auditor server and client on the

same machine. In this case the main component called Netwrix Auditor Server and the Netwrix
Auditor client will be installed.

« Client installation—Select if you want to install a Ul client to provide access to configuration
and audit data.

5. Onthe Destination Folder step, specify the installation folder.

6. On the Netwrix Customer Experience Program step, you are invited to take part in the Netwrix
Customer Experience Program. It is optional on your part to help Netwrix improve the quality,
reliability, and performance of Netwrix products and services. If you accept, Netwrix collects statistical
information on how the Licensee uses the product in accordance with applicable law. Select Skip if
you do not want to participate in the program.

NOTE: You can always opt-out of the Netwrix Customer Experience Program later.

7. Click Install.

After a successful installation, Netwrix Auditor shortcut will be added to the Start menu/screen and the
product will start.
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) Netwrix Auditor - WORKSTATION16 — [m} s

Set up a new plan
— to start monitoring
/ your environment
& /_) W
Browse your “ “
intelligence data with \ \

interactive search

Review reports Create monitoring
oo .to stay compliant with plansjand delegate
—> O ' internal and external control of the product
security standards

Investigate anomalies,
in user behavior

Welcome to Netwrix Auditor!

Enable complete visibility in a few easy steps.

[] po not show this tutarial at startup

Netwrix looks beyond the traditional on-premises installation and provides Netwrix Auditor for cloud and
virtual environments. For example, you can deploy Netwrix Auditor on a pre-configured Microsoft Azure
virtual machine or install it as a virtual appliance on your VMware vSphere or Hyper-V virtualization server.
For more information on additional deployment options, visit Virtual Appliance page.

5.2. Installing Core Services to Audit User Activity and
SharePoint (Optional)

To audit SharePoint farms and user activity, Netwrix Auditor provides Core Services that must be installed
in the audited environment to collect audit data. Both Core Services can be installed either automatically
when setting up auditing in Netwrix Auditor, or manually.

Refer to the following sections below for manual installation instructions:

« Install Netwrix Auditor for SharePoint Core Service

« Install Netwrix Auditor User Activity Core Service

5.2.1. Install Netwrix Auditor for SharePoint Core Service

This section contains instructions on how to install Netwrix Auditor for SharePoint Core Service.

NOTE: During the Netwrix Auditor for SharePoint Core Service installation / uninstallation your SharePoint
sites may be unavailable.
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Prior to the Netwrix Auditor for SharePoint Core Service installation, review the following prerequisites and
make sure that:

Netwrix Auditor for SharePoint Core Service is going to be installed on the computer that hosts
SharePoint Central Administration in the audited SharePoint farm.

.Net Framework 3.5 SP1 is installed on the computer that hosts SharePoint Central Administration in
the audited SharePoint farm.

The SharePoint Administration (SPAdminV4) service is started on the target computer. See
Configure SharePoint Farm for Monitoring for more information.

The user that is going to run the Core Service installation:

o Isamember of the local Administrators group on SharePoint server, where the Core Service
will be deployed.

o Isgranted the SharePoint_Shell_Access role on SharePoint SQL Server configuration database.
See Assigning 'SharePoint_Shell_Access' Role for more information.

To install Netwrix Auditor for SharePoint Core Service manually

1.

On the computer where Netwrix Auditor Server resides,navigate to %Netwrix Auditor installation
folder%\SharePoint Auditing\SharePointPackage and copy SpaPackage_<version>.msi to the
computer where Central Administration is installed.

Run the installation package.

Follow the instructions of the setup wizard. When prompted, accept the license agreement and
specify the installation folder.

5.2.2. Install Netwrix Auditor User Activity Core Service

By default, the Core Service is installed automatically on the audited computers when setting up auditing in
Netwrix Auditor. If, for some reason, installation has failed, you must install the Core Service manually on
each audited computer.

To install Netwrix Auditor User Activity Core Service to audit user activity

1.

On the computer where Netwrix Auditor Server resides, navigate to %ProgramFiles% (x86)\Netwrix
Auditor\User Activity Video Recording and copy the UACoreSvcSetup.msi file to the audited computer.

Run the installation package.

Follow the instructions of the setup wizard. When prompted, accept the license agreement and
specify the installation folder.

On the Core Service Settings page, specify the host server (i.e., the name of the computer where
Netwrix Auditor is installed) and the server TCP port.
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5.3. Installing Netwrix Auditor Client via Group Policy

The Netwrix Auditor client can be deployed on multiple computers via Group Policy. This can be helpful if
you want to grant access to configuration and audit data to a significant number of employees and,
therefore, have to run Netwrix Auditor installation on multiple computers.

NOTE: You must be a member of the local Administrators group to run the Netwrix Auditor installation.

5.3.1. Extract MSI File

1. Download the product installation package.
2. Openthe command prompt: navigate to Start — Run and type "cmd".

3. Enterthe following command to extract the msifile into %Temp% folder:

Netwrix Auditor.exe -d%Temp%
where %Temp% can be replaced with any folder you want to extract the file to.

4. Navigate to this directory and locate Netwrix_Auditor_client.msi.

5.3.2. Create and Distribute Installation Package

1. Create a shared folder that will be used for distributing the installation package.

NOTE: Make sure that the folder is accessible from computers where the Netwrix Auditor clients are
going to be deployed. You must grant the Read permissions on this folder to these computer
accounts.

2. Copy Netwrix_Auditor_client.msi to the shared folder.

5.3.3. Create a Group Policy to Deploy Netwrix Auditor

NOTE: It is recommended to create a dedicated organizational unit using Active Directory Users and
Computers and add computers where you want to deploy the Netwrix Auditor client.

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

2. In the left pane, navigate to Forest: <forest_name> — Domain — <domain_name>, right-click
<OU_name> and select Create a GPO in this domain and Link it here.
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3. Right-click the newly created GPO and select Edit from the pop-up menu.

4. Inthe Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Software Settings — Software installation.

5. Intheright page, right-click and select New — Package.
6. Inthedialogthat opens, locate Netwrix_Auditor_client.msi and click Open.

7. Inthe Deploy Software dialog, select Advanced.

IE Group Policy Management Editor
File Action View Help
e | 7HEC:=| HE

\=[ Deployment_Policy [EMTERPRIS|| Mame
~ i Computer Configuration Select deployment method:
w || Policies

Deploy Software =

) Published
w || Software Settings
Software installat @) Assigned

» ] Windows Settings () Advanced

» [ Administrative Temp
5 71 Preferences Select this option to Assign the application without modifications.

~ &, User Configuration

» | Policies

» [ Preferences Cancel

8. Inthe Netwrix Auditor Properties dialog, select the Deployment tab and click Advanced.
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9. In the Advanced Deployment Options dialog, select the Ignore language when deploying this
package checkbox.

Advanced Deployment Options et

Advanced deployment options:
lgnore language when deploying this package

Make this 32-bit X86 application available to Win64 machines.

[]Include OLE class and product information.
Advanced diagnostic information:

Product code: {7BFE793C-EDAD-41E1-BBFA-BTD 785055146}
Deployment Court: 0

Script name: “oom JocaltSysVolcom local'\Policies
\D37486C3-4EAT-4CFI-A1FD-828ECTRCD398}
“WMachineApplications
"{33B28EEB-1C95-4CB0-ARA4-BR97TAIFSDEF} aas

Corcs

10. Close the Netwrix Auditor Properties dialog.
11. Reboot computers where you want to deploy the Netwrix Auditor client.

The product will be automatically installed on computers affected by the newly created Group Policy after
reboot.

5.4. Install Netwrix Auditor in Silent Mode

Silent installation provides a convenient method for deploying Netwrix Auditor without UI.

To install Netwrix Auditor in a silent mode
1. Download the product installation package.
2. Openthe command prompt: navigate to Start — Run and type "cmd".

3. Enter the following command to extract the msi file into the % Temp% folder:

Netwrix Auditor.exe -d%Temp%

where %Temp% can be replaced with any folder you want to extract the file to.
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Enter the following command:

msiexec.exe /i "path to netwrix auditor setup.msi" /gqn install all=0

Command Line Option Description

/i Run installation.

/q Specify the user interface (Ul) that displays during installation.
You can append other options, such as n to hide the Ul.

install all Specify components to be installed:
o O—Install the Netwrix Auditor client only.

o T—Fullinstallation
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6. Upgrade to the Latest Version

Netwrix recommends that you upgrade from the older versions of Netwrix Auditor to the latest version
available in order to take advantage of the new features.

Seamless upgrade to Netwrix Auditor 9.9 is supported for versions 9.7 and 9.8.

If you need to upgrade from an earlier version, please contact technical support.

See next:

« Before Starting the Upgrade

« Upgrade Procedure

6.1. Before Starting the Upgrade

6.1.1. Take Preparatory Steps

Before you start the upgrade, it is strongly recommended to take the following steps:

1.

If your Netwrix Auditor Server is running on Windows Server 2008 or 2008 R2, you must upgrade its
OS to a supported version prior to upgrading Netwrix Auditor itself.

Check that the account under which you plan to run Netwrix Auditor setup has local Administrator
rights.
Back up Netwrix databases - these are all Audit databases, Integration API database, and others (their

default names start with Netwrix). For that:

a. Start Microsoft SQL Server Management Studio and connect to SQL Server instance hosting
these databases.

b. In Object Explorer, right-click each Netwrix database and select Tasks — Back Up.
C. Wait for the process to complete.

Back up the Long-Term Archive folder —its default location is C:\ProgramData\Netwrix Auditor\Data.
You can, for example, copy and archive this folder manually, or use your preferred backup routine.

Ifyou are upgrading from version 9.7 where Netwrix Auditor for User Activity was enabled, install .NET
Framework 4.5 or above on the target servers.

If you used to have Netwrix Auditor add-on for Nutanix Files processing Nutanix SMB shares in
your environment, consider that the same functionality is supported by Netwrix Auditor 9.9 out of
the box. If you plan to continue using both solutions, make sure they will use different ports for
inbound connections; otherwise, you will have to unregister the add-on by the
Netwrix.NutanixFSConfig.exe -unregister command and uninstallit beforeyou start
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upgrading Netwrix Auditor.

7. Finally, close Netwrix Auditor console.

6.1.2. General Considerations and Known Issues (Upgrade
from 9.8 and 9.7)

During the seamless upgrade from previous versions, Netwrix Auditor preserves its configuration, so you
will be able to continue auditing right after finishing the upgrade. However, there are some considerations
you should examine — they refer to the upgrade process and post-upgrade product operation. The issues
listed below applicable to both: upgrade from 9.8 and 9.7.

1. After the upgrade you may receive temporary data collection errors - they occur when the program
tries to upload collected data to the Audit Database before the database upgrade is finished.

2. Shortly after the upgrade, Netwrix Auditor may display incorrect monitoring statuses for the items
included in the monitoring plan. With the next scheduled data collection, statuses will be updated
and displayed normally.

3. Consider the following upgrade notes related to IT Risk Assessment metrics:

a. After upgrade, risk values displayed having "No data" until the product stores a historical
snapshot of your system configuration. This refers to IT risks listed below:

Permissions:

« Site collections with the "Get a link" feature enabled

« Sites with the "Anonymous access" feature enabled
Data:

« Documents and List ltems Accessible by Everyone and Authenticated Users
Infrastructure:

« Servers with inappropriate operating systems

« Servers with under-governed Windows Update configurations

« Servers with unathorized antivirus software

4. After the upgrade Netwrix Auditor will take some time to synchronize data and make it available for
state-in-time reporting, so you will have to wait for this process to complete before reports are filled
in with data. This refers to reports listed below:

Active Directory - State-in-Time reports:
« Account Permissions in Active Directory
« Active Directory Account Permissions Details

« Object Permissions in Active Directory
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« Active Directory Object Permissions Details

» Effective Group Membership

o Users and Computers - Effective Group Membership
Windows Server - State-in-Time reports:

o Domain Accounts Running Scheduled Tasks and Services

o Windows Update Configuration

Check your Network Devices subscriptions and alerts created in Netwrix Auditor 9.8 or 9.7. Some
activity records were refreshed and probably do not match filters, so you should set it up anew.

Subscription to the Administrative Group Members and Effective Group Membership reports
may become inoperable, so you should set it up anew.

Ifyou used to utilize a non-privileged account for Azure AD or Office 365 data collection in your
Netwrix Auditor deployment version 9.8 (or earlier), consider that after the upgrade to version 9.9 you
will have to perform the role assignment procedure anew. Until then, data collection will not be
performed. See For Azure AD Auditingfor more information about role assignment.

6.2. Upgrade Procedure

You can upgrade Netwrix Auditor 9.8 and 9.7 to 9.9 by running the installation package.

To perform the upgrade

1.

Make sure you have completed the preparatory steps described in the Before Starting the Upgrade
section.

Run the setup on the computer where Netwrix Auditor Server resides. Refer to Install the Product
section for detailed instructions.

Ifyou have a client-server deployment, then after upgrading the server run the setup on all remote
machines where Netwrix Auditor Client resides.

NOTE: If you were auditing User Activity or SharePoint server / farm, and the corresponding Core Services

were installed automatically according to the monitoring plan settings, then they will be upgraded
automatically during the initial data collection.
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7. Configure IT Infrastructure for
Auditing and Monitoring

Netwrix Auditor relies on native logs for collecting audit data. Therefore, successful change and access
auditing requires a certain configuration of native audit settings in the audited environment and on the
computer where Netwrix Auditor Server resides. Configuring your IT infrastructure may also include
enabling certain built-in Windows services, etc. Proper audit configuration is required to ensure audit data
integrity, otherwise your change reports may contain warnings, errors or incomplete audit data.

You can configure your IT Infrastructure for monitoring in one of the following ways:

o Automatically when creating a monitoring plan. This method is recommended for evaluation
purposes in test environments.

« Manually. The table below lists the native audit settings that must be adjusted manually to ensure
collecting comprehensive and reliable audit data. You can enable Netwrix Auditor to continually
enforce the relevant audit policies or configure them manually.

Data source  Required configuration

Active In the audited environment:
Directory
(including
Group Policy)

« Install the ADSI Edit utility to the server from which configuration is performed if it
is not a Domain Controller. See Install ADSI Edit for more information.

« The following policies must be set to "Success” for the effective domain controllers
policy:
« Audit account management

« Audit directory service access

o The Audit logon events policy must be set to "Success” (or "Success" and
"Failure") for the effective domain controllers policy.

« The Advanced audit policy settings can be configured instead of basic.

« The Maximum Security event log size must be set to 4GB. The retention
method of the Security event log must be set to “Overwrite events as needed”.

» Auto archiving must be enabled to prevent audit data loss if log overwrites occur.

o The Object- level audit settings must be configured for the Domain,
Configuration and Schema partitions.

« The AD tombstoneLifetime attribute must be set to "730".

« If you have an on-premises Exchange server 2019, 2016, 2013 or 2010 in your
Active Directory domain, consider that some changes can be made via that
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Data source  Required configuration

Exchange server. To be able to audit and report who made those changes, you
should configure the Exchange Administrator Audit Logging (AAL) settings, as
described Configure Exchange Administrator Audit Logging Settings.

On the computer where Netwrix Auditor Server is installed:

« Ifyou have enabled automatic log backup for the Security log of your domain
controller, you can instruct Netwrix Auditor to clear the old backups
automatically. For that, use the CleanAutoBackupLogs registry key, as described
in the Registry Keys for Monitoring Active Directory section.

NOTE: it is recommended that you adjust retention period for the backup files
accordingly (default is 50 hours). SeeSee "Auto-archiving Security Log
(optional)"

» The Secondary Logon service must be running and its Startup type parameter
must be set to "Automatic”.

AD FS In the audited environment

To configure AD FS farm, you will need to enable AD FS audit settings and set up
Windows audit policy:

1. AD FS audit settings must be configured on the primary AD FS server, i.e. on the
first server you have set up in the farm:

« To configure audit of AD FS 3.0 on Windows Server 2012 R2, use the following
PowerShell cmdlet:

Set-AdfsProperties -LogLevel
Errors,FailureAudits, Verbose, SuccessAudits,Warnings

« To configure audit of AD FS 4.0 on Windows Server 2016 or AD FS 5.0 on
Windows Server 2019, use the following PowerShell cmdlets:

Set-AdfsProperties -LogLevel
Errors,FailureAudits, Verbose, SuccessAudits,Warnings

Set-AdfsProperties —-AuditLevel Verbose

2. Windows Audit policy must be configured on each server in the farm. For all
Windows server versions:

» Run the auditpol utility with the following parameters:

auditpol.exe /set /subcategory:"Application Generated"
/failure:enable /success:enable

3. Adjust log size and retention settings for Security log and for AD FS Admin log
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Data source  Required configuration

Retention Settings for details.

NOTE: If AD FS Admin logging is disabled, you should enable it.

Azure AD For Azure AD auditing, no special settings are required. However, remember to do the
following:

1. Configure data collecting account, as described in Configure Data Collecting
Account.

2. Configure required protocols and ports, as described in this table.

Exchange In the audited environment:

« Install the ADSI Edit utility to the server from which configuration is performed if it
is not a Domain Controller. See Install ADSI Edit for more information.

« The following policies must be set to "Success” for the effective domain controllers
policy:
« Audit account management

« Audit directory service access

o The Audit logon events policy must be set to "Success" (or "Success” and
"Failure") for the effective domain controllers policy.

» The Advanced audit policy settings can be configured instead of basic.

o The Maximum Security event log size must be set to 4GB. The retention
method of the Security event log must be set to “Overwrite events as needed”.

o Auto archiving must be enabled to prevent audit data loss if log overwrites occur.

o The Object- level audit settings must be configured for the Domain,
Configuration and Schema partitions.

« The AD tombstoneLifetime attribute must be set to "730".

« If you have an on-premises Exchange server 2019, 2016, 2013 or 2010 in your
Active Directory domain, consider that some changes can be made via that
Exchange server. To be able to audit and report who made those changes, you
should configure the Exchange Administrator Audit Logging (AAL) settings, as
described Configure Exchange Administrator Audit Logging Settings.

o The Administrator Audit Logging settings must be configured (only required for
Exchange 2019, 2016, 2013 or 2010).

« In order to audit mailbox access, native audit logging must be enabled for user,
shared, equipment, linked, and room mailboxes.
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Data source  Required configuration

o Access types: administrator, delegate user

« Actions: Update, Move, MoveToDeletedltems, SoftDelete, HardDelete,
FolderBind, SendAs, SendOnBehalf, Create

On the computer where Netwrix Auditor Server is installed:

» Ifyou have enabled automatic log backup for the Security log of your domain
controller, you can instruct Netwrix Auditor to clear the old backups
automatically. For that, use the CleanAutoBackupLogs registry key, as described
in the Registry Keys for Monitoring Active Directory section.

NOTE: it is recommended that you adjust retention period for the backup files
accordingly (default is 50 hours). SeeSee "Auto-archiving Security Log
(optional)"

» The Secondary Logon service must be running and its Startup type parameter
must be set to "Automatic”.

Exchange In the audited environment:

i
Online » Native audit logging must be enabled for user, shared, equipment, linked, and

room mailboxes.
o Access types: administrator, delegate user
« Actions: Update, Move, MoveToDeletedltems, SoftDelete, HardDelete,
FolderBind, SendAs, SendOnBehalf, Create
NOTE: This is only required for auditing non-owner mailbox access within your
Exchange Online organization.

Remember to do the following:

1. Check that Data Collection Account meets the requirements specified in Configure
Data Collecting Account for Exchange Online. You may need to take the steps
described in Assigning Office 365 Management Roles

2. Configure required protocols and ports, as described in Protocols and Ports_
Required for Monitoring Office 365

Windows File  In the audited environment:

S
ervers » For a security principal (e.g., Everyone), the following options must be configured

in the Advanced Security — Auditing settings for the audited shared folders:

List Folder / Read Data (Files only) "Success" and "Fail"
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Data source  Required configuration

List Folder / Read Data (This folder, "Fail"
subfolders and files)

Create Files / Write Data* "Success" and "Fail"
Create Folders / Append Data* "Success" and "Fail"
Write Extended Attributes* "Success" and "Fail"
Delete Subfolders and Files* "Success" and "Fail"
Delete* "Success" and "Fail"
Change Permissions* "Success" and "Fail"
Take Ownership* "Success" and "Fail"

NOTE: Select "Fail" only if you want to track failure events, it is not required for
success events monitoring.

If you want to get only state-in-time snapshots of your system
configuration, limit your settings to the permissions marked with * and set
it to "Success"” (Apply onto: This folder, subfolders and files).

» The following Advanced audit policy settings must be configured:

« The Audit: Force audit policy subcategory settings (Windows 7 or later)
security option must be enabled.

« Depending on your OS version, configure the categories as follows:

Windows Server 2008

Object Access
Audit File Share "Success"
Audit File System "Success" and "Failure”
Audit Handle Manipulation "Success" and "Failure”
Logon/Logoff
Logon "Success”
Logoff "Success”

Policy Change

Audit Audit Policy Change "Success”
System
Security State Change "Success”
Windows Server 2008 R2 / Windows 7 and above
Object Access
Audit File Share "Success"

61/259



Netwrix Auditor Installation and Configuration Guide

7.Configure IT Infrastructure for Auditing and Monitoring

Data source  Required configuration

Audit File System "Success" and "Failure”

Audit Handle Manipulation "Success" and "Failure”

Audit Detailed file share "Failure”

Audit Removable Storage "Success" and "Failure"
Logon/Logoff

Logon "Success”

Logoff "Success”

Policy Change
Audit Audit Policy Change "Success”
System

Security State Change "Success”

If you want to get only state-in-time snapshots of your system
configuration, limit your audit settings to the following policies:

Object Access
Audit File System "Success”
Audit Handle Manipulation "Success"
Audit File Share "Success"

Policy Change
Audit Audit Policy Change "Success"

« The following legacy policies can be configured instead of advanced:

o The

Audit object access policy must set to "Success" and "Failure”.
Audit logon events policy must be set to "Success".

Audit system events policy must be set to "Success”.

Audit policy change must be set to "Success”.

Security event log maximum size must be set to 4GB. The retention

method of the Security event log must be set to “Overwrite events as needed”.

o The Remote Registry service must be started.

« The following inbound Firewall rules must be enabled:

Remote Event Log Management (NP-In)*
Remote Event Log Management (RPC)*
Remote Event Log Management (RPC-EPMAP)*

Windows Management Instrumentation (ASync-In)
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Data source  Required configuration

« Windows Management Instrumentation (DCOM-In)

« Windows Management Instrumentation (WMI-In)
o Network Discovery (NB-Name-In)

« File and Printer Sharing (NB-Name-In)

« File and Printer Sharing (Echo Request - ICMPv4-In)

« File and Printer Sharing (Echo Request - ICMPv6-In)

NOTE: The rules marked with * are required only if you do not want to use
network traffic compression for auditing.

NOTE: If you plan to audit Windows Server 2019 or Windows 10 Update
1803 without network compression service, make sure the following
inbound connection rules are enabled:

o Remote Scheduled Tasks Management (RPC)

o Remote Scheduled Tasks Management (RPC-EMAP)

On the computer where Netwrix Auditor Server is installed:

« Ifyour file shares contain symbolic links and you want to collect state-in-time data
for these shares, the local-to-local, local-to-remote, remote-to-local, and
remote-to-remote symbolic link evaluations must be enabled on the computer
that hosts Netwrix Auditor Server. See Enable Symbolic Link Evaluations for more
information.

EMCsilon In the audited environment :
o CIFS Network Protocol support is required.

« Create a shared directory /ifs/.ifsvar/audit/ on your cluster.

NOTE: Use SMB (CIFS) protocol for sharing.

« The following filters for auditing protocol operations that succeeded/failed must
be enabled for audited access zones on your cluster:

o Audit Success: read, write, delete, set_security, rename

« Audit Failure: read, create, write, delete, set_security, rename

On the computer where Netwrix Auditor Server is installed:

« Ifyour file shares contain symbolic links and you want to collect state-in-time data
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Data source  Required configuration

for these shares, the local-to-local, local-to-remote, remote-to-local, and
remote-to-remote symbolic link evaluations must be enabled on the computer
that hosts Netwrix Auditor Server. See Enable Symbolic Link Evaluations for more
information.

EMC In the audited environment:

VNX/VNXe

« CIFS Network Protocol support is required.

Security Event Log Maximum Size must be set to 4GB.

The Audit object access policy must be set to "Success” and "Failure” in the
Group Policy of the OU where the audited EMC VNX/VNXe/Celerra appliance
belongs to.

Audit settings must be configured for CIFS File Shares. For a security principal (e.g.,
Everyone), the following options must be set to "Success" and "Fail" in the
Advanced Security — Auditing settings for the audited shared folders:

List Folder / Read Data (Files only)
Create Files / Write Data

Create Folders / Append Data
Write Attributes

Write Extended Attributes

Delete Subfolders and Files
Delete

Change Permissions

Take Ownership

On the computer where Netwrix Auditor Server is installed:

« Ifyour file shares contain symbolic links and you want to collect state-in-time data
for these shares, the local-to-local, local-to-remote, remote-to-local, and
remote-to-remote symbolic link evaluations must be enabled on the computer
that hosts Netwrix Auditor Server. See Enable Symbolic Link Evaluations for more
information.

NetApp In the audited environment:

o CIFS Network Protocol support is required.

« Qtree Security must be configured. The volume where the audited file shares are
located must be set to the "ntfs" or "mixed" security style.
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Data source  Required configuration

« On Data ONTAP 7 and Data ONTAP 8 in 7-mode:

The httpd.admin.enable or the httpd.admin.ssl.enable option
must be set to "on". For security reasons, it is recommended to configure
SSL access and enable the httpd.admin.ssl.enable option.

Thecifs.audit.liveview.enable option must be set to "off"

The cifs.audit.enable and the cifs.audit.file access
events.enable options must be set to "on".

Unless you are going to audit logon events, the cifs.audit.logon
events.enableandthecifs.audit.account_mgmt_events.enable
options must be set to "off".

The Security log must be configured:

e cifs.audit.logsize 300 000 000 (300 MB)
e cifs.audit.autosave.onsize.enable on

e cifs.audit.autosave.file.extension timestamp

e On Clustered Data ONTAP 8 and ONTAP 9:

External Web Services: true
For security reasons, it is recommended to enable only SSL access.

Firewall policy for data interfaces must be configured to allow ONTAPI
protocol connections.

Audit settings must be configured as follows:

Auditing State: true
Log Destination Path: /gudit
Categories of Events to Audit: file-ops, cifs-logon-
logoff
Log Format: evtx
Log File Size Limit: 300MB

« Audit settings must be configured for CIFS File Shares. For a security principal (e.g.,
Everyone), the following options must be set to "Success" and "Fail" in the
Advanced Security — Auditing settings for the audited shared folders:

List Folder / Read Data (Files only)
Create Files / Write Data
Create Folders / Append Data

Write Extended Attributes
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Data source  Required configuration

« Delete Subfolders and Files

o Delete
« Change Permissions

« Take Ownership

On the computer where Netwrix Auditor Server is installed:

« Ifyour file shares contain symbolic links and you want to collect state-in-time data
for these shares, the local-to-local, local-to-remote, remote-to-local, and
remote-to-remote symbolic link evaluations must be enabled on the computer
that hosts Netwrix Auditor Server. See Enable Symbolic Link Evaluations for more

information.
Nutanix File « To allow inbound connections to Netwrix Auditor server from Nutanix File Server,
Server a TCP port must be open:

o For the first Nutanix File Server you configure for auditing, the TCP 9898
port will be used.

o For each subsequent server, a new TCP port must be open. Configure
Nutanix File Server for Monitoring section.

» Target Nutanix File Server must be located in the same subnet as Netwrix Auditor
Server and must be configured as described in the Configure Nutanix File Server

for Monitoring section.

Network In the audited environment:
Devices For Cisco ASA:
» The global configuration mode is selected.
o Thelogging enable option isselected on the Cisco ASA device.
o The logging host parameter is set to the host address of the audited CiscoASA
device. And UDP port (for, example 514) is used for sending messages.
NOTE: Do not select the EMBLEM format logging for the syslog server option.
o« Thelogging timestamp option enabled.
o The logging trap option is selected from 1 to 6 inclusive.
For Cisco 10S:

« The global configuration mode is selected.

e The logging timestamp option enabled.
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Data source  Required configuration

o The logging trap option is selected from 1 to 6 inclusive.

o The logging host parameter is set to the host address where the service is
going to be installed. And UDP port (for, example 514) is used for sending
messages.

For Fortinet Fortigate:

The target Fortinet Fortigate device must be configured via Command Line Interface
(CLI) as described in the Configure Fortinet FortiGate Devices section.

For PaloAlto:

Create a Syslog Server profile and syslog forwarding for the target PaloAlto device via
Web Interface as described in the Configure PaloAlto Devices section.

For Juniper:

The target Juniper device must be configured via JunOS Command Line Interface (CLI)
as described in the Configure Juniper Devices section.

For SonicWall:

Configure log settings, depending on your device type. See Configure Network Devices
for Monitoring for more information.

Oracle In the audited environment:
Database For Standard Auditing (Oracle Database 11g):
« Auditing of the following parameters can be enabled:
« Configuration changes made by any user or specific users
o Successful data access and changes
« Failed data access and changes
« One of the following audit trails must be configured to store audit events:
» Database audit trail

o« XML audit trail

o XML or database audit trail with the ability to keep full text of SQL-specific
query in audit records

For Unified Auditing (Oracle Database 12c, 18¢, 19¢):
« The audit policy must be created and enabled
« Auditing of the following parameters can be enabled:

« Configuration changes
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Data source  Required configuration

SharePoint

SharePoint
Online
(including

OneDrive for

Business)

SQL Server

VMware

Windows
Server
(including
DNS, DHCP

o Successful and failed data access and changes

e Oracle Data Pump,Oracle Recovery Manager (RMAN) and Oracle
SQL*Loader Direct Path Loadcomponents

For Fine Grained Auditing (Oracle Database Enterprise Edition):

« A special audit policy associated with columns in application tables must be
created and enabled

In the audited environment:

o The Audit Log Trimming setting must be set to "Yes" and Specify the number
of days of audit log data to retain must be set to 7 days.

» The Editing users and permissions option must be enabled.

» For auditing read access events only: The Opening or downloading documents,
viewing items in lists, or viewing item properties option must be enabled.

o The SPAdminV4 service must be enabled (required for the Netwrix Auditor Core
Service for SharePoint installation).
In the cloud:
No special configuration required.
Remember to do the following:

1. Check that Data Collection Account meets the requirements specified in Configure
Data Collecting Account for SharePoint Online. You may need to take the steps
described in Assigning Azure AD Administrative Roles

2. Configure required protocols and ports, as described in Protocols and Ports_
Required for Monitoring Office 365

No special configuration required.

NOTE: Ifyou plan to audit an SQL Server for data changes and browse the results using
'Before' and 'After filter values, make sure that the audited SQL database tables
have a primary key (or a unique column). Otherwise, 'Before' and 'After' values
will not be reported.

No configuration required

In the audited environment:

» The Remote Registry and the Windows Management Instrumentation (WMI)
service must be started.
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Data source

Required configuration

and
removable
media)

« The following advanced audit policy settings must be configured:

« The Audit: Force audit policy subcategory settings (Windows 7 or later)
security option must be enabled.

« For Windows Server 2008 —The Object Access, Account Management,
and Policy Change categories must be disabled while the Security Group
Management, User Account Management, Handle Manipulation,
Other Object Access Events, Registry, File Share, and Audit Policy
Change subcategories must be enabled for "Success".

o For Windows Server 2008 R2 / Windows 7 and above—Audit Security
Group Management, Audit User Account Management, Audit Handle
Manipulation, Audit Other Object Access Events, Audit Registry, Audit
File Share, and Audit Audit Policy Change advanced audit policies must
be set to "Success".

The following legacy audit policies can be configured instead of advanced: Audit
object access, Audit policy change, and Audit account management must be
set to "Success”.

The Enable Persistent Time Stamp local group policy must be enabled.

The Application, Security, and System event log maximum size must be set to 4
GB. The retention method must be set to “Overwrite events as needed”.

For auditing scheduled tasks, the Microsoft-Windows-
TaskScheduler/Operational event log must be enabled and its maximum size
must be set to 4 GB. The retention method of the log must be set to “Overwrite
events as needed”.

For auditing DHCP, the Microsoft-Windows-Dhcp-Server/Operational event log
must be enabled and its maximum size must be set to 4 GB. The retention
method of the log must be set to “Overwrite events as needed”.

For auditing DNS, the Microsoft-Windows-DNS-Server/Audit event log must be
enabled and its maximum size must be set to 4 GB. The retention method of the
log must be set to “Overwrite events as needed”.

The following inbound Firewall rules must be enabled:
« Remote Event Log Management (NP-In)
« Remote Event Log Management (RPC)
« Remote Event Log Management (RPC-EPMAP)

« Windows Management Instrumentation (ASync-In)
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Data source  Required configuration

« Windows Management Instrumentation (DCOM-In)

« Windows Management Instrumentation (WMI-In)
o Network Discovery (NB-Name-In)
« File and Printer Sharing (NB-Name-In)
« Remote Service Management (NP-In)
« Remote Service Management (RPC)
« Remote Service Management (RPC-EPMAP)
« Performance Logs and Alerts (DCOM-In)
o Performance Logs and Alerts (TCP-In)
NOTE: If the audited servers are behind the Firewall, review the list of protocols
and ports required for Netwrix Auditor and make sure that these ports are

opened. See Protocols and Ports Required for Netwrix Auditor Server for
more information.

» Forauditing removable storage media, two Event Trace Session objects must be
created.

NOTE: If you want to use Network traffic compression, make sure that the Netwrix
Auditor Server is accessible by its FQDN name.

Event Log In the audited environment:
(including . . . .
Cisco) « ForWindows-based platforms: the Remote Registry service must be running and

its Startup Type must be set to "Automatic”.

« For Syslog-based platforms: the Syslog daemon must be configured to redirect
events.

1S In the audited environment:

« The Remote Registry service must be running and its Startup Type must be set
to "Automatic”.

« The Microsoft- lIS- Configuration/Operational log must be enabled and its
maximum size must be set to 4 GB. The retention method of the log must be set
to “Overwrite events as needed”.

Logon In the audited environment:

Activit . - : :
y » The following policies must be set to "Success” and "Failure" for the effective

domain controllers policy:
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Data source  Required configuration

User Activity

» Audit Logon Events
« Audit Account Logon Events

The Audit system events policy must be set to "Success" for the effective domain
controllers policy.

The Advanced audit policy settings can be configured instead of basic.

The Maximum Security event log size must be set to 4GB. The retention
method of the Security event log must be set to “Overwrite events as needed” or
"Archive the log when full".

The following Windows Firewall inbound rules must be enabled:
« Remote Event Log Management (NP-In)
« Remote Event Log Management (RPC)

« Remote Event Log Management (RPC-EPMAP)

In the audited environment:

The Windows Management Instrumentation and the Remote Registry service
must be running and their Startup Type must be set to "Automatic”.

The File and Printer Sharing and the Windows Management Instrumentation
features must be allowed to communicate through Windows Firewall.

Local TCP Port 9003 must be opened for inbound connections.

Remote TCP Port 9004 must be opened for outbound connections.

On the computer where Netwrix Auditor Server is installed:

The Windows Management Instrumentation and the Remote Registry
services must be running and their Startup Type must be set to "Automatic”.

The File and Printer Sharing and the Windows Management Instrumentation
features must be allowed to communicate through Windows Firewall.

Local TCP Port 9004 must be opened for inbound connections.

Refer to the following topics for detailed instructions depending on the system you are going to audit:

Configure Active Directory Domain for Monitoring

Configure Infrastructure for Monitoring Exchange

Configure Infrastructure for Monitoring Exchange Online

Configure Windows File Servers for Monitoring

Configure EMC Isilon for Monitoring

71/259



Netwrix Auditor Installation and Configuration Guide

7.Configure IT Infrastructure for Auditing and Monitoring

o Configure EMC VNX/VNXe for Monitoring

« Configure NetApp Filer for Monitoring

« Configure Network Devices for Monitoring

« Configure Oracle Database for Monitoring

« Configure SharePoint Farm for Monitoring

« Configure Windows Server for Monitoring

« Configure Infrastructure for Monitoring Windows Event Logs

o Configure Domain for Monitoring Group Policy

« Configure Infrastructure for Monitoring I1S

« Configure Infrastructure for Monitoring Logon Activity

« Configure Computers for Monitoring User Activity

7.1. Configure Active Directory Domain for Monitoring

You can configure your Active Directory domain for monitoring in one of the following ways:
« Automatically (recommended)

o Manually

7.1.1. Automatic Configuration

This is a recommended method of applying Active Directory audit settings required by Netwrix Auditor to
monitor your AD domain. With related option enabled, the program will check your current audit settings
at each data collection and adjust them if necessary.

To use this approach, do any of the following;:

» When creating a new monitoring plan, at the first step of the wizard select the Adjust audit settings
automatically option. See Settings for Data Collection for details.
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New Monitoring Plan

Specify the account for collecting data
User name: Administrator
Pazsword: Enter password

Mote: Make sure the account has sufficient permissions to access and collect data from your data sources. Learn more...

Specify data collection settings

Enable network traffic compression
Adjust audit settings automatically

Mote: Netwrix Auditor will continually enforce the relevant audit policies in your environment. Learn maore...

|:| Collect data for state-in-time reports

« Forthe existing monitoring plan, modify data collection settings for Active Directory data source,

selecting Adjust audit settings automatically option.
See Manage Data Sources and Active Directory for details.

NOTE: If any conflicts are detected with your current audit settings, automatic audit configuration will not

be performed.

7.1.2. Manual Configuration

To configure your domain for monitoring manually, you will need Group Policy Management Console

and ADSE Edit. If these tools are not installed, refer to related sections:

a. Install Group Policy Management Console

b. Install ADSI Edit

Then take the following steps:

1. Configure local or advanced audit policies — to track changes to accounts and groups and to identify

workstations where these changes were made (see Configure Basic Domain Audit Policies or

Configure Advanced Audit Policies for details).

2. Configure Object-Level Auditing
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3. Adjust Security Event Log Size and Retention Settings

4. Adjust Active Directory Tombstone Lifetime

5. Enable Secondary Logon Service

7.1.2.1. Next Steps

If you have an on-premises Exchange server in your Active Directory domain, consider that some changes

can be made via that Exchange server. To be able to audit and report who made those changes, you should

configure the Exchange Administrator Audit Logging (AAL) settings, as described Configure Exchange
Administrator Audit Logging Settings. Besides, the account used for data collection must meet the

following requirements:

« Beamember of the Organization Management or Records Management group
-OR-

« Be assigned the Audit Logs management role See Assigning 'Audit Logs' Role for more information.

Also, remember to do the following for AD auditing:

1. Configure Data Collecting Account, as described in Configure Data Collecting Account

2. Configure required protocols and ports, as described in Protocols and Ports Required for Monitoring
Active Directory, Exchange, and Group Policy.

7.1.3. Configure Basic Domain Audit Policies

Basic audit policies allow tracking changes to user accounts and groups and identifying originating
workstations. You can configure advanced audit policies for the same purpose too. See Configure
Advanced Audit Policies for more information.

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

2. Inthe left pane, navigate to Forest: <forest_ name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

3. Inthe Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Local Policies — Audit
Policy.

4. Configure the following audit policies.
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Policy Audit Events

Audit account management "Success"
Audit directory service access "Success"
Audit logon events "Success" and "Failure”
=] Group Policy Management Editor — O ot
File Action View Help
e 25 = H
|| Scripts (Startup/Shutdown) ~ || Palicy - Policy Setting
> B EENDI}"E:; F'rl.nters Ly Audit account logon events Mot Defined
v ijéCUAFItH Et:;gls_ ) 15y Audit account management Success
’ j Lcculupn i ? = Ly Audit directory service access Success
» [ Local Policies =
N j A Pk Ly Audit logon events Success, Failure
. i User Rights Assignment 12z Audit object access Mot Defined
. Eﬂ Security Options L2y Audit policy change Mot Defined
5 j Event Log L2z Audit privilege use Mot Defined
» [A Restricted Groups 1212 Audit process tracking Mot Defined
> LA System Services Ly Audit system events Mot Defined

NOTE: The Audit logon events policy is only required to collect the information on the originating
workstation, i.e., the computer from which a change was made. This functionality is optional
and can be disabled. See Netwrix Auditor Administration Guide for more information.

5. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.

7.1.4. Configure Advanced Audit Policies

You can configure advanced audit policies instead of basic domain policies to collect Active Directory
changes with more granularity. Either basic or advanced audit policies must be configured to track changes
to accounts and groups, and to identify workstations where changes were made.

Perform the following procedures:

« To configure security options

« To configure advanced audit policies

To configure security options

NOTE: Using both basic and advanced audit policies settings may lead to incorrect audit reporting. To force
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basic audit policies to be ignored and prevent conflicts, enable the Audit: Force audit policy
subcategory settings to override audit policy category settings option.

To do it, perform the following steps:

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

In the left pane, navigate to Forest: <forest_ name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Local Policies —
Security Options.

Locate the Audit: Force audit policy subcategory settings to override audit policy category
settings and make sure that policy setting is set to "Enabled".

=] Group Policy Management Editor - O *
File Action View Help

= HEXE = HE

-~

v i Computer Configuration * || Policy Policy Setting -
v O P:fj'“Cies ) 1] Accounts: Adrministrator account status Mot Defined
’ __I 50ftware Semhgs | Accounts: Bleck Microsoft accounts Mot Defined
v & Windows Settings 1] Accounts: Guest account status Not Defined

» || Name Resolution Policy

) Scripts (Startup/Shutdown) |z Accounts: Limit local account use of blank passwords to co.. Mot Defined

> = Deployed Printers l2s| Accounts: Rename administrator account Mot Defined
v i Security Settings 2] Accounts: Rename guest account Mot Defined
3 jﬂ Account Policies .:o;:gﬂudit: Audit the access of global system objects Mot Defined
v :‘E Local Policies 25 Audit: Audit the use of Backup and Restore privilege Mot Defined

j Audit Policy dit: Force audit policy subcategory settings (Windows Vis... Enabled
3 iﬁ User Rights Assignment |2 Audit: Shut down systermn immediately if unable to log secur.. Mot Defined
> j Security Options L) DCOM: Machine Access Restrictions in Security Descriptor D.. Mot Defined

5. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.

The group policy will be updated.

To configure advanced audit policies

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

In the left pane, navigate to Forest: <forest_ name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Advanced Audit Policy
Configuration — Audit Policies.
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4. Configure the following audit policies.

Policy Subnode Policy Name Audit Events
Account o Audit Computer Account Management "Success”
Management

« Audit Distribution Group Management
« Audit Security Group Management

« Audit User Account Management
DS Access Audit Directory Service Access "Success"

Logon/Logoff o Audit Logoff "Success”

« Audit Logon

NOTE: These policies are only required to collect
the information on the originating
workstation, i.e., the computer from which
a change was made.

=/ Group Policy Management Editor - O *
p Policy Manag

File Action View Help

o2 =

w || Advanced Audit Policy Configuration A Subcategory Audit Events
> E‘H {mdlt Policies 515 Audit Detailed Directory Service Replication Mot Configured
A L v p g
4 % Accoun: h:gcln ; % Audit Directory Service Access Success
;_:fé D:tcaoiluer:i Tr:cnkzi‘r?;men .%02:0 Aud?t D?rectory SEW?CE Charjge.s Mot Configured
- lzie] Audit Directory Service Replication Met Configured

] DS Access

>

>

>

>

» :ﬂ Object Access
3 =

>

>

» ‘;a Global Object Access Auditing

5. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.

7.1.5. Configure Object-Level Auditing

Object-level auditing must be configured if you want to collect information on “Who" and “When”. If, in
addition to the Domain partition, you also want to audit changes to AD configuration and schema, you
must enable object-level auditing for these partitions.
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NOTE: Auditing of the Configuration partition is enabled by default. Refer to Netwrix Auditor
Administration Guide for detailed instructions on how to enable auditing of changes to the Schema
partition in the target AD domain.

Perform the following procedures to configure object-level auditing for the Domain, Configuration and
Schema partitions:

« To configure object-level auditing for the Domain partition

« To enable object-level auditing for the Configuration and Schema partitions

To configure object-level auditing for the Domain partition

1. Open the Active Directory Users and Computers console on any domain controller in the target
domain: navigate to Start — Windows Administrative Tools (Windows Server 2016) or
Administrative Tools (Windows 2012 R2 and below) — Active Directory Users and Computers.

2. Inthe Active Directory Users and Computers dialog, click View in the main menu and ensure that
the Advanced Features are enabled.

] Active Directory Users and Computers - O *

File Action | View Help

g = | # B Add/Remove Columns...

j Active Direc Large lcons 1

? —I Saved O Small lcons

e -}F“:‘] Cf_m;l?; List ntainer for up...
> L b
S [ Com ® Detail .

“ Depl ntainer for do...

i E DZ’;}T Users, Contacts, Groups, and Computers as containers ntainer for sec...
s 3 Fore "  Advanced Features ntainer far or...
» [] Lost Filter Options... ntainer for ma...
5 7] Man ) -aticn for stor...
> [ Prog Sl e settings
5 [ System [ Users Container Default container for up...
v ] Users [ NTDS Quotas  msDS-QuotaC.. Quota specifications co...
5 | NTDS Quotas ] TPM Devices  msTPM-Infor...
» ] TPM Devices Infrastructure  infrastructurel)...

3. Right-click the <domain_name> node and select Properties. Select the Security tab and click
Advanced. In the Advanced Security Settings for <domain_name> dialog, select the Auditing tab.
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Advanced Security Settings for corp

Auditing entries:

Cwner: Administrators (CORP\Administrators) Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

-

Type Principal
% Success  Everyone
HE Success  Everyone

HE Success  Everyone

SR Success Domain Users (CORPY\Domain...
SR Success Administrators (CORP\AdmiIn...

Access

All extended rights
All extended rights
Special

Inherited from

Mone
Mone
Mone
Mone

Mone

Applies to

Special

Special

This ohject only

This object only

This object and all descendant,

Add Remove WView

Restore defaults

Cancel Apply

Do one of the following depending on the OS:

« On pre-Windows Server 2012 versions:

a. Click Add. In the Select user, Computer, Service account, or Group dialog, type

"Everyone" in the Enter the object name to select field.

b. In the Audit Entry dialog that opens, set the "Successful” flag for all access entries except
the following: Full Control, List Contents, Read All Properties and Read Permissions.
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l Auditing Entry for corp [ x| I
Object |Pr0perties I
Tame: I Everyone Change. .. |
Apply onko: IThis object and all descendant objects j
Access: Successful  Failed
Full control a o =
List conkents a o _
Read all properties a a
Wwrite all properties O
Delete O
Delete subtres O
Read permissions Ll O
Madify permissions a
Madify owner a
all walidaked writes a
All extended rights O -
Apply these auditing entries to ohjects |
™ andfor containers within this container el
only
Managing auditing
oK I Zancel |

c. Make sure that the Apply these auditing entries to objects and/or containers within
this container only checkbox is cleared. Also, make sure that the Apply onto parameter
is set to "This object and all descendant objects".

« On Windows Server 2012 and above
a. Click Add. In the Auditing Entry dialog, click the Select a principal link.

b. Inthe Select user, Computer, Service account, or Group dialog, type "Everyone" in the
Enter the object name to select field.

c. Set Type to "Success" and Applies to to "This object and all descendant objects”.

d. Under Permissions, select all checkboxes except the following: Full Control, List Contents,
Read All Properties and Read Permissions.

e. Scroll to the bottom of the list and make sure that the Only apply these auditing
settings to objects and/or containers within this container checkbox is cleared.
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Auditing Entry for corp

Principal: ~ Everyone Select a principal

Type: Success

Applies to: | This object and all descendant objects

Permissions:
[] Full centrol
[ List centents
[ Read all properties
Wirite all properties
Delete
Delete subtree
[ Read permissions
Medify permissions
Meodify owner
Al validated writes
[+ All extended rights
Create all child objects
Delete all child objects
Create Computer objects
Delete Computer objects
Create Contact objects

Delete MSMQ Queue Alias objects

Create msPKl-Key-Recovery-Agent objects

Delete msPKI-Key-Recovery-Agent objects

Create msSFU30MailAliases objects

Delete msSFU30MailAliases objects

Create msSFU30Netld objects

Delete msSFU30Netld objects

Create ms5FU30MetworkUser objects

Delete msSFU30NetworkUser objects

Create msTPM-InformationObjectsContainer objects
Delete msTPM-InformationOhbjectsContainer ohjects
Create nisMap objects

Delete nishap objects

Create nishetgroup objects

Delete nisMetgroup objects

Create nisObject objects

To enable object-level auditing for the Configuration and Schema partitions

NOTE: To perform this procedure, you will need the ADSI Edit utility. In Windows Server 2008 and above,
this component is installed together with the AD DS role, or it can be downloaded and installed

on how to install the ADSI Edit utility.

1. Onany domain controller in the target domain, navigate to Start — Windows Administrative Tools
(Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below) — ADSI Edit.

2. Right-click the ADSI Edit node and select Connect To. In the Connection Settings dialog, enable
Select a well-known Naming Context and select Configuration from the drop-down list.
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Connection Settings

Mame: | Configuration

Path: |LDAP:Hmutdcl.mrp.lumlfCunﬁguraﬁun

Connection Point
(_Jselect or type a Distinguished Mame or Naming Context:

| > |

(®) select a well known Maming Context:

Computer
(i select or type a domain or server: (Server | Domain [:port])

Configuration W

| > |

(®) Default (Domain or server that you logged in to)
[ Jusze 55L-bazed Encryption

Advanced... Cancel

Expand the Configuration <Your_Root_Domain_Name> node. Right-click the CN=Configuration,

DC=<name>,DC=<name>... node and select Properties.

In the CN=Configuration, DC=<name>, DC=<name> Properties dialog select the Security tab and
click Advanced. In the Advanced Security Settings for Configuration dialog, open the Auditing tab.

Do one of the following depending on the OS:

« On pre-Windows Server 2012 versions:

a. Click Add. In the Select user, Computer, Service account, or Group dialog, type
"Everyone" in the Enter the object name to select field.

b. In the Audit Entry dialog that opens, set the "Successful” flag for all access entries except
the following: Full Control, List Contents, Read All Properties and Read Permissions.
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l Auditing Entry for corp [ x| I
Object |Pr0perties I
Tame: I Everyone Change. .. |
Apply onko: IThis object and all descendant objects j
Access: Successful  Failed
Full control a o =
List conkents a o _
Read all properties a a
Wwrite all properties O
Delete O
Delete subtres O
Read permissions Ll O
Madify permissions a
Madify owner a
all walidaked writes a
All extended rights O -
Apply these auditing entries to ohjects |
™ andfor containers within this container el
only
Managing auditing
oK I Zancel |

c. Make sure that the Apply these auditing entries to objects and/or containers within
this container only checkbox is cleared. Also, make sure that the Apply onto parameter
is set to "This object and all descendant objects".

« On Windows Server 2012 and above
a. Click Add. In the Auditing Entry dialog, click the Select a principal link.

b. Inthe Select user, Computer, Service account, or Group dialog, type "Everyone" in the
Enter the object name to select field.

c. Set Type to "Success" and Applies to to "This object and all descendant objects”.

d. Under Permissions, select all checkboxes except the following: Full Control, List Contents,
Read All Properties and Read Permissions.

e. Scroll to the bottom of the list and make sure that the Only apply these auditing
settings to objects and/or containers within this container checkbox is cleared.
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Auditing Entry for corp m}
Principal: ~ Everyone Select a principal
Type: Success
Applies to: | This object and all descendant objects
Permissions:
[] Full centrol Delete MSMQ Queue Alias objects
[ List centents Create msPKI-Key-Recovery-Agent objects
[ Read all properties Delete msPKI-Key-Recovery-Agent objects
Write all properties Create msSFU30MailAliases objects
Delete Delete msSFU30MailAliases objects
Delete subtree Create msSFU30Netld objects
[ Read permissions Delete msSFU30Netld objects
Medify permissions Create msSFU30NetworkUser objects
Meodify owner Delete msSFU30NetworkUser objects
All validated writes Create msTPM-InformationObjectsContainer objects
All extended rights Delete msTPM-InformationOhbjectsContainer ohjects
Create all child objects Create nisMap objects
Delete all child objects Delete nishap objects
Create Computer objects Create nishetgroup objects
Delete Computer objects Delete nisMetgroup objects
Create Contact objects Create nisObject objects
Cancel

6. Repeat these steps for the Schema container if necessary.

7.1.6. Adjust Security Event Log Size and Retention Settings

Security event log of the domain controller is essential for the change auditing of your Active Directory. If
the log size is insufficient, overwrites may occur before Netwrix Auditor stores event data to its long-term
archive and audit database, and some information may be lost.

To prevent overwrites, you can increase the maximum size of the Security event log and set retention
method for this log to “Overwrite events as needed".

To adjust domain controller's Security event log size and retention method, follow the procedure described

below.

NOTE: To read about event log settings recommended by Microsoft, refer to this article.

To increase the maximum size of the Security event log and set its retention method

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

2. Inthe left pane, navigate to Forest: <forest_name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

3. Navigate to Computer Configuration — Policies — Windows Settings — Security Settings —
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Event Log and double-click the Maximum security log size policy.

=/ Group Policy Management Editor — O X
File Action View Help
= 2RH XE = HE

-

~ & Computer Cenfiguration ~ || Policy Policy Setting

v Fi?liCie; . 15| Maximum application log size Mot Defined
’ _I Sn).ftware Settlrlgs imum security log size 4194240 kilobytes

v ‘HEmdows Settlngs- . g Maxirmurmn systemn log size Mot Defined

» || Mame Resclution Policy i o )

&) Scripts (Startup/Shutdown) l2s) Prevent local guests group from access!ng apph?atlon log Mot Deﬁned

5 mm Deployed Printers 124 Prevent local guests group from accessing security log Mot Defined

- i Security Settings 124 Prevent local guests group from accessing system log Mot Defined

N ja Account Policies |24 Retain application log Mot Defined

3 j Local Palicies |24 Retain security log Mot Defined

3 j Event Log |24 Retain system log Mot Defined

>[4 Restricted Groups 1) Retention methed for application log Mot Defined

>[4, System Services 124 Retention method for security log Mot Defined

» [ 4 Registry 12 Retention method for system log Mot Defined

4. In the Maximum security log size Properties dialog, select Define this policy setting and set
maximum security log size t0"4794240" kilobytes (4GB).

5. Select the Retention method for security log policy. In the Retention method for security log
Properties dialog, check Define this policy and select Overwrite events as needed.

6. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.

7.1.6.1. Auto-archiving Security Log (optional)

If "Overwrite" option is not enough to meet your data retention requirements, you can use auto-archiving
option for Security event log to preserve historical event data in the archive files. This option can be
enabled centrally for all domain controllers, using the procedure described below. In such scenario, the logs
will be automatically archived when necessary (no events will be overwritten).

To enable Security log auto archiving centrally for all domain controllers

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

2. Inthe left pane, navigate to Forest: <forest_name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

3. Navigate to Computer Configuration — Policies. Right-click Administrative Templates: Policy
definitions and select Add / Remove templates. Click Add in the dialog that opens.

4. In the Policy Templates dialog, navigate to %Netwrix Auditor Server installation folder%/Active
Directory Auditing, select the Log Autobackup.adm file (if the product is installed on a different
computer, copy this file to the domain controller), and click Open to add the template.
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5. Navigate to Computer Configuration — Policies — Administrative Templates: Policy
Definitions — Windows Component — Event Log Service — Security. Do the following:

Windows Server 2008 / « Back up log automatically when "Enabled”
2008 R2 full

o Retain old events

Windows Server 2012 / « Back up log automatically when "Enabled"
2012 R2/2016/ 2019 full

« Control Event Log behavior when
the log file reaches its maximum
size

6. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.

Now the automatic log backup is enabled.

7.1.6.1.1. Using Netwrix Auditor to Remove Outdated Log Backups

You can instruct Netwrix Auditor to keep log archives (backups) for the specified period of time. When it
expires, Netwrix Auditor will delete log archives from target domain controllers. To configure related
Netwrix Auditor settings, use the registry key and set the required value, as described below.

To configure retention period for log backups
1. On the Netwrix Auditor Server, open Registry Editor.

2. Navigate to HKEY_LOCAL_MACHINE — SOFTWARE — Wow6432Node — Netwrix Auditor — AD
Change Reporter.

3. Create a new value: in the right pane, right-click and select New — DWORD (32-bit Value). Enter
CleanAutoBackupLogs as the new value name. This value will define the time period (in hours) after
which Netwrix Auditor will remove security event log backups from the domain controllers. By
default, it is set to 50 hours.

NOTE: If this value is set to 0, you will have to remove the old backups manually, or you may run out
of space on your hard drive.
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B Registry Editer - O X
File Edit View Favorites Help

v g Computer # || Mame Type Data

» - HKEY_CLASSES ROOT {25 (Default) REG 57 (value not set)
5 .|| HKEV_CURRENT_USER HiF

: REG_DWORD 00000001 (1)
M > "HK?C‘LOCAL‘MACHWE :: Installpathl REG_SZ C:\Program Files (x36)\Metwrix Auditor\ Active Dir...
. HARDWARE vo| Show_Audit_Co... REG_DWORD 000000001 (1)
5. | SAM
L. | SECURITY
~.| | SOFTWARE
>: - Classes New % Key
» -| | Clients
s .| | Description String Value
5| | Intel Binary Yalue
» | Microsoft DWORD (32-bit) Value
> L} ODBC OWORD (64-bit] Value
> ORACLE
s .| | Partner Multi-5tring Value
s .| | Policies Expandable 5tring Value

: RegisteredApplications
v.| | WOWB432Node
Classes
Clients
Intel
Microsoft
Metwrix
MNetwrix Auditor
: > - Active Directory Online
v | AD Change Reporter v

R Y

4. Double-click the new CleanAutoBackupLogs value. Modify Value data as required, and click OK to
save the changes.

Edit DWORD (32-bit) Value >
Walue name:
|Dean.ﬂu.rtu BackuplLogs
Walue data: Basze
|5{j | () Hexadecimal
(@) Decimal
Cancel

See also Registry Keys for Monitoring Active Directory.

7.1.7. Adjust Active Directory Tombstone Lifetime

You can restore deleted Active Directory objects and their attributes using the Netwrix Auditor Object
Restore for Active Directory tool shipped with Netwrix Auditor. The tool finds the information on deleted
objects in the product snapshots (this data is stored in the Long-Term Archive, a local file-based storage of
audit data) and AD tombstones.

To be able to restore deleted Active Directory objects longer, increase the Active Directory tombstone
lifetime property (set by default to 180 days). Netwrix recommends setting it to 2 years (730 days). You can
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specify any number of days, but a selected value should not exceed the Long-Term Archive retention
period. Take into consideration that increasing tombstone lifetime may affect Active Directory performance

and operability.

To change the tombstone lifetime attribute

NOTE: To perform this procedure, you will need the ADSI Edit utility. In Windows Server 2008 and above,
this component is installed together with the AD DS role, or it can be downloaded and installed

on how to install the ADSI Edit utility.

1. Onany domain controller in the target domain, navigate to Start — Windows Administrative Tools
(Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below) — ADSI Edit.

2. Right-click the ADSI Edit node and select Connect To. In the Connection Settings dialog, enable
Select a well-known Naming Context and select Configuration from the drop-down list.

Connection Settings

=

Mame: | Configuration

Path: |LDAP:Hruntdcl.mrp.Iomlannﬁguraﬁnn

Connection Point
i JSelect or type a Distinguished Mame or Naming Context:

> |

(®) select a well known Naming Context:

Configuration w
Computer
(") select or type a domain or server: (Server | Domain [:port])

| v

{®) Default (Domain or server that you logged in to)
[ ]Juse 55L-bazed Encryption

Advanced... Cancel

3. Navigate to Configuration <Your_Root_Domain_Name —

CN=Configuration,DC=<name>,DC=<name> — CN=Services — CN=Windows NT —
CN=Directory Service. Right-click it and select Properties from the pop-up menu.

4. In the CN=Directory Service Properties dialog, locate the tombstonelLifetime attribute in the

Attribute Editor tab.
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5.

& ADSI Edit —
File Action View Help
&= 1EIXEG= HE__ _ .
CM=Directory Service Properties 7 >
[ ADSI Edit
v 7 Configuration [rootdcl.corp.local] Attribute Editor  Security c
w [ | CM=Configuration,DC=corp,DC=loc
[ CH=DisplaySpecifiers Attributes:
[ | CHN=Extended-Rights Mtribute Value A
] CN=ForestUpdates repl TopologyStayCfE...  <not set>
[7] CN=LostAndFoundConfig replUp ToDateVectar <not set>
[ CHM=NTDS Quotas repsFrom <not set>
[ CM=Partitions repsTo <not set>
|| CM=Physical Locations revision <not set>
v [ | CM=Services showlnAdvancedyie... TRUE
7] CM=Claims Configuration sPNMappings host=aleter appmgmt cisve clipsrv browser,d
] CN=Group Key Distribution 5 subRefs <not set>
] CN=Microsoft SPP systemFlags cnot set>
7 CN=MsmgServices tombstoneLifetime
[ CM=MetServices ur cnot set>
[ CN=Public Key Services uSNChanged a1z
- uShNCreated 4122
- CN=RRAS USNDSALsstObiRem. .. <not set> v
v || CN=Windows NT < »
» [ CM=Directory Service
[ CM=S5Sites Edit Fitter
] CH=Wellknown Security Principg
. s Cancel Apply Help X

Click Edit. Set the value to "730" (which equals 2 years).

7.1.8. Enable Secondary Logon Service

1.

2.
3.

4.

On the computer where Netwrix Auditor Server resides, navigate to Start — Windows
Administrative Tools (Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below)
— Services.

In the Services dialog, locate the Secondary Logon service, right-click it and select Properties.

In the Secondary Logon Properties dialog, make sure that the Startup type parameter is set to
"Automatic” and click Start.

In the Services dialog, ensure that Secondary Logon has the "Started" (on pre-Windows Server 2012
versions) or the "Running” (on Windows Server 2012 and above) status.

7.2. Configure AD FS Server for Monitoring

Active Directory Federation Services (AD FS) server role can be assigned:
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« toadomain controller
« toaWindows server joined in the domain

Multiple AD FS federation servers can be included in a farm - a group of connected servers with
configuration replicated between them. The first AD FS federation server you set up in the farm becomes a
primary server. Other federation servers you add to the farm will become secondary servers.

You can configure your AD FS farm for monitoring in one of the following ways:
« Automatically (recommended)
o Manually

NOTE: Make sure you have Windows Remote Management properly configured on your Netwrix Auditor
server. See Software Requirements for details.

7.2.1. Automatic Configuration

Audit settings can be applied automatically if your monitoring plan has the primary AD FS federation server
included as an item. If it has only secondary AD FS federation servers included, you will need to configure
audit settings manually, as described later in this section.

To configure AD FS farm audit settings automatically

1. Select the AD FS data source in this monitoring plan (top row under the header), click Edit data
source to open its settings.

< Monitoring plan ADFS

Home > Monitoring Plans > Monitoring plan ADFS

Data source Status Last activity time Monitoring plan
ADFs O Enabled 10/16/2019 1:13:42 PM & cdit settings
172.28.57.228 (Federation server) v Ready
& Delegate
+ Add item
[> Update
Data source

+ Add data source

# Edit data source

X Remove data source

tem
+ Add item

Edit Item

1%

x

Remove Item

ntelligence
B search

Bl view reports

netwrix
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2. Inthe Configure audit settings section, select Adjust audit settings automatically check box.

«— ADFS

Home > Monitoring Plans > Monitoring plan ADFS > AD FS

Maonitor this data source and collect activity data

@D on

Schedule AD FS logons collection

Collect logons every: 10 minutes

Specify data collection method

Enable network traffic compression

Configure audit settings

Adjust audit settings automatically

MNetwrix Auditor will continually enforce the relevant audit policies in your environment. Learn mare...

netwrix

Save & Close Save Discard

3. Savethe settings.

Netwrix Auditor will automatically configure audit settings on all servers in the AD FS farm and adjust the
necessary log settings on these servers.

7.2.2. Manual Configuration

To configure AD FS farm manually, you will need to enable AD FS audit settings and set up Windows audit
policy:
1. AD FS audit settings must be configured on the primary AD FS server, i.e. on the first server you have
set up in the farm:

« To configure audit of AD FS 3.0 on Windows Server 2012 R2, use the following PowerShell cmdlet:
Set-AdfsProperties -Loglevel Errors,FailureAudits,Verbose, SuccessAudits,Warnings

« To configure audit of AD FS 4.0 on Windows Server 2016 or AD FS 5.0 on Windows Server 2019,
use the following PowerShell cmdlets:

Set-AdfsProperties -LoglLevel Errors,FailureAudits,Verbose, SuccessAudits,Warnings

Set-AdfsProperties -AuditLevel Verbose
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2. Windows Audit policy must be configured on each server in the farm. For all Windows server versions

« Run the auditpol utility with the following parameters:

auditpol.exe /set /subcategory:"Application Generated" /failure:enable
/success:enable

3. Adjust log size and retention settings for Security log and for AD FS Admin log (under Applications
and Service logs). See Adjusting Event Log Size and Retention Settings for details.

NOTE: If AD FS Admin logging is disabled, you should enable it.
Also remember to do the following:

» Configure Data Collecting Account as described in For AD FS Auditing.

« Configure ports as described in Protocols and Ports Required for Monitoring AD FS Logons.

7.3. Configure Infrastructure for Monitoring Exchange

You can configure your infrastructure for monitoring Exchange in one of the following ways:
« Automatically when creating a monitoring plan
This method is recommended for evaluation purposes in test environments. If any conflicts are
detected with your current audit settings, automatic audit configuration will not be performed.
NOTE: If you select to automatically configure audit in the target environment, your current audit
settings will be checked on each data collection and adjusted if necessary.

e Manually. You need to adjust the same audit settings as those required for monitoring Active
Directory. See Configure Active Directory Domain for Monitoring for more information.

If your Exchange organization is running Exchange 2010, 2013, or 2016, you must also configure the
Administrator Audit Logging (AAL) settings. If you want to track non-owner access, configure mailbox
monitoring. See Configure Exchange for Monitoring Mailbox Access for more information.

For Exchange auditing, also remember to do the following:

1. Configure Data Collecting Account, as described in Configure Data Collecting Account

2. Configure required protocols and ports, as described in Protocols and Ports Required for Monitoring
Active Directory, Exchange, and Group Policy

7.3.1. Configure Exchange Administrator Audit Logging
Settings

If the audited AD domain has an Exchange organization configured, you must configure the Exchange
Administrator Audit Logging (AAL) settings. To do this, perform the following procedure on any of the
audited Exchange servers (these settings will then be replicated to all Exchange servers in the domain).
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To configure Exchange Administrator Audit Logging settings

1. On the computer where the monitored Exchange server is installed, navigate to Start — Programs
— Exchange Management Shell.

2. Execute the following command depending on your Exchange version:

« Exchange 2019, 2016 and 2013

Set-AdminAuditLogConfig —-AdminAuditLogEnabled S$true -
AdminAuditLogAgelLimit 30 -AdminAuditLogCmdlets * -LogLevel Verbose

« Exchange 2010

Set-AdminAuditLogConfig -AdminAuditLogEnabled S$true -
AdminAuditLogAgelLimit 30 -AdminAuditLogCmdlets *

3. Onthe computer where Netwrix Auditor is installed, browse to the %Netwrix Auditor Server
installation folder%/Active Directory Auditing folder, locate the SetAALExcludedCmdlets.ps1 file and
copy it to Exchange.

4. In Exchange Management Shell, in the command line, execute this file by specifying the path to it:

<Path To SetAALExcludedCmdlets File>.\SetAALExcludedCmdlets.psl

This file contains a list of cmdlets that must be excluded from Exchange logging to reduce server load.
Make sure your policies allow script execution.

7.3.2. Configure Exchange for Monitoring Mailbox Access

Netwrix Auditor allows tracking non-owner mailbox access in your Exchange organization.

It is recommended to select Adjust audit settings automatically option when setting up Exchange
monitoring in Netwrix Auditor. See Settings for Data Collection for more information.

However, in some scenarios users may need to apply required audit settings manually. For that, review the
following procedures:

« To configure mailbox access tracking for Exchange 2019, 2016 and 2013 manually

« To configure mailbox access tracking for Exchange 2010 manually

To configure mailbox access tracking for Exchange 2019, 2016 and 2013 manually
NOTE: Perform the procedures below only if you do not want to enable the automatic audit configuration
option when setting up monitoring in Netwrix Auditor.
You can configure auditing for:
« Allmailboxes (User, Shared, Linked, Equipment, and Room mailbox)

o Selected mailboxes

93/259


https://helpcenter.netwrix.com/Plans/Plan_Wizard/Account_Step.html

Netwrix Auditor Installation and Configuration Guide

7.Configure IT Infrastructure for Auditing and Monitoring

Track... Steps...

All
mailboxes

Selected
mailbox

1.

On the computer where the monitored Exchange server is installed, navigate to Start
— Programs — Exchange Management Shell.

Execute the following command:

Get-MailboxDatabase -Server {0} | foreach { Get-Mailbox
-RecipientTypeDetails UserMailbox, SharedMailbox,
EquipmentMailbox, LinkedMailbox, RoomMailbox | Set-Mailbox
-AuditEnabled S$true -AuditAdmin Update, Copy,Move,
MoveToDeletedItems, SoftDelete, HardDelete, FolderBind, SendAs,
SendOnBehalf, MessageBind, Create

-AuditDelegate Update,Move,MoveToDeletedItems, SoftDelete,
HardDelete, FolderBind, SendAs, SendOnBehalf,Create }

Where the {0} character must be replaced with your audited server FQDN name (e.g.,
stationexchange.enterprise.local).

NOTE: If you are going to audit multiple Exchange servers, repeat these steps for each

1.

audited Exchange server.

On the computer where the monitored Exchange server is installed, navigate to Start
— Programs — Exchange Management Shell.
Execute the following command:

Set-Mailbox -Identity {0} -AuditEnabled $true -AuditAdmin
Update, Copy,Move,MoveToDeletedItems, SoftDelete, HardDelete,
FolderBind, SendAs, SendOnBehalf,MessageBind,Create
—-AuditDelegate Update,Move,MoveToDeletedItems, SoftDelete,
HardDelete, FolderBind, SendAs, SendOnBehalf,Create

Where the {0} character must be replaced with one of the following:
e Display Name. Example: "Michael Jones"
e Domain\User. Example: enterprise.local\MJones
e GUID. Example: {c43a7694-bal06-46d2-ac9b-205£25dfb32d}

e (DN) Distinguished name. Example:
CN=MJones, CN=Users, DC=enterprisedcl, DC=enterprise,DC=local

e User Principal Name. Example: MJones@enterprise.local

NOTE: If you are going to audit multiple individual mailboxes, repeat these steps for each

mailbox on each Exchange server.

To configure mailbox access tracking for Exchange 2010 manually

NOTE: Perform the procedure below only if you do not want to enable network traffic compression option
when setting up Exchange monitoring in Netwrix Auditor.
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On the computer where the monitored Exchange server is installed, navigate to Start — Programs
— Exchange Management Shell.

Execute the following command:

Set-EventLogLevel "MSExchangeIS\9000 Private\Logons" -Level Low

Navigate to Start — Run and type "services.msc". In the Services snap-in, locate the Microsoft
Exchange Information Store service and restart it.

7.4. Configure Infrastructure for Monitoring Exchange

Online

You can configure your Exchange Online for monitoring in one of the following ways:

o Automatically when creating a monitoring plan. If you select to configure audit on the target

Exchange Online automatically, your current settings will be checked on each data collection and
adjusted if necessary.

Manually. Special manual configuration steps only required if you are going to track non-owner
mailbox access within your Exchange Online organization. In this case, you need to create a remote
Shell session to Exchange Online. For detailed instructions on how to create a remote session, read
the following Microsoft article: Connect to Exchange Online using remote PowerShell.

Perform the steps in the table below to start auditing mailbox access your Exchange Online organization.

Track... Steps...

All

1. Onthelocal computer, navigate to Start — Programs — Windows PowerShell.

mailboxes

Connect to your Exchange Online.

3. Execute the following command:

Get-Mailbox -RecipientTypeDetails

UserMailbox, SharedMailbox, EquipmentMailbox, LinkedMailbox,
RoomMailbox | Set-Mailbox -AuditEnabled $true —-AuditAdmin
Update, Copy,Move,MoveToDeletedItems, SoftDelete, HardDelete,
FolderBind, SendAs, SendOnBehalf,MessageBind, Create
—AuditDelegate Update,Move,MoveToDeletedItems, SoftDelete,
HardDelete, FolderBind, SendAs, SendOnBehalf,Create

Audit 1. Onthelocal computer, navigate to Start — Programs — Windows PowerShell.
selected

mailbox

Connect to Exchange Online.

3. Execute the following command:

Set-Mailbox -Identity {0} -AuditEnabled S$true —-AuditAdmin
Update, Copy,Move,MoveToDeletedItems, SoftDelete, HardDelete,
FolderBind, SendAs, SendOnBehalf,MessageBind,Create
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Track... Steps...

—AuditDelegate Update,Move,MoveToDeletedItems, SoftDelete,
HardDelete, FolderBind, SendAs, SendOnBehalf,Create

Where the {0} character must be replaced with one of the following:

Display Name. Example: "Michael Jones"

Domain\User. Example: enterprise.local\MJones
Email address. Example: analyst@enterprise.onmicrosoft.com
GUID. Example: {c43a7694-ba06-46d2-ac9b-205£25dfb32d}

LegacyExchangeDN. Example: /o=EnterpriseDev/ou=Exchange
Administrative Group

(FYDIBOHF23SPDLT) /cn=Recipients/cn=97da560450c942aba
81b2dad46c60858a-analyst

SamAccountName. Example: MANAG58792-1758064122

(DN) Distinguished name. Example:
CN=MJones, CN=Users, DC=enterprisedcl, DC=enterprise,DC=local

User ID or User Principal Name. Example:
MJones@enterprise.onmicrosoft.com

NOTE: Ifyou are going to audit multiple individual mailboxes, repeat these steps for each
mailbox.

7.5. Configure Windows File Servers for Monitoring

If you have multiple file shares frequently accessed by a significant number of users, it is reasonable to
audit object changes only. Tracking all events may result in too much data written to the audit logs,
whereas only some part of it may be of any interest. Note that audit flags must be set on every file share

you want to audit.

Ifyou are going to monitor an entire file server, consider the following:

o If you specify a single computer name, Netwrix Auditor will monitor all shared folders on this
computer. Netwrix Auditor does not track content changes on folders whose name ends with the $
symbol (which are either hidden or administrative/system folders). In order for the report
functionality to work properly, you need to configure audit settings for each share folder on the
computer separately. Otherwise, reports will contain limited data and warning messages.

« Foryour convenience, if your file shares are stored within one folder (or disk drive), you can configure
audit settings for this folder only. As a result, you will receive reports on all required access types
applied to all file shares within this folder. It is not recommended to configure audit settings for

system disks.

You can configure your file shares for monitoring in one of the following ways:
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« Automatically when creating a monitoring plan

If you select to automatically configure audit in the target environment, your current audit settings
will be periodically checked and adjusted if necessary.

« Manually. To configure your file servers for monitoring manually, perform the following procedures:

« Configure Object-Level Access Auditing

« Configure Local Audit Policies or Configure Advanced Audit Policies

« Configure Event Log Size and Retention Settings

« Enable Remote Registry Service

« Configure Windows Firewall Inbound Connection Rules

NOTE: If your file shares contain symbolic links and you want to collect state-in-time data for these shares,
the local-to-local, local-to-remote, remote-to-local, and remote-to-remote symbolic link
evaluations must be enabled on the computer that hosts Netwrix Auditor Server. See Enable
Symbolic Link Evaluations for more information.

NOTE: With auto-audit enabled, initial SACL configuration for DFS replication links may take longer than
manual configuration - however, this will help to minimize the impact on the DFS backlog and the
replication process in general.

Also, remember to do the following:

1. Configure Data Collecting Account, as described in Configure Data Collecting Account

2. Configure required protocols and ports, as described in Protocols and Ports Required for Monitoring
File Servers.

7.5.1. Configure Object-Level Access Auditing

Netwrix Auditor can be configured to audit all access types, review the table below and select options that
you want to track:

Option Description

Changes Successful  Use this option to track changes to your data. Helps find out who
made changes to your files, including their creation and deletion.

Failed Use this option to detect suspicious activity on your file server.
Helps identify potential intruders who tried to modify or delete files,
etc., but failed to do it.

Read access Successful  Use this option to supervise access to files containing confidential
data intended for privileged users. Helps identify who accessed
important files besides your trusted users.
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Option Description

NOTE: Enabling this option on public shares will result in high
number of events generated on your file server and the
amount of data written to the AuditArchive.

Failed Use this option to track suspicious activity. Helps find out who was
trying to access your private data without proper justification.

NOTE: Enabling this option on public shares will result in high
number of events generated on your file server and the
amount of data written to the AuditArchive.

NOTE: Actions reported by Netwrix Auditor vary depending on the file server type and the audited object
(file, folder, or share). The changes include creation, modification, deletion, moving, renaming, and
copying. To track the copy action, enable successful read access and change auditing.

Perform one of the following procedures depending on the OS:

o To configure Object-level access auditing on pre-Windows Server 2012 versions

« To configure Object-level access auditing on Windows Server 2012 and above

To configure Object-level access auditing on pre-Windows Server 2012 versions
1. Navigate to the target file share, right-click it and select Properties.
2. Inthe <Share_Name> Properties dialog, select the Security tab and click Advanced.

3. In the Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab, click
Edit.

98/259



Netwrix Auditor Installation and Configuration Guide

7.Configure IT Infrastructure for Auditing and Monitoring

. Advanced Security Settings for Annual Reports E3

auditing |

To wiew or edit details For an auditing entry, select the entry and then click Edit,

Chiject name: Ciannual Repaorts

Auditing entries:

Type | lame | Access | Inherited From | Apply To

add. .. Edit. .. Remonve

W Include inheritable auditing entries from this object's parent

[~ Replace all existing inheritable suditing entries on all descendants with inheritable auditing entries From this objeck

What are the reguirements For auditing object access?

(04 I Cancel Apply

4. In a separate Advanced Security Settings for <Share_Name> dialog, click Add to add a principal.
You can select Everyone (or another user-defined group containing users that are granted special
permissions) and click Edit.

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
errors on incorrect audit configuration. This will not affect the reports or data searches
performed in the Netwrix Auditor client and the product will only audit user accounts that
belong to the selected group.

5. Apply settings to your Auditing Entries depending on the access types that you want to audit. If you
want to audit all access types (successful reads and changes as well as failed read and change
attempts), you need to add separate Auditing Entries for each file share. Otherwise, reports will
contain limited data and warning messages. Review the following for additional information:

o Successful reads

o Successful changes

o Failed read attempts

o Failed change attempts

Auditing Entry

Successful reads
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The Auditing Entry below shows Advanced Permissions for auditing successful reads only:

l Auditing Entry for Annual_Reports

Object |

Marne: I Everyone Change... |

Apply onto: IFiIes arly j

Arcess: SuccessFul Failed

3

Full conkral

Traverse folder | execute file
List Folder | read data

Read attributes

Read extended attributes

Create files | write data
Create folders | append data
Write attributes

Write extended attributes

Delete subfolders and files
Delete

100000000KO0
100000000000

-

Apply these auditing entries to objects |
[ andjor containers within this container iz il
anly
Managing auditing

O, I Cancel |

« Apply onto—Select "Files only".

o Check "Successful" and "Failed" next to List folder / read data.

« Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

Successful changes

The Auditing Entry below shows Advanced Permissions for auditing successful changes only:
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l Auditing Entry for Annual Reports
Object |
Marme: I Evervone Change... |
&pply onko: IThis folder, subfolders and files j
Access; Successful  Failed

Read attributes O O -

Read extended attribukes O O

Create files | write data O

Create folders | append data O

Write attributes O O

Write extended attributes O

Delete subfolders and Files O

Delete O

Read permissions O O

Change permissions D

Take ownership O =
m QE:J}L“EE?E?#SJZ’Tﬁti?n“t'ﬁét&ﬁ'ﬁé‘?ﬁéf

anly

Managing auditing

K I Zancel |

« Apply onto—Select "This folder, subfolders and files".
o Check "Successful" next to the following permissions:

» Create files / write data

« Create folders/ append data

» Write extended attributes

o Delete subfolders and files

o Delete

o Change permissions

« Take ownership

« Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.
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Failed read attempts

The Auditing Entry below shows Advanced Permissions for auditing failed read attempts only:

§ Auditing Entry for Annual Reports K&

Object |
[ame: I Evervone Change. .. |
Apply onto: IThis folder, subfolders and files j
ArCcess: Successful  Failed
Full cankrol O O =
Traverse folder | execute File O O
List Falder | read data O
Read atkributes O O
Read extended attributes O O
Create Files | write data O O
Create Folders | append data O O
Write attributes O O
write extended attributes O O —
Delete subfolders and Files O O
Delete O O -
Apply these auditing entries to objects
[~ andior containers within this container et el
anly
Managing auditing
K | Cancel |

« Apply onto—Select "This folder, subfolders and files".
o Check "Failed" next to List folder / read data.

» Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

Failed change attempts

The Auditing Entry below shows Advanced Permissions for auditing failed change attempts only:
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l Auditing Entry for Annual Reports
Object |
Marme: I Evervone Change... |
&pply onko: IThis folder, subfolders and files j
Access; Successful  Failed

Read attributes O O -

Read extended attribukes O O

Create files | write data O

Create folders | append data O

Write attributes O O

Write extended attributes O

Delete subfolders and Files O

Delete O

Read permissions O O

Change permissions D

Take ownership O =
m QE:J}L“EE?E?#SJZ’Tﬁti?n“t'ﬁét&ﬁ'ﬁé‘?ﬁéf

anly

Managing auditing

K I Zancel |

« Apply onto—Select "This folder, subfolders and files".
o Check "Failed" next to the following permissions:

» Create files / write data

« Create folders/ append data

» Write extended attributes

o Delete subfolders and files

o Delete

o Change permissions

« Take ownership

« Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

To configure Object-level access auditing on Windows Server 2012 and above
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1. Navigate to the target file share, right-click it and select Properties.
2. Inthe <Share_Name> Properties dialog, select the Security tab and click Advanced.

3. Inthe Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab.

Advanced Security Settings for Annual_Reports O *
Mame: ChAnnual_Reports
Cwner; Administrators (WORKSTATION168\Administrators) G Change

Permissions Share Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to

Add Remove View

Disable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

4. Click Add to add a new principal. You can select Everyone (or another user-defined group containing
users that are granted special permissions) and click Edit.

5. In the Auditing Entry for <Folder_Name> dialog, click the Select a principal link and specify
Everyone.

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
warnings on incorrect audit configuration. The product will audit only user accounts that
belong to the selected group.

6. Apply settings to your Auditing Entries depending on the access types that you want to audit. If you
want to audit all access types (successful reads, modification as well as failed read and modification
attempts), you need to add separate Auditing Entries for each file share. Otherwise, reports will
contain limited data and warning messages. Review the following for additional information:

o Successful reads

o Successful changes

o Failed read attempts

o Failed change attempts
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Successful reads

The Auditing Entry below shows Advanced Permissions for auditing successful reads only:

Auditing Entry for Annual_Reports O hed

Principal:  Everyone Select a principal

Type: |Succ55 ~ |
Applies to: |Fi|5 only v|
Advanced permissions: Show basic permissions
[ Full control [ Write attributes
[ Traverse folder / execute file []Write extended attributes
[] List folder / read data []Delete subfolders and files
[] Read attributes [ Delete
[]Read extended attributes [JRead permissions
[[] Create files / write data [[]1Change permissions
[[] Create folders / append data [[]Take ownership

[[] Only apply these auditing settings to objects and//or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.,

Add a condition

o Type—Set to "Success".
» Applies to—Set to "Files only".
« Advanced permissions—Select List folder / read data.

« Make sure that the Only apply these auditing settings to objects and/or containers
within this container checkbox is cleared.

Successful changes

The Auditing Entry below shows Advanced Permissions for auditing successful changes only:
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Auditing Entry for Annual_Reports O =
Principal:  Everyone Select a principal
Type: |Succas - |
Applies to: |Thls folder, subfolders and files V|
Advanced permissions: Show basic permissions
[] Full contral [ Write attributes
[] Traverse folder / execute file Write extended attributes
[] List folder / read data Delete subfolders and files
[[] Read attributes Delete
[[] Read extended attributes [[]Read permissions
Create files / write data Change permissions
Create folders / append data Take ownership

[] Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met,

Add a condition

Goneol

o Type—Set to "Success".
« Applies to—Set to "This folder, subfolders and files".
» Advanced permissions:
« Create files / write data
« Create folders/ append data
« Write extended attributes
« Delete subfolders and files
o Delete
» Change permissions
« Take ownership
o Make sure that the Only apply these auditing settings to objects and/or containers
within this container checkbox is cleared.

Failed read attempts

The Auditing Entry below shows Advanced Permissions for auditing failed read attempts:
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Auditing Entry for Annual_Reports ] hed
Principal:  Everyone Select a principal
Type: | Fail w |
Applies to: |Thisf0|der,subfo|dersand files V|
Advanced permissions: Show basic permissions
[JFull control [ Write attributes
[ Traverse folder / execute file [[] Write extended attributes
List folder / read data [] Delete subfolders and files
[]Read attributes [[] Delete
[(JRead extended attributes [[] Read permissions
[[] Create files / write data [[] Change permissions
[[] Create folders / append data [ Take ownership

[]Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

cancel

o Type—Set to "Fail".
» Applies to—Set to "This folder, subfolders and files".
» Advanced permissions—Select List folder / read data.

» Make sure that the Only apply these auditing settings to objects and/or containers
within this container checkbox is cleared.

Failed change attempts

The Auditing Entry below shows Advanced Permissions for auditing failed change attempts:
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Auditing Entry for Annual_Reports O *
Principal: ~ Everyone Select a principal
Type: | Fail v |
Applies to: |Thisfo|der, subfolders and files V|
Advanced permissions: Show basic permissions
[C1Full contral [ Write attributes
[] Traverse folder / execute file ‘Write extended attributes
[ List folder / read data Delete subfolders and files
[]Read attributes Delete
[ Read extended attributes [ Read permissions
[ Create files / write data [#] Change permissions
Create folders / append data Take ownership

[C] Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged enly if conditions are met.

Add a condition

Concl

o Type—Set to "Fail".
« Applies to—Set to "This folder, subfolders and files".
« Advanced permissions:

» Create files / write data

« Create folders/ append data

« Write extended attributes

o Delete subfolders and files

o Delete

o Change permissions

« Take ownership

« Make sure that the Only apply these auditing settings to objects and/or containers
within this container checkbox is cleared.

7.5.2. Configure Local Audit Policies

You can choose whether to configure legacy policies as described below or to configure advanced policies.
See Configure Advanced Audit Policies for more information.
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1. Onthe audited server, open the Local Security Policy snap-in: navigate to Start — Windows
Administrative Tools (Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below)

— Local Security Policy.

2. Navigate to Security Settings — Local Policies — Audit Policy.

Policy Name Audit Events

Audit object access

"Success" and "Failure”

Audit policy change "Success”
Audit logon events "Success"
Audit system events "Success”

i; Local Security Policy
File Action View Help

e | AEXE = HE

i‘ Security Settings
» ['4 Account Policies
v [4 Local Policies
|4, Audit Policy

» |5 User Rights Assignment

» |5 Security Options
» || Windows Firewall with Advanced Sec

|| Metwork List Manager Policies

» [ Public Key Policies
» || Software Restriction Policies
» || Application Control Policies
» g IP Security Policies on Local Compute
» [ Advanced Audit Policy Configuration

Policy

|| Audit account logon events
|| Audit account management
12| Audit directory service access
|| Audit logon events

|| Audit object access

12| Audit policy change

le) Audit privilege use

lz) Audit process tracking

udit system events

Security Setting
Mo auditing
Mo auditing
Mo auditing
Success
Success, Failure
Success

Mo auditing
Mo auditing

Success

7.5.3. Configure Advanced Audit Policies

Configuring advanced audit will help you limit the range of events tracked and recorded by the product,
thus preventing your AuditArchive and the Security event log from overfilling. Perform procedures below
instead of Configure Local Audit Policies.

Perform the following procedures:

o To configure security options

« To configure advanced audit policy on Windows Server 2008

« To configure advanced audit policy on Windows Server 2008 R2 / Windows 7 and above

To configure security options

NOTE: Using both basic and advanced audit policies settings may lead to incorrect audit reporting. To force
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basic audit policies to be ignored and prevent conflicts, enable the Audit: Force audit policy
subcategory settings to override audit policy category settings option.

To do it, perform the following steps:

1. On the audited server, open the Local Security Policy snap-in: navigate to Start — Windows
Administrative Tools (Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below)
— Local Security Policy.

2. Navigate to Security Settings — Local Policies — Security Options and locate the Audit: Force
audit policy subcategory settings policy.

& Local Security Policy — | *
File Action View Help

= | 20[XE = HE

i Security Settings Policy Security Setting &
> [[4 Account Policies

= | Polici 12y Accounts: Administrator account status Enabled
via fci d?tlglels_ 1| Accounts: Block Microsoft accounts Mot Defined
udit Poli
' _i User Bi htcyﬁ. . ¢ \g| Accounts: Guest account status Disabled
» [_g User Rights Assignmen

> [ Security Options 1) Accounts: Limit local account use of blank p..  Enabled

o 7] Windows Firewall with Advanced Seci 1) Accounts: Rename administrator account Administrator
%] Network List Manager Policies 1 Accounts: Rename guest account Guest
7 Public Key Policies [ Audit: Audit the access of global system obje... Disabled
[ Software Restriction Policies l2| Audit Audit the use of Backup and Restore p... Disabled
[ Application Control Policies Audit: Force audit policy subcategory setting... Enabled

,g IP Security Policies on Local Compute|| 2 Audit: Shut down system immediately if una... Disabled
|| Advanced Audit Policy Configuration|| [ DCOM: Machine Access Restrictions in Secur.. Mot Defined

WOW W% W

3. Double-click the policy and enable it.

To configure advanced audit policy on Windows Server 2008

In Windows Server 2008 audit policies are not integrated with the Group Policies and can only be deployed
using logon scripts generated with the native Windows auditpol.exe command line tool. Therefore, these
settings are not permanent and will be lost after server reboot.

NOTE: The procedure below explains how to configure Advanced audit policy for a single server. If you
audit multiple servers, you may want to create logon scripts and distribute them to all target
machines via Group Policy. Refer to Create System Startup / Shutdown and User Logon / Logoff
Scripts Microsoft article for more information.

1. On an audited file server, navigate to Start — Run and type "cmd".

2. Disable the Object Access and Policy Change categories by executing the following command in the
command line interface:

auditpol /set /category:"Object Access" /success:disable /failure:disable
auditpol /set /category:"Policy Change" /success:disable /failure:disable

3. Enable the following audit subcategories:

110/259


https://technet.microsoft.com/en-us/library/dd630947.aspx
https://technet.microsoft.com/en-us/library/dd630947.aspx

Netwrix Auditor Installation and Configuration Guide

7.Configure IT Infrastructure for Auditing and Monitoring

Audit subcategory Command

Handle Manipulation auditpol /set /subcategory:"Handle Manipulation"
/success:enable /failure:enable

File System auditpol /set /subcategory:"File System"
/success:enable /failure:enable

File Share auditpol /set /subcategory:"File Share"
/success:enable /failure:disable

Audit Policy Change auditpol /set /subcategory:"Audit Policy Change"
/success:enable /failure:disable

Security State Change auditpol /set /subcategory:"Security State Change"
/success:enable

Logon auditpol /set /subcategory:"Logon" /success:enable

Logoff auditpol /set /subcategory:"Logoff"
/success:enable

NOTE: It is recommended to disable all other subcategories unless you need them for other
purposes. You can check your current effective settings by executing the following command:
auditpol /get /category:"Object Access" and auditpol /get
/category:"Policy Change".

To configure advanced audit policy on Windows Server 2008 R2 / Windows 7 and above

In Windows Server 2008 R2 and Windows 7 and above, Advanced audit policies are integrated with Group
Policies, so they can be applied via Group Policy Object or Local Security Policies. The procedure below
describes how to apply Advanced policies via Local Security Policy console.

1. Onthe audited server, open the Local Security Policy snap-in: navigate to Start — Windows
Administrative Tools (Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below)
— Local Security Policy.

2. Inthe left pane, navigate to Security Settings — Advanced Audit Policy Configuration — System
Audit Policies.
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3. Configure the following audit policies.

Policy Subnode

Object Access

Policy Name

o Audit File System

« Audit Handle Manipulation

o Audit Detailed File Share
o Audit File Share

« Audit Removable Storage

Audit Events

"Success” and/or "Failure"
depending on the type of events
you want to track.

"Failure”
"Success"”

"Success” and/or "Failure”

depending on the type of events
you want to track.

v ﬂ,ﬁ Systern Audit Policies - Local Grou

o

o Audit File System

i

Success and Failure

Policy Change o Audit Audit Policy Change "Success”
Logon/Logoff o Logon "Success”

o Logoff "Success"
System » Security State Change "Success”
Zh Local Security Policy - O *
File Action View Help
= a5z H
(] Public Key Policies # || Subcategory Audit Events
:_I Softu?tare- Restriction Pol-|c.|es 5t Audit Application Generated Mot Configured
é ;ﬂF\,pS;'}Ilcat-loanI:.}n-trol pOLIICIETC : st Audit Certification Services Mot Configured

> P secunty Policies on Local Compute | i 1 it Detailed File Share Failure
[ ] Advanced Audit Pelicy Configuration o o
Lo Audit File Share Success

> _:fa Account Logon
» _:fa Account Management
» _:fé Detailed Tracking

» _:fé DS Access

» _:fa Logon/Logoff

> [__:fé Object Access

> _:fa Palicy Change

» _:fa Privilege Use

> _:fa System

>

__:fé Global Object Access Auditing

o

= Audit Handle Manipulation
5] Audit Kernel Object

1o

5] Audit Registry
5 Audit Removable Storage
[5is] Audit SAM

loio] Audit Filtering Platform Connection
5% Audit Filtering Platform Packet Drop

lze| Audit Other Object Access Events

515 Audit Central Access Policy Staging

Mot Configured
Mot Configured

Success and Failure
Mot Configured
Mot Configured

Mot Configured
Mot Configured
Mot Configured
Mot Configured

7.5.4. Configure Event Log Size and Retention Settings

The procedure below describes one of the possible ways to adjust event log settings. If you have multiple
target computers, you need to perform this procedure on each of them.
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NOTE: If you move security log files from the default system folder to a non-default one, you must reboot
your target server for the reports and search functionality to work properly.

1. On atarget server, navigate to Start — Windows Administrative Tools (Windows Server 2016) or
Administrative Tools (Windows 2012 R2 and below) — Event Viewer.

2. Navigate to Event Viewer tree — Windows Logs, right-click Security and select Properties.

Log Properties - Security (Type: Administrative) x
General

Full Mame: Security

Log path: %SystemRoot %\ System 32\ Winevt\Logs\ Security.evix

Log size: 8.00 GB(8,589,873,152 bytes)

Created: Tuesday, October 253, 2016 2:02:02 AM

Modified: Wednesday, Movember 30, 2016 2:34:56 AM

Accessed: Tuesday, Movemnber 29, 2016 £:28:06 AM

Enable logging
Maximum log size ( KB ): 419430.-.1 =
When maximum event log size is reached:

(@) Owverwrite events as needed (oldest events first)

() Archive the log when full, de not overwrite events

() Do not overwrite events [ Clear logs manually )

Clear Log

3. Make sure Enable logging is selected.
4. Inthe Maximum log size field, specify the size you need.
5. Make sure Do not overwrite events (Clear logs manually) is cleared. If selected, change the

retention method to Overwrite events as needed (oldest events first).

NOTE: Make sure the Maximum security log size group policy does not overwrite your log settings. To
check this, start the Group Policy Management console, proceed to the GPO that affects your
server, and navigate to Computer Configuration — Policies — Windows Settings — Security
Settings — Event Log.
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7.5.5. Enable Remote Registry Service

1. Navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Services.

% Services — O *
File Action View Help

&= |FE G HE venmn

& Services (Local) || ) Services (Local)
Remote Registry Name Description Status Startup Type A
15} Remote Desktop Services Allows users to ... Runnin Manual
- 4 P ]
Stop the senice {:J} Remote Desktop Services UserMode Port Redirector  Allows the redir..  Running  Manual
Restart the service = . )
£} Remote Procedure Call (RPC) The RPCS5serv.. Running  Automatic
“}Remote Procedure Call (RPC) Locator In Windows 200... Manual
Eesgiption: di emote Registry Enables remote... Running Automatic (T...
nables remote users to mo iy 5} Resultant Set of Policy Provider Provides a netw... Manual
registry settings on this computer. If 77
this service is stopped, the registry £} Routing and Remote Access Offers routing s... Disabled
can be modified only by users on this  {SLRPC Endpoint Mapper Resolves RPCin... Running  Automatic
computer. lftt:': ser‘;!cil'sj'sablzd' 15} Secondary Logon Enables starting... Running  Manual
;:n\:i;efr:illcteosst;t Spcitly depend on {:J} Secure Socket Tunneling Protocol Service Provides suppe... Running  Manual
%Securityﬁ\ccounts Manager The startup of t..  Running  Automatic
L‘":.‘, Sensor Data Service Delivers data fr... Manual (Trig...
L@Sensor Menitoring Service Monitors vario... Manual (Trig... w
£ >

Extended /(Standard /

2. Inthe Services dialog, locate the Remote Registry service, right-click it and select Properties.

3. In the Remote Registry Properties dialog, make sure that the Startup type parameter is set to
"Automatic" and click Start.

Remote Registry Properties (Local Cormputer) >
Gereral LogOn Recovery Dependencies

Service name: RemoteRegistry
Display name: Remote Registry

Enables remote users to modify registry settings on A

Description:
P his computer. If this service is stopped, the reqistry v

Path to executable:
C\Windows system 32 svchost .exe & localService

Startup type: HAutomatic e

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Carcel Roply
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4. Inthe Services dialog, ensure that Remote Registry has the "Started"” (on pre-Windows Server 2012
versions) or the "Running” (on Windows Server 2012 and above) status.

7.5.6. Configure Windows Firewall Inbound Connection
Rules

NOTE: Also, you can configure Windows Firewall settings through Group Policy settings. To do this, edit the
GPO affecting your firewall settings. Navigate to Computer Configuration — Administrative
Templates — Network — Network Connections — Windows Firewall, select Domain Profile
or Standard Profile. Then, enable the Allow inbound remote administration exception.

1. On each audited server, navigate to Start — Control Panel and select Windows Firewall.

2. Inthe Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

3. Inthe Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.

@ Windows Firewall with Advanced Security — [m| x
File  Action View Help

o= 7T = HE

@ Windows Firewall with Advance| I LT Actions
Inbound Ruls ~
3 Inbound Rules Name Group Profile Enabled * || Inbound Rules -
Qutbound Rules .
4 Connection Security Rules Remote Event Log Management (MP-In) | Remote Event Log Management ill Yes Wi NewRule..
5 ‘él Monitoring Remote Event Log Management (RPC) Remote Event Log Manage... Al Yes T Fitter by Profile »
Remote Event Log Management (RPC-EP... Remote Event Log Manage...  All Yes

4. Enable the following inbound connection rules:
« Remote Event Log Management (NP-In)
« Remote Event Log Management (RPC)
« Remote Event Log Management (RPC-EPMAP)
« Windows Management Instrumentation (ASync-In)
« Windows Management Instrumentation (DCOM-In)
« Windows Management Instrumentation (WMI-In)
« Network Discovery (NB-Name-In)
« File and Printer Sharing (NB-Name-In)
 File and Printer Sharing (Echo Request - ICMPv4-In)

« File and Printer Sharing (Echo Request - ICMPv6-In)
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7.5.7. Enable Symbolic Link Evaluations

By default, the remote-to-local and remote-to-remote symbolic link evaluations are unavailable when
trying to follow them on the remote computers running Windows 7 and above. If you want to collect state-
in-time snapshots for file shares that contain these symbolic links, make sure that they are enabled on the
computer that hosts Netwrix Auditor Server. Review the following for additional information:

« Referto To enable symbolic link evaluations via command prompt for detailed instructions on how

to enable symbolic links on a single computer.

o Referto To enable symbolic link evaluations via Group Policy Management Console for detailed

instructions on how to enable symbolic links for all computers in your domain.

To enable symbolic link evaluations via command prompt

1.

On the computer where Netwrix Auditor Server resides, start the Command Prompt as
administrator.

Review your symbolic links configuration:

C:\>fsutil behavior query SymlinkEvaluation

The default settings shall be as follows:

Local to local symbolic links are enabled.

Local to remote symbolic links are enabled.

Remote to local symbolic links are disabled.

Remote to remote symbolic links are disabled.

Enable the remote-to-local and remote-to-remote symbolic link evaluations:

C:\>fsutil behavior set SymlinkEvaluation R2R:1 R2L:1

To enable symbolic link evaluations via Group Policy Management Console

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

In the left pane, navigate to Forest: <forest_name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

In the Group Policy Management Editor, navigate to Computer Configuration — Policies —
Administrative Templates: Policy definitions — System — Filesystem.

In the Filesystem configuration, double click the Selectively allow the evaluation of a symbolic
link setting.

In the dialog that opens, select Enabled and check all types of symbolic link evaluations under
Options.
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6. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.

7.6. Configure EMC VNX/VNXe for Monitoring

You can configure your file shares for monitoring in one of the following ways:

« Automatically when creating a monitoring plan—Partially. Only audit settings for file shares will be
configured. If you select to automatically configure audit in the target environment, your current
audit settings will be periodically checked and adjusted if necessary.

NOTE: This method is recommended for evaluation purposes in test environments.

« Manually. To configure EMC Celerra/VNX/VNXe for auditing, perform the following procedures:

« Configure Security Event Log Maximum Size to avoid overwriting of the security logs; it is
recommended to set security log size to a maximum (4GB).

By default, the security log is set to overwrite events that are older than 10 days, and its size is
set to 512 KB. The default location for the security.evt log is C:\security.evt, which corresponds
to the root partition of the Data Mover. To be able to increase the security log size, you must
move it from the Data Mover root folder.

« Configure Audit Object Access Policy. Set the Audit object access policy set to "Success” and
"Failure"in the Group Policy of the OU where your EMC VNX/VNXe/Celerra appliance belongs to.

For more information on VNX/VNXe/Celerra GPO support, refer to documentation provided by
EMC.

o Configure Audit Settings for CIFS File Shares on EMC VNX/VNXe

NOTE: If your file shares contain symbolic links and you want to collect state-in-time data for these shares,
the local-to-local, local-to-remote, remote-to-local, and remote-to-remote symbolic link
evaluations must be enabled on the computer that hosts Netwrix Auditor Server. See Enable_
Symbolic Link Evaluations for more information.

7.6.1. Configure Security Event Log Maximum Size

1. Onyour file server, create a new file system where the security log will be stored.
2. Mount this file system on a mount point, e.g., /fevents.
3. Make sure that it is accessible via the \\<file_server_name>\C$\events UNC path.

4. Onthe computer where Netwrix Auditor Server is installed, open Registry Editor: navigate to Start
— Run and type "regedit".

5. Navigate to File — Connect Network Registry and specify the file server name.

6. Navigate to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Security and
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set the File value to "C:\events\security.evt".
7. Set the MaxSize value to "4 000 000 000 (decimal)".

8. Restart the corresponding Data Mover for the changes to take effect.

7.6.2. Configure Audit Object Access Policy

NOTE: Netwrix recommends you to avoid linking a GPO to the top level of the domain due to the potential
impact. Instead, create a new organization unit for your file servers within your domain and assign
GPO there. For detailed instructions on how to create a new OU, refer to the following Microsoft
article: Create a New Organizational Unit.

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

2. Intheleft pane, navigate to Forest: <forest_name> — Domains — <domain_name>, right-click
<0U_name> and select Create a GPO in this domain and Link it here.

3. Enter the name for the new GPO.
4. Right-click the newly created GPO and select Edit.

5. Inthe Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Local Policies — Audit

Policy.

Policy Subnode Policy Name Audit Events

Audit Policy Audit object access "Success" and "Failure"

'=[ Group Policy Management Editor - m} s

File Action WView Help

o nEXER HE

v (i Computer Configuration ~ || Policy Policy Setting
vE p?h::w Setti 124 Audit account logon events Not Defined
’ g “‘: p are :et:tm; 2] Audit account management Mot Defined
e ::HNOWS R |r1|gts. Poli 12 Audit directory service access Mot Defined
> ame Resolution Policy - ) .
=] Scripts (Startup/Shutdown) WAUdt Ioon events Ot Deﬂne
5 1= Deployed Printers Audit object access Success, Failure
- ii Security Settings @Audit po-li.cy change Mot Defined
N f:é Account Policies 12 Audit privilege use Not Defined
v i Lacal Palicies 2] Audit process tracking Not Defined
3 é Audit Policy 12 Audit system events Not Defined

» _ﬁ User Rights Assignment
» i Security Optiens

6. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.
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7.6.3. Configure Audit Settings for CIFS File Shares on EMC
VNX/VNXe

Netwrix Auditor can be configured to audit all access types, review the table below and select options that
you want to track:

Option Description

Changes Successful  Use this option to track changes to your data. Helps find out who
made changes to your files, including their creation and deletion.

Failed Use this option to detect suspicious activity on your file server.
Helps identify potential intruders who tried to modify or delete files,
etc., but failed to do it.

Read access Successful  Use this option to supervise access to files containing confidential
data intended for privileged users. Helps identify who accessed
important files besides your trusted users.

NOTE: Enabling this option on public shares will result in high
number of events generated on your file server and the
amount of data written to the AuditArchive.

Failed Use this option to track suspicious activity. Helps find out who was
trying to access your private data without proper justification.

NOTE: Enabling this option on public shares will result in high
number of events generated on your file server and the
amount of data written to the AuditArchive.

NOTE: Actions reported by Netwrix Auditor vary depending on the file server type and the audited object
(file, folder, or share). The changes include creation, modification, deletion, moving, renaming, and
copying. To track the copy action, enable successful read access and change auditing.

To configure audit settings for the CIFS file shares, perform the following procedure on the audited file
share:

« To configure audit settings for the CIFS file shares from computers running pre-Windows Server
2012 versions

« To configure audit settings for the CIFS file shares from computers running Windows Server 2012
and above

To configure audit settings for the CIFS file shares from computers running pre-Windows Server 2012 ver-
sions

1. Navigate to the target file share, right-click it and select Properties.
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2.
3.

4.

In the <Share_Name> Properties dialog, select the Security tab and click Advanced.

In the Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab, click
Edit.

l Advanced Security Settings for Annual Reports
Auditing |
To view or edit details for an auditing entry, seleck the entry and then click Edit,

Chject name: Ci\annual Repaorts

Auditing entries:

Type | [ame | Arccess | Inhetited From | Apply To

add. .. Edit. .. Bemove

W Include inheritable auditing entries From this object's parent

[ Replace all existing inhetitable suditing entries on all descendants with inheritable auditing entries from this object

wehat are the requirements For auditing object access?

(0] 4 I Cancel Apply

In a separate Advanced Security Settings for <Share_Name> dialog, click Add to add a principal.
You can select Everyone (or another user-defined group containing users that are granted special
permissions) and click Edit.

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
errors on incorrect audit configuration. This will not affect the reports or data searches
performed in the Netwrix Auditor client and the product will only audit user accounts that
belong to the selected group.

Apply settings to your Auditing Entries depending on the access types that you want to audit. If you
want to audit all access types (successful reads and changes as well as failed read and change
attempts), you need to add separate Auditing Entries for each file share. Otherwise, reports will
contain limited data and warning messages. Review the following for additional information:

o Successful reads

o Successful changes

o Failed read attempts

« Failed change attempts
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Successful reads

The Auditing Entry below shows Advanced Permissions for auditing successful reads only:

l Auditing Entry for Annual_Reports

Object |

Marme: I Evetyvone Change... |

Apply onto: IFiIes anly j

Brcess: Successiul Failed

[

Full contral

100

Trawverse folder | execute file
List Folder | read data

Read attributes

Read extended attributes

Create files | write data
Create folders | append data
Write attributes

Write extended attributes
Delete subfolders and files

Delete

100000000000

O
O
O
O
O
O
O
O

-

apply these auditing entries to objects |
™ andfor containers within this container iz il
anly
Managing auditing

Ik I Cancel |

o Apply onto—Select "Files only".

o Check "Successful" and "Failed" next to List folder / read data.

» Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

Successful changes

The Auditing Entry below shows Advanced Permissions for auditing successful changes only:
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l Auditing Entry for Annual Reports
Object |
Marme: I Evervone Change... |
&pply onko: IThis folder, subfolders and files j
Access; Successful  Failed

Read attributes O O -

Read extended attribukes O O

Create files | write data O

Create folders | append data O

Write attributes O O

Write extended attributes O

Delete subfolders and Files O

Delete O

Read permissions O O

Change permissions D

Take ownership O =
m QE:J}L“EE?E?#SJZ’Tﬁti?n“t'ﬁét&ﬁ'ﬁé‘?ﬁéf

anly

Managing auditing

K I Zancel |

« Apply onto—Select "This folder, subfolders and files".
o Check "Successful" next to the following permissions:

» Create files / write data

« Create folders/ append data

» Write extended attributes

o Delete subfolders and files

o Delete

o Change permissions

« Take ownership

« Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.
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Failed read attempts

The Auditing Entry below shows Advanced Permissions for auditing failed read attempts only:

§ Auditing Entry for Annual Reports K&

Object |
[ame: I Evervone Change. .. |
Apply onto: IThis folder, subfolders and files j
ArCcess: Successful  Failed
Full cankrol O O =
Traverse folder | execute File O O
List Falder | read data O
Read atkributes O O
Read extended attributes O O
Create Files | write data O O
Create Folders | append data O O
Write attributes O O
write extended attributes O O —
Delete subfolders and Files O O
Delete O O -
Apply these auditing entries to objects
[~ andior containers within this container et el
anly
Managing auditing
K | Cancel |

« Apply onto—Select "This folder, subfolders and files".
o Check "Failed" next to List folder / read data.

» Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

Failed change attempts

The Auditing Entry below shows Advanced Permissions for auditing failed change attempts only:
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l Auditing Entry for Annual Reports
Object |
Marme: I Evervone Change... |
&pply onko: IThis folder, subfolders and files j
Access; Successful  Failed

Read attributes O O -

Read extended attribukes O O

Create files | write data O

Create folders | append data O

Write attributes O O

Write extended attributes O

Delete subfolders and Files O

Delete O

Read permissions O O

Change permissions D

Take ownership O =
m QE:J}L“EE?E?#SJZ’Tﬁti?n“t'ﬁét&ﬁ'ﬁé‘?ﬁéf

anly

Managing auditing

K I Zancel |

"

« Apply onto—Select "This folder, subfolders and files".
o Check "Failed" next to the following permissions:

» Create files / write data

« Create folders/ append data

» Write extended attributes

o Delete subfolders and files

o Delete

o Change permissions

« Take ownership

« Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

To configure audit settings for the CIFS file shares from computers running Windows Server 2012 and
above
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1. Navigate to the target file share, right-click it and select Properties.
2. Inthe <Share_Name> Properties dialog, select the Security tab and click Advanced.

3. Inthe Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab.

Advanced Security Settings for Annual_Reports O *
Mame: ChAnnual_Reports
Cwner; Administrators (WORKSTATION168\Administrators) G Change

Permissions Share Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to

Add Remove View

Disable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

4. Click Add to add a new principal. You can select Everyone (or another user-defined group containing
users that are granted special permissions) and click Edit.

5. In the Auditing Entry for <Folder_Name> dialog, click the Select a principal link and specify
Everyone.

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
warnings on incorrect audit configuration. The product will audit only user accounts that
belong to the selected group.

6. Apply settings to your Auditing Entries depending on the access types that you want to audit. If you
want to audit all access types (successful reads, modification as well as failed read and modification
attempts), you need to add separate Auditing Entries for each file share. Otherwise, reports will
contain limited data and warning messages. Review the following for additional information:

o Successful reads

o Successful changes

o Failed read attempts

o Failed change attempts
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Successful reads

The Auditing Entry below shows Advanced Permissions for auditing successful reads only:

Auditing Entry for Annual_Reports O hed

Principal:  Everyone Select a principal

Type: |Succ55 ~ |
Applies to: |Fi|5 only v|
Advanced permissions: Show basic permissions
[ Full control [ Write attributes
[ Traverse folder / execute file []Write extended attributes
[] List folder / read data []Delete subfolders and files
[] Read attributes [ Delete
[]Read extended attributes [JRead permissions
[[] Create files / write data [[]1Change permissions
[[] Create folders / append data [[]Take ownership

[[] Only apply these auditing settings to objects and//or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.,

Add a condition

o Type—Set to "Success".
» Applies to—Set to "Files only".
« Advanced permissions—Select List folder / read data.

« Make sure that the Only apply these auditing settings to objects and/or containers
within this container checkbox is cleared.

Successful changes

The Auditing Entry below shows Advanced Permissions for auditing successful changes only:
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Auditing Entry for Annual_Reports m} X

Principal: ~ Everyone Select a principal

Type: | Fail ~ |
Applies to: |Thisfo|der, subfolders and files V|
Advanced permissions: Show basic permissions
[JFull control Write attributes
[] Traverse folder / execute file Write extended attributes
[ List folder / read data Delete subfolders and files
[ Read attributes Delete
[[]Read extended attributes [[]Read permissions
[4] Create files / write data [ Change permissions
Create folders / append data Take awnership

[] Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

ok || cancel

o Type—Set to "Success".
« Applies to—Set to "This folder, subfolders and files".
» Advanced permissions:
« Create files / write data
« Create folders/ append data
« Write attributes
» Write extended attributes
« Delete subfolders and files
o Delete
o Change permissions
» Take ownership
o Make sure that the Only apply these auditing settings to objects and/or containers

within this container checkbox is cleared.

Failed read attempts
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The Auditing Entry below shows Advanced Permissions for auditing failed read attempts:

Auditing Entry for Annual_Reports | X
Principal:  Everyone Select a principal
Type: | Fail w |
Applies to: |Thisfo|der,subfo|dersand files V|
Advanced permissions: Show basic permissions
[JFull control [[] Write attributes
[ Traverse folder / execute file []Write extended attributes
List folder / read data [[] Delete subfolders and files
[[]Read attributes [] Delete
[[]Read extended attributes [ Read permissions
[[] Create files / write data [[] Change permissions
[[] Create folders / append data [] Take ownership

[]Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

Garcl

o Type—Set to "Fail".
» Applies to—Set to "This folder, subfolders and files".
« Advanced permissions—Select List folder / read data.

» Make sure that the Only apply these auditing settings to objects and/or containers
within this container checkbox is cleared.

Failed change attempts

The Auditing Entry below shows Advanced Permissions for auditing failed change attempts:
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Auditing Entry for Annual_Reports O *
Principal: ~ Everyone Select a principal
Type: | Fail v |
Applies to: |Thisfo|der, subfolders and files V|
Advanced permissions: Show basic permissions
[JFull control Write attributes
[] Traverse folder / execute file ‘Write extended attributes
[ List folder / read data Delete subfolders and files
[]Read attributes Delete
[ Read extended attributes [ Read permissions
[ Create files / write data [#] Change permissions
Create folders / append data Take ownership

[C] Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged enly if conditions are met.

Add a condition

Concl

o Type—Set to "Fail".
« Applies to—Set to "This folder, subfolders and files".
« Advanced permissions:
» Create files / write data
« Create folders/ append data
« Write attributes
« Write extended attributes
» Delete subfolders and files
o Delete
« Change permissions
« Take ownership

» Make sure that the Only apply these auditing settings to objects and/or containers
within this container checkbox is cleared.

7.7. Configure EMC Isilon for Monitoring

To configure your EMC Isilon appliance for monitoring perform the following procedures:
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o Configure EMC Isilon in Normal and Enterprise Modes

o Configure EMC Isilon in Compliance Mode

NOTE: If your file shares contain symbolic links and you want to collect state-in-time data for these shares,
the local-to-local, local-to-remote, remote-to-local, and remote-to-remote symbolic link
evaluations must be enabled on the computer that hosts Netwrix Auditor Server. See Enable
Symbolic Link Evaluations for more information.

7.7.1. Configure EMC Isilon in Normal and Enterprise Modes

You can configure your cluster for monitoring in one of the following ways:

« Using the configure_ifs.sh shell script that comes with Netwrix Auditor. See To configure EMC Isilon
cluster in Normal and Enterprise mode via shell script for more information.

« Manually. See To configure EMC Isilon cluster in Normal and Enterprise mode manually for more
information.

To configure EMC Isilon cluster in Normal and Enterprise mode via shell script

1. On the computer where Netwrix Auditor Server resides, navigate to C:\Program Files (x86)\Netwrix

Auditor\File Server Auditing and copy the configure_ifs.sh shell script to /ifs/data catalog on your
cluster.

2. Navigate to your cluster command prompt through the SSH connection.
3. Logintoyour cluster as a root user.

4. Run the shell script by executing the following command:

sh /ifs/data/configure ifs.sh -z zonel -a 15
where
zonel is the name of the audited access zone on your file server.

15 is a combination of the bitwise flags. The table below shows the example combination of 4 flags:

Successful changes

Failed change attempts

Failed read attempts

1
2
Successful reads 4
8
Total: 1

To configure EMC Isilon cluster in Normal and Enterprise mode manually
1. Navigate to your cluster command prompt through the SSH connection.

2. Logintoyour cluster as a root user.

3. Grant full access to the catalog /ifs/.ifsvar/audit/ for BUILTIN\Administrators:
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chmod -R +a group "BUILTIN\Administrators" allow dir gen all,object
inherit,container inherit,inherited /ifs/.ifsvar/audit/

chmod -a group "BUILTIN\Administrators" allow dir gen all,object
inherit,container inherit, inherited /ifs/.ifsvar/audit/

chmod +a group "BUILTIN\Administrators" allow dir gen all,object
inherit,container inherit /ifs/.ifsvar/audit/

Create a shared folder named netwrix_audit$ on a system zone. This folder points to
/ifs/.ifsvar/audit/:

/usr/likewise/bin/lwnet share add "netwrix
audit$"="c:\\ifs\\.ifsvar\\audit\\"

isi smb shares modify netwrix audit$ --new-zone=system

Add the BUILTIN\Administrators group in the share permissions for netwrix_audit$ folder with "full
access"rights:

isi smb shares permission create —--share=netwrix audit$ --
group="BUILTIN\Administrators" --permission-type=allow --permission=full --
zone=system

Enable protocol auditing for a selected zone (for example, "zone1"). Do one of the following,
depending on your EMC Isilon version:

EMC Isilon 7.x EMC Isilon 8.x

isi audit settings modify --add- isi audit settings global modify --
audited-zones=zonel --protocol- add- audited- zones=zonel - -protocol-
auditing-enabled=true auditing-enabled=true

Enable filters for auditing protocol operations that succeeded / failed for audited access zones on
your cluster.

EMC Isilon 7.x EMC Isilon 8.x

Successful changes

Audit Success: write, delete, set_security, rename

isi zone zones modify zonel -- isi audit settings modify --
audit- success=write,delete,set  zone=zonel --audit-
security, rename success=write,delete, set

security, rename

Failed change attempts

Audit Failure: create, write, delete, set_security, rename

isi zone zones modify zonel -- isi audit settings modify --
audit- zone=zonel --audit-
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EMC Isilon 7.x EMC Isilon 8.x
failure=create,write,delete, set failure=create,write,delete,set
security, rename security, rename

Successful reads

Audit Success: read

isi =zone =zones modify zonel -- 1isi audit settings modify --
audit-success=read zone=zonel --audit-success=read

Failed read attempts

Audit Failure: create, read

isi zone zones modify =zonel -- isi audit settings modify --
audit-failure= create, read zone=zonel —--audit-
failure=create, read

7. Create the "netwrix_audit" role and add the required privileges to this role. For example;

isi auth roles create --name=netwrix audit

isi auth roles modify netwrix audit --add-priv-ro="ISI PRIV LOGIN PAPI,ISI
PRIV _AUTH,ISI PRIV AUDIT,ISI PRIV _IFS BACKUP"

isi auth roles modify netwrix audit --add-group="BUILTIN\Administrators"

7.7.2. Configure EMC Isilon in Compliance Mode

You can configure your cluster for monitoring in one of the following ways:

« Using the configure_ifs.sh shell script that comes with Netwrix Auditor. See To configure EMC Isilon

cluster in Compliance mode via shell script for more information.

« Manually. See To configure EMC Isilon cluster in Compliance mode manually for more information.

To configure EMC Isilon cluster in Compliance mode via shell script

1.

On the computer where Netwrix Auditor Server resides, navigate to C:\Program Files (x86)\Netwrix
Auditor\File Server Auditing and copy the configure_ifs.sh shell script to /ifs/data catalog on your
cluster.

Navigate to your cluster command prompt through the SSH connection.
Log in to your cluster as a compadmin user.

Run the shell script by executing the following command:

sh /ifs/data/configure ifs.sh -z zonel -a 15

where
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zonel is the name of the audited access zone on your file server.
15 is a combination of the bitwise flags. The table below shows the example combination of 4 flags:

Successful changes

Failed change attempts

1
2
Successful reads 4
Failed read attempts 8

1

Total: 5

Create a shared folder named netwrix_audit$ on a system zone. This folder points to /ifs:

isi smb shares create --name=netwrix audit$ --path=/ifs/ --zone=system --
browsable=true

Add the BUILTIN\Administrators group in the share permissions for netwrix_audit$ folder with "full
access"rights:

isi smb shares permission create --share=netwrix audit$ --
group=BUILTIN\Administrators --permission-type=allow --permission=full --
zone=system

Grant your data collection account the “read access" rights to the catalog /ifs/.ifsvar/audit :

isi zone modify system --add-user-mapping-rules="Enterprise\Administrator
++ compadmin [group]"

Where Enterprise\Administrator isyouraccount name.

To configure EMC Isilon cluster in Compliance mode manually

—_

Navigate to your cluster command prompt through the SSH connection.
Log in to your cluster as a compadmin user.

Create a shared folder named netwrix_audit$ on a system zone. This folder points to /ifs:

isi smb shares create --name=netwrix audit$ --path=/ifs/ --zone=system --
browsable=true

Add the BUILTIN\Administrators group in the share permissions for netwrix_audit$ folder with "full
access"rights:

isi smb shares permission create --share=netwrix audit$ --
group=BUILTIN\Administrators --permission-type=allow —--permission=full --
zone=system

Grant your data collecting account the "read access" rights to the catalog /ifs/.ifsvar/audit :

isi zone modify system --add-user-mapping-rules="Enterprise\Administrator
++ compadmin [group]"

Where Enterprise\Administrator isSyouraccount name.

Configure protocol auditing for selected zone (for example, "zonel1"). Do one of the following,
depending on your EMC Isilon version:
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EMC Isilon 7.x EMC Isilon 8.x

isi audit settings modify --add- isi audit settings global modify --
audited-zones=zonel --protocol- add- audited- zones=zonel - -protocol-
auditing-enabled=true auditing-enabled=true

Enable filters for auditing protocol operations that succeeded / failed for audited access zones on
your cluster.

EMC Isilon 7.x EMC Isilon 8.x

Successful changes

Audit Success: write, delete, set_security, rename

isi zone zones modify zonel -- isi audit settings modify --
audit-success=write,delete,set zone=zonel --audit-
security, rename success=write,delete, set

security, rename

Failed change attempts

Audit Failure: create, write, delete, set_security, rename

isi zone zones modify zonel -- isi audit settings modify --
audit- zone=zonel --audit-
failure=create,write,delete, set failure=create,write,delete,set
security, rename security, rename

Successful reads

Audit Success: read

isi zone zones modify zonel -- isi audit settings modify --
audit-success=read zone=zonel --audit-success=read

Failed read attempts

Audit Failure: create, read

isi zone zones modify =zonel -- isi audit settings modify --
audit-failure=create, read zone=zonel —--audit-
failure=create, read

Create the "netwrix_audit" role and add the required privileges to this role. For example:
isi auth roles create --name=netwrix audit

isi auth roles modify netwrix audit --add-priv-ro="ISI PRIV LOGIN PAPI,ISI
PRIV _AUTH,ISI PRIV _AUDIT,ISI PRIV IFS BACKUP"

isi auth roles modify netwrix audit --add-group="BUILTIN\Administrators"
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7.8. Configure NetApp Filer for Monitoring

You can configure your file shares for monitoring in one of the following ways:
« Automatically when creating a monitoring plan. If so, your current audit settings will be periodically

checked by Netwrix Auditor and adjusted if necessary.

NOTE: To use this option for NetApp Clustered Data ONTAP 8 or ONTAP 9, make sure that audit
configuration has been created (with vserver audit create command) for the target
syste; enabling audit configuration is optional.

« Manually. To configure your NetApp appliance for monitoring, perform the following procedures:

Clustered Data ONTAP 8 and ONTAP 9 for Monitoring

» Configure Audit Settings for CIFS File Shares

NOTE: If your file shares contain symbolic links and you want to collect state-in-time data for these shares,
the local-to-local, local-to-remote, remote-to-local, and remote-to-remote symbolic link
evaluations must be enabled on the computer that hosts Netwrix Auditor Server. See Enable
Symbolic Link Evaluations for more information.

7.8.1. Configure NetApp Data ONTAP 7 and 8 in 7-mode for
Monitoring

To configure NetApp filer appliances for monitoring, perform the following procedures:

« Prerequisites

« Configure Qtree Security

o Configure Admin Web Access

« Configure Event Categories

7.8.1.1. Prerequisites

NOTE: CIFS must be set up on your NetApp filer in advance.

The instructions in this section apply to the default VFiler. To audit several VFiler instances, you must
perform these configuration steps for each of them.

NOTE: Currently, Netwrix Auditor can be configured to audit non-default VFiler using HTTP only.

The following commands are used:
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« To get an option value:

options <option name>

« To set option value:

options <option name> <option value>

7.8.1.2. Configure Qtree Security

1. Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via OnCommand System Manager.

2. Set the volume where the audited file shares are located to the "ntfs" or "mixed" security style:

apphost0l1> gtree status

Volume Tree Style Oplocks Status
volO ntfs enabled normal
volO test ntfs enabled normal
voll unix enabled normal
Vol2 ntfs enabled normal
apphost01>

7.8.1.3. Configure Admin Web Access

Netwrix Auditor uses the NetApp API to obtain the current CIFS audit configuration and force the audit
data flush from the internal filer format to an Event Viewer compatible format. Netwrix Auditor supports
both the SSL and non-SSL HTTP access, trying HTTPS first, and falling back to HTTP if it is unavailable.

1. Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via OnCommand System Manager.

2. Makesurethatthe httpd.admin.enable Oorhttpd.admin.ssl.enable option isset to "on". For
security reasons, it is recommended to configure SSL access and enable the
httpd.admin.ssl.enable option

apphost01> options httpd.admin
httpd.admin.access legacy
httpd.admin.enable off
httpd.admin.hostsequiv.enable off
httpd.admin.max connections 512

httpd.admin.ssl.enable on
httpd.admin.top-page.authentication on
apphost01>

7.8.1.4. Configure Event Categories

Perform the following procedures to configure event categories:
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To configure audit event categories

To configure Security log

To configure logs retention period

To specify the Security log shared folder

To configure audit event categories

1.

Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via OnCommand System Manager.

Setthe cifs.audit.enableandcifs.audit.file access events.enable optionsto "on".
Unless you are going to audit logon events, set the cifs.audit.logon events.enable and

cifs.audit.account mgmt events.enable optionsto "off".

NOTE: It is recommended to turn off logon auditing in order to reduce the number of events
generated.

To configure Security log

1.

Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via OnCommand System Manager.

In order to avoid overwriting of the security logs, set the following values:
e cifs.audit.logsize 300 000 000 (300 MB)
e cifs.audit.autosave.onsize.enable on

e cifs.audit.autosave.file.extension timestamp

Disablethe cifs.audit.liveview.enable option since it interferes with the normal Security log
behavior and prevents Netwrix Auditor from processing audit data properly.

To set up old logs deletion, you can configure the cifs.audit.autosave.file.limit option by
specifying the maximum number of files to be stored, or set retention in Netwrix Auditor.

Perform any test actions with a file share to ensure the log is created.

Make sure there is enough disk space allocated to store the security logs archives. Depending on the
file access activity, data may grow rapidly, and the location specified for the security log (and security
log auto archives) must be large enough to hold data until it is processed by Netwrix Auditor. To set
up old logs deletion, you can configure the cifs.audit.autosave.file.limit option by
specifying the maximum number of files to be stored, or logs retention.

To configure logs retention period

1.

2.

On the computer where Netwrix Auditor Server resides, open Registry Editor: navigate to Start —
Run and type "regedit".

Navigate to HKEY_LOCAL_MACHINE — SOFTWARE — Wow6432Node — Netwrix Auditor —
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File Server Change Reporter.

3. Intheright-pane, right-click and select New — DWORD (32-bit Value).

NOTE: For the backup logs retention functionality to work properly, you need to specify the
CleanAutoBackupLogs name for the newly created registry value.

§ Registry Editor - O X
gstry
File Edit View Faverites Help
>: - Auditer for SharePoint A || Mame Type Data
> ;ha”gel'?e?"'teg‘” VB {5 (Defauit) REG, 7 (value not set)
o sta Collection Core 5] CheckForUpdates REG_DWORD 0x00000001 (1)
> Event Log Manager sl IFv REG DWORD 1M
+ 3 Exchange Online -
S FiIeSerEer Change Reporter ab||nstallPath REG_SZ C\Program Files (xB8)\Netw|
" File Server Change Reporter Agent fgb']ProcessBackupLogs REG_DWORD 000000001 (1)
i Inactive Users Tracker .‘g’g'g'] RemoveFscrDumps REG_DWOQORD (00000001 (1)
Logon Activity Auditing 35'9'] SuppertExpiratienWarning REG_DWORD (00000001 (1)
Management Console fio| TraceLevel REG_DWORD 0x000D0001G (25)
Non-owner Mailbox Access Report
» - QOracle
: New ? K
o Oracle Auditing =
>~ Password Expiration Notifier String Value
> SharePoint Online Binary Value
o SharePoint Online Auditing DWORD (32-bit) Val
> 501 Server Change Reporter B2 I_J alue
5 - | User Activity Video Reporter QWORD (84-bit) Value
» o Windows Server Change Reporter Multi-5tring Value
e Windows Server Change Reporter 4 Expandable String Value
» -+, ODBC
» - Policies
RegisteredApplications
» | SMIA
» -, WOWB432Node
» -« | SYSTEM
» | HKEV_USERS
» | HKEY_CURREMT_CONFIG v
£ > < >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOWB432Node\Metwrix Auditor\File Server Change Reporter

4. Double-click CleanAutoBackupLogs. The Edit DWORD Value dialog will open.

5. This value defines the time period (in hours) after which security event logs archives will be
automatically deleted. By default, it is set to "0" (decimal). Modify this value, if necessary, and click OK
to save the changes.

Edit DWORD (32-bit) Value >
Walue name:
|Deanﬁu_rtu Backuplogs
Value data: Base
|51 | () Hewadecimal
(®) Decimal
==
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6. NOTE: If the CleanAutoBackupLogs registry value is set to "0", you will have to remove the old logs
manually, or you may run out of space on your hard drive.

To specify the Security log shared folder

Netwrix Auditor accesses audit logs via a specified file share. This may be either the default administrative
share (ETC$, C$, etc.), or a custom file share.

NOTE: Perform the procedure below if you are not going to detect file shares automatically with Netwrix
Auditor.

1. Navigate to the NetApp filer command prompt through the SSH/Telnet connection (depending on
your NetApp filer settings), or via OnCommand System Manager.

2. Usethe cifs sharescommand to create a new file share or configure an existing share.

apphost01> cifs shares

Name Mount Point Description

ETCS /etc Remote Administration
BUILTIN\Administrators / Full Control

c$ / Remote Administration
BUILTIN\Administrators / Full Control

sharel /vol/vol0/shares/sharel

everyone / Full Control

3. Perform any test actions with a file share to ensure the log is created.

7.8.2. Configure NetApp Clustered Data ONTAP 8 and
ONTAP 9 for Monitoring

To configure Clustered Data ONTAP 8 and ONTAP 9 for monitoring, perform the following procedures:

« Prerequisites
o Configure ONTAPI Web Access

Configure Firewall Policy

Configure Event Categories and Log

7.8.2.1. Prerequisites

Netwrix assumes that you are aware of basic installation and configuration steps. If not, refer to the
following administration and management guides.
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Version Related documentation

Clustered Data ONTAP 8.2 .
Clustered Data ONTAP 8.3 .
ONTAP 9.0-9.6 .

Clustered Data ONTAP® 8.2 File Access and Protocols Management
Guide

Clustered Data ONTAP® 8.2 System Administration Guide for SVM
Administrators

Clustered Data ONTAP® 8.3 System Administration Guide for
Cluster Administrators

Clustered Data ONTAP® 8.3 File Access Management Guide for CIFS

ONTAP 9 Documentation Center

Perform the steps below before proceeding with audit configuration:

1. Configure CIFS server and make sure it functions properly.

NOTE: NFS file shares are not supported.

2. Configure System Access Control List (SACL) on your file share. See Configure Audit Settings for CIFS
File Shares for more information.

3. Set the Security Style for Volume or Qtree where the audited file shares are located to the "ntfs" or

"mixed".

4. Configure audit manually. For 8.3, review the Auditing NAS events on SVMs with FlexVol volumes
section in Clustered Data ONTAP® 8.3 File Access Management Guide for CIFS.

NOTE: The current version of Netwrix Auditor does not support auditing of Infinite Volumes.

7.8.2.2. Configure ONTAPI Web Access

Netwrix Auditor uses ONTAPI to obtain the current CIFS audit configuration and force the audit data flush
from the internal filer format to an MS Event Viewer compatible format. Netwrix Auditor supports both the
SSL and non-SSL HTTP access, trying HTTPS first, and falling back to HTTP if it is unavailable.

1. Navigate to your cluster command prompt through the SSH/Telnet connection.

2. Login as a cluster administrator and review your current web access settings. Make sure that External
Web Services are allowed. For example:

clusterl::> system services web show

External Web Services: true

Status: online

HTTP Protocol Port: 80
HTTPs Protocol Port: 443
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TLSv1l Enabled: true
SSLv3 Enabled: true
SSLv2 Enabled: false

3. Enable ONTAPI access on the SVM where CIFS server is set up and configured. The example command
output shows correct web access settings where vs1 is your SYM name.

clusterl::> vserver services web show -vserver vsl
Vserver Type Service Description Enabled
Name
vsl data ontapi Remote Administrative API true
Support

4. Enable HTTP/HTTPS access. For example:

clusterl::> vserver services web modify -vserver vsl -name ontapi -enabled
true

5. Enable only SSL access (HTTPS in Netwrix Auditor). For example:

clusterl::> vserver services web modify -vserver vsl -name ontapi -enabled

true -ssl-only true

6. Make sure that the builtin vsadmin role or a custom role (e.g., fsa_role) assigned to your account
specified for data collection can access ONTAPI. For example:

cluster2::> vserver services web access show -vserver vs2

Vserver Type Service Name Role

vs2 data ontapi fsa_role

vs2 data ontapi vsadmin

vs2 data ontapi vsadmin-protocol
vs2 data ontapi vsadmin-readonly
vs2 data ontapi vsadmin-volume

5 entries were displayed.

7.8.2.3. Configure Firewall Policy

Configure firewall to make file shares and Clustered Data ONTAP HTTP/HTTPS ports accessible from the
computer where Netwrix Auditor Server is installed. Your firewall configuration depends on network
settings and security policies in your organization. Below is an example of configuration:

1. Navigate to your cluster command prompt through the SSH/Telnet connection.
2. Login as a cluster administrator and review your current firewall configuration. For example:

clusterl::> system services firewall show

Node Enabled Logging
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3. Create firewall policy or edit existing policy to allow HTTP/HTTPS (note that modifying a policy you
may overwrite some settings). For example:

To... Execute...
NetApp Clustered Data ONTAP 8.2

Create a policy clusterl::> system services firewall policy create -policy
poll -service http -vserver vsl -action allow -ip-list
192.168.1.0/24

clusterl::> system services firewall policy create -policy
poll -service https -vserver vsl -action allow -ip-list
192.168.1.0/24

Modify existing clusterl::> system services firewall policy modify -policy
policy poll -service http -vserver vsl -action allow -ip-1list
192.168.1.0/24

clusterl::> system services firewall policy modify -policy
poll -service https -vserver vsl -action allow -ip-list
192.168.1.0/24

NetApp Clustered Data ONTAP 8.3, ONTAP 9.0 - 9.6

Create a policy clusterl::> system services firewall policy create -policy
poll -service http -vserver vsl -allow-list 192.168.1.0/24

clusterl::> system services firewall policy create -policy
poll -service https -vserver vsl -allow-list
192.168.1.0/24

Modify existing clusterl::> system services firewall policy modify -policy
policy poll -service http -vserver vsl -allow-list 192.168.1.0/24

clusterl::> system services firewall policy modify -policy
poll -service https -vserver vsl -allow-list
192.168.1.0/24

where poll is your Firewall policy name and 192.168.1.0/24 is your subnet where Netwrix
Auditor Server resides.

4. Apply the firewall policy to a LIF.

clusterl::>network interface modify -vserver vsl =-1if wvsl-cifs-1ifl -

firewall-policy poll
To verify the policy was applied correctly, execute the following:

clusterl::>network interface show -fields -firewall-policy
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7.8.2.4. Configure Event Categories and Log

Perform the following procedures to configure audit:

« To configure auditing state, event categories and log

« To configure logs retention period

To configure auditing state, event categories and log

Configure audit settings in the context of Cluster or Storage Virtual Machine. All examples in the procedure
below apply to SVM, to execute commands in the context of Cluster, add -vserver name, where name is
your server name.

1. Navigate to command prompt through the SSH/Telnet connection.

2. Login as a cluster administrator and switch to the context of SVM from the cluster. For example to
switch to the SVM called vs1:

clusterl::> vserver context -vserver vsl
After a switch, you will be in the context of SVM:
vsl::>

3. Create and enable audit. For more information on audit configuration, refer to NetApp
documentation. For example:

To... Execute...
Create audit vsl::> vserver audit create -destination <path to the
volume>

In the example above, the vserver audit create -destination
/audit command executed on the vs1 SVM creates and enables audit on the
volume /audit.

NOTE: Netwrix Auditor accesses audit logs via file shares. Make sure the
volume you specified is mounted on SVM and shared (e.g., audit$ is a
share name and its path is /audit).

Enable audit vsl::> vserver audit enable

4. Review your audit settings. For example, on ONTAPI 8.3 the default audit is configured as follows:

vsl::> vserver audit show -instance
Auditing State: true
Log Destination Path: /audit
Categories of Events to Audit: file-ops, cifs-logon-logoff

Log Format: evtx
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Log File Size Limit: 100MB
Log Rotation Schedule: Month: —
Log Rotation Schedule: Day of Week: —
Log Rotation Schedule: Day: —
Log Rotation Schedule: Hour: —
Log Rotation Schedule: Minute: —
Rotation Schedules: —
Log Files Rotation Limit: O

For ONTAPI 9.0 or later the default audit is configured as follows:

vsl::> vserver audit show -instance

Auditing State: true
Log Destination Path: /audit
Categories of Events to Audit: file-ops, file-share, audit-policy-
change, cifs-logon-logoff
Log Format: evtx
Log File Size Limit: 100MB
Log Rotation Schedule: Month: —
Log Rotation Schedule: Day of Week: —
Log Rotation Schedule: Day: —
Log Rotation Schedule: Hour: —
Log Rotation Schedule: Minute: —
Rotation Schedules: —
Log Files Rotation Limit: O

Check the following options:

Option Setting

Auditing State true

Categories of Events file-ops
to Audit

NOTE: Only required if you use Clustered Data ONTAP 8.3, ONTAP
9.0, ONTAP 9.1 or later. You cannot select event categories
if you use Clustered Data ONTAP 8.2.

For ONTAP 9.0 and later, also check the following options:

file-ops, file-share, audit-policychange

For ONTAP 8.3, just check file-ops.

Log Format "ML" or "EVTX"

Modify the log file size limit—set to 300 MB. Execute:

vsl::> vserver audit modify -rotate-size 300MB
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300MB is the recommended maximum log size proceeding from performance evaluations. Make sure
there is enough disk space allocated for the security logs archives. Depending on the file access
activity, audit data may grow rapidly, and the location specified for the security log (and security log
auto archives) must be large enough to hold data until it is processed by Netwrix Auditor. You can
customize your security log by configuring log rotation schedule. For detailed information, review the

Management Guide for CIFS.

7. After configuration, double-check your settings.

vsl::> vserver audit show -instance

Auditing State: true
Log Destination Path: /audit
Categories of Events to Audit: file-ops, cifs-logon-logoff
Log Format: evtx
Log File Size Limit: 300MB
Log Rotation Schedule: Month: —
Log Rotation Schedule: Day of Week: —
Log Rotation Schedule: Day: —
Log Rotation Schedule: Hour: —
Log Rotation Schedule: Minute: —
Rotation Schedules: —

Log Files Rotation Limit: O

NOTE: For ONTAP 9.0 and later, also check the following settings: file-ops, file-share, audit-
policychange.

For ONTAP 8.3, just check file-ops.

To configure logs retention period

1. On the computer where Netwrix Auditor Server resides, open Registry Editor: navigate to Start —
Run and type "regedit”.

2. Navigate to HKEY_LOCAL_MACHINE — SOFTWARE — Wow6432Node — Netwrix Auditor —
File Server Change Reporter.

3. Intheright-pane, right-click and select New — DWORD (32-bit Value).

NOTE: For the backup logs retention functionality to work properly, you need to specify the
CleanAutoBackupLogs name for the newly created registry value.
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[ Registry Editor - O X
File Edit View Faverites Help
, Auditor for SharePoint A || Mame Type Data
> L Change Reporter for VI3 {26 (Default) REG SZ (value not sef)
L Data Collection Core %3] CheckForUpdates REG_DWORD 000000001 (1)
Event Log Manager ]Iy REG_DWORD 0x00000DDT (1)
E‘lceh;er:f:r?ﬂ';:ge — ab]nstallPath REG_SZ C:\Program Files (<86)\Netw
_____ File Server Change Reporter Agent .‘g’g'g']ProcessBackupLogs REG_DWORD 000000001 (1)
' Inactive Users Tracker f;b']Removerchumps REG_DWORD (00000001 (1)
Logon Activity Auditing jg'g']SupportExpirationWaming REG_DWORD (500000001 (1)
Management Console 8| Tracelevel REG_DWORD (ee00000019 (25)
e Non-owner Mailbox Access Report
Oracle
----- Oracle Auditing lew ’ Key
. Password Expiration Motifier String Value
> - SharePoint Online Binary Value
e SharePoint Online Auditing .
. 50L Server Change Reporter DWORD (32-bit) Value
User Activity Video Reporter QWORD (64-bit) Value
- Windows Server Change Reporter Multi-String Value
. Windows Server Change Reporter / Expandable String Value
ODBC
Policies
RegisteredApplications
SMIA
- WOWe432Node
SYSTEM
HKEY_LSERS
HKEY_CURREMT_COMFIG v
< > < >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WWOWBE432Node\Metwrix Auditor\File Server Change Reporter

4. Double-click CleanAutoBackupLogs. The Edit DWORD Value dialog will open.

5. This value defines the time period (in hours) after which security event logs archives will be
automatically deleted. By default, it is set to "0" (decimal). Modify this value, if necessary, and click OK
to save the changes.

Edit WWORD (32-bit) Value >
Value name:
|Deanﬁu_rtu Backuplogs
Value data: Base
|5;|]-| | () Hexadecimal
(®) Decimal
o

6. NOTE: If the CleanAutoBackupLogs registry value is set to "0", you will have to remove the old logs
manually, or you may run out of space on your hard drive.
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7.8.3. Configure Audit Settings for CIFS File Shares

Netwrix Auditor can be configured to audit all access types, review the table below and select options that
you want to track:

Option Description

Changes Successful  Use this option to track changes to your data. Helps find out who
made changes to your files, including their creation and deletion.

Failed Use this option to detect suspicious activity on your file server.
Helps identify potential intruders who tried to modify or delete files,
etc., but failed to do it.

Read access Successful  Use this option to supervise access to files containing confidential
data intended for privileged users. Helps identify who accessed
important files besides your trusted users.

NOTE: Enabling this option on public shares will result in high
number of events generated on your file server and the
amount of data written to the AuditArchive.

Failed Use this option to track suspicious activity. Helps find out who was
trying to access your private data without proper justification.

NOTE: Enabling this option on public shares will result in high
number of events generated on your file server and the
amount of data written to the AuditArchive.

NOTE: Actions reported by Netwrix Auditor vary depending on the file server type and the audited object
(file, folder, or share). The changes include creation, modification, deletion, moving, renaming, and
copying. To track the copy action, enable successful read access and change auditing.

Do one of the following depending on the OS:

« To configure audit settings for the CIFS file shares from computers running pre-Windows Server
2012 versions

« To configure audit settings for the CIFS file shares from computers running Windows Server 2012
and above

To configure audit settings for the CIFS file shares from computers running pre-Windows Server 2012 ver-
sions

1. Navigate to the root share folder, right-click it and select Properties.

2. Inthe <Share_Name> Properties dialog, select the Security tab and click Advanced.
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NOTE: If there is no such tab, it means a wrong security style has been specified for the volume
holding this file share.

3. In the Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab, click
Edit.

l Advanced Security Settings for Annual Reports E
auditing |

Ta view ar edit details For an auditing entry, select the entry and then click Edit,

Object narme: C:1annual Reparts

Auditing entries:

Type | Marne | Arcess | Inherited From | Apply To |

Add. .. Edit,. Hemayve

¥ Include inheritable auditing entries From this object's parent

[~ Replace all existing inheritable auditing entries on all descendants with inheritable auditing entries From this object

What are the requirements For auditing object access?

o4 I Zancel | Apply |

4. In a separate Advanced Security Settings for <Share_Name> dialog, click Add to add a principal.
You can also select Everyone (or another user-defined group containing users that are granted
special permissions) and click Edit.

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
warnings on incorrect audit configuration. This will not affect the Reports functionality and the
product will only audit user accounts that belong to the selected group.

5. Apply settings to your Auditing Entries depending on actions that you want to audit. If you want to
audit all actions (successful reads and changes as well as failed read and change attempts), you need
to add three separate Auditing Entries for each file share. Otherwise, reports will contain limited data
and warning messages. Review the following for additional information:

o Successful reads

o Successful changes

o Failed read attempts

o Failed change attempts
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Successful reads

The Auditing Entry below shows Advanced Permissions for auditing successful reads only:

l Auditing Entry for Annual_Reports

Object |

Marme: I Evetyvone Change... |

Apply onto: IFiIes anly j

Brcess: Successiul Failed

[

Full contral

100

Trawverse folder | execute file
List Folder | read data

Read attributes

Read extended attributes

Create files | write data
Create folders | append data
Write attributes

Write extended attributes
Delete subfolders and files

Delete

100000000000

O
O
O
O
O
O
O
O

-

apply these auditing entries to objects |
™ andfor containers within this container iz il
anly
Managing auditing

Ik I Cancel |

o Apply onto—Select "Files only".

o Check "Successful" and "Failed" next to List folder / read data.

» Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

Successful changes

The Auditing Entry below shows Advanced Permissions for auditing successful changes only:
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l Auditing Entry for Annual Reports
Object |
Marme: I Evervone Change... |
&pply onko: IThis folder, subfolders and files j
Access; Successful  Failed

Read attributes O O -

Read extended attribukes O O

Create files | write data O

Create folders | append data O

Write attributes O O

Write extended attributes O

Delete subfolders and Files O

Delete O

Read permissions O O

Change permissions D

Take ownership O =
m QE:J}L“EE?E?#SJZ’Tﬁti?n“t'ﬁét&ﬁ'ﬁé‘?ﬁéf

anly

Managing auditing

K I Zancel |

« Apply onto—Select "This folder, subfolders and files".
o Check "Successful" next to the following permissions:

» Create files / write data

« Create folders/ append data

» Write extended attributes

o Delete subfolders and files

o Delete

o Change permissions

« Take ownership

« Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.
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Failed read attempts

The Auditing Entry below shows Advanced Permissions for auditing failed read attempts only:

§ Auditing Entry for Annual Reports K&

Object |
[ame: I Evervone Change. .. |
Apply onto: IThis folder, subfolders and files j
ArCcess: Successful  Failed
Full cankrol O O =
Traverse folder | execute File O O
List Falder | read data O
Read atkributes O O
Read extended attributes O O
Create Files | write data O O
Create Folders | append data O O
Write attributes O O
write extended attributes O O —
Delete subfolders and Files O O
Delete O O -
Apply these auditing entries to objects
[~ andior containers within this container et el
anly
Managing auditing
K | Cancel |

« Apply onto—Select "This folder, subfolders and files".
o Check "Failed" next to List folder / read data.

» Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

Failed change attempts

The Auditing Entry below shows Advanced Permissions for auditing failed change attempts only:
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l Auditing Entry for Annual Reports
Object |
Marme: I Evervone Change... |
&pply onko: IThis folder, subfolders and files j
Access; Successful  Failed

Read attributes O O -

Read extended attribukes O O

Create files | write data O

Create folders | append data O

Write attributes O O

Write extended attributes O

Delete subfolders and Files O

Delete O

Read permissions O O

Change permissions D

Take ownership O =
m QE:J}L“EE?E?#SJZ’Tﬁti?n“t'ﬁét&ﬁ'ﬁé‘?ﬁéf

anly

Managing auditing

K I Zancel |

"

« Apply onto—Select "This folder, subfolders and files".
o Check "Failed" next to the following permissions:

» Create files / write data

« Create folders/ append data

» Write extended attributes

o Delete subfolders and files

o Delete

o Change permissions

« Take ownership

« Make sure that the Apply these auditing entries to objects and/or containers within this
container only checkbox is cleared.

To configure audit settings for the CIFS file shares from computers running Windows Server 2012 and
above

152/259



Netwrix Auditor Installation and Configuration Guide

7.Configure IT Infrastructure for Auditing and Monitoring

1. Navigate to the root shared folder, right-click it and select Properties.

2. Inthe <Share_Name> Properties dialog, select the Security tab and click Advanced.

NOTE: If there is no such tab, it means a wrong security style has been specified for the volume
holding this file share. See Configure Qtree Security for more information.

3. In the Advanced Security Settings for <Share_Name> dialog, navigate to the Auditing tab, click
Edit.

Advanced Security Settings for Annual_Reports O *
Mame: Ch\Annual_Reports
Owner: Administrators (WORKSTATION16\Administrators) ¥y Change

Permissions Share Auditing Effective Access

For additicnal infermation, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to

Add Remove Wiew

Dizable inheritance

[[]Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

4. Click Add to add a new principal. You can also select Everyone (or another user-defined group
containing users that are granted special permissions) and click Edit.

5. In the Auditing Entry for <Folder_Name> dialog, click the Select a principal link and specify
Everyone.

NOTE: You can specify any other user group, but in this case Netwrix Auditor will send emails with
warnings on incorrect audit configuration. In this case, the product will only monitor user
accounts that belong to the selected group.

6. Apply settings to your Auditing Entries depending on actions that you want to audit. If you want to
audit all actions (successful reads and changes as well as failed read and change attempts), you need
to add three separate Auditing Entries for each file share. Otherwise, reports will contain limited data
and warning messages. Review the following for additional information:
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Successful reads

Successful changes

Failed read attempts

Failed change attempts

Successful reads

The Auditing Entry below shows Advanced Permissions for auditing successful reads only:

Auditing Entry for Annual_Reports O hed

Principal:  Everyone Selecta principal

Type: |Succ55 ~ |
Applies to: |Fi|5 only v|
Advanced permissions: Show basic permissions
[] Full control [] Write attributes
[] Traverse folder / execute file [JWrite extended attributes
[] List folder / read data [[]Delete subfolders and files
[[]Read attributes [ Delete
[[] Read extended attributes [[]Read permissions
[[] Create files / write data [JChange permissions
[[] Create folders / append data []Take ownership

[] Only apply these auditing settings to objects and//or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

o Type—Set to"Success".
» Applies to—Set to"Files only".
» Advanced permissions—SelectList folder / read data.

o Make sure that theOnly apply these auditing settings to objects and/or containers
within this containercheckbox is cleared.

Successful changes

The Auditing Entry below shows Advanced Permissions for auditing successful changes only:
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Auditing Entry for Annual_Reports O =
Principal:  Everyone Select a principal
Type: |Succas - |
Applies to: |Thls folder, subfolders and files V|
Advanced permissions: Show basic permissions
[] Full contral [ Write attributes
[] Traverse folder / execute file Write extended attributes
[] List folder / read data Delete subfolders and files
[[] Read attributes Delete
[[] Read extended attributes [[]Read permissions
Create files / write data Change permissions
Create folders / append data Take ownership

[] Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met,

Add a condition

Goneol

o Type—Set to"Success”.
» Applies to—Set to"This folder, subfolders and files".
» Advanced permissions:
« Create files / write data
« Create folders/ append data
« Write extended attributes
« Delete subfolders and files
o Delete
» Change permissions
« Take ownership
o Make sure that theOnly apply these auditing settings to objects and/or containers
within this containercheckbox is cleared.

Failed read attempts

The Auditing Entry below shows Advanced Permissions for auditing failed read attempts:
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Auditing Entry for Annual_Reports ] hed
Principal:  Everyone Select a principal
Type: | Fail w |
Applies to: |Thisf0|der,subfo|dersand files V|
Advanced permissions: Show basic permissions
[JFull control [ Write attributes
[ Traverse folder / execute file [[] Write extended attributes
List folder / read data [] Delete subfolders and files
[]Read attributes [[] Delete
[(JRead extended attributes [[] Read permissions
[[] Create files / write data [[] Change permissions
[[] Create folders / append data [ Take ownership

[]Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

cancel

o Type—Set to"Fail".
» Applies to—Set to"This folder, subfolders and files".
» Advanced permissions—SelectList folder / read data.

» Make sure that theOnly apply these auditing settings to objects and/or containers
within this containercheckbox is cleared.

Failed change attempts

The Auditing Entry below shows Advanced Permissions for auditing failed change attempts:
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Auditing Entry for Annual_Reports O *
Principal: ~ Everyone Select a principal
Type: | Fail v |
Applies to: |Thisfo|der, subfolders and files V|
Advanced permissions: Show basic permissions
[C1Full contral [ Write attributes
[] Traverse folder / execute file ‘Write extended attributes
[ List folder / read data Delete subfolders and files
[]Read attributes Delete
[ Read extended attributes [ Read permissions
[ Create files / write data [#] Change permissions
Create folders / append data Take ownership
[] Only apply these auditing settings to objects and/or containers within this container Clear all
Add a condition to limit the scope of this auditing entry. Security events will be logged enly if conditions are met.
Add a condition

o Type—Set to"Fail".
o Applies to—Set to"This folder, subfolders and files".
« Advanced permissions:

» Create files / write data

« Create folders/ append data

« Write extended attributes

o Delete subfolders and files

o Delete

o Change permissions

« Take ownership

« Make sure that theOnly apply these auditing settings to objects and/or containers
within this containercheckbox is cleared.

NOTE: To audit successful changes on NetApp 8x or earlier, also select Write Attributesin
theAdvanced permissionslist in the auditing entry settings.

7.9. Configure Nutanix File Server for Monitoring

To configure your Nutanix File Server for monitoring SMB shares, you will need to do the following:
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1. Create User Account to Access Nutanix REST API

2. Open Port for Inbound Connections

Also, you should configure Netwrix Auditor Server as a partner server for Nutanix Files, and create a
notification policy to make Netwrix Auditor aware of the Nutanix events. These operations can be
performed in any of the following ways:

» Automatically when creating a monitoring plan. For that, you should select the Adjust audit settings
automatically option in the monitoring plan wizard. See Settings for Data Collection for more
information.

o Manually, as described in the corresponding sections:

o Configure Partner Server

o Create a Notification Policy

NOTE: Remember that in both cases (automatic or manual configuration) you will need to take steps 1 and
2 above, i.e., ensure that the user account for accessing REST APl is created and the listening port on
Netwrix Auditor Server is open for inbound connections.

7.9.1. Create User Account to Access Nutanix REST API

To create a user account using the ncli utility:

1. Download and install the ncli (Nutanix command-line interface) on any server in your infrastructure,
as described here.

2. Start the utility and establish a ncli session by the following command:
ncli -s management ip addr -u 'username' -p 'user password'
here:
o management ip addr -theIP address of any Nutanix Controller VM in the cluster
e username - User name to access that VM; if not specified, admin (default name) will be used
e user password - password to access that VM
3. Runthe fs 1list command in nclito get the list of Nutanix Files servers.

4. Locate the name of Nutanix Files server you want to audit; locate and save the following server
parameters to a text file:

o Uuid - Nutanix Files server ID

5. Finally, create a new user and specify credentials that will be used to access this Nutanix Files server.
For that, run the following command in ncli:

fs add-user uuid=<fs uuid> user=<username> password=<password>

here:
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o <fs uuid>-Nutanix Files server ID (Uuid)
o <username> - User name

o <password> - password

To create a new user account with Nutanix Prism:
1. Open Nutanix Prism web portal.
2. Select File Server category. In the list of servers, select the server you want to audit.
3. Click Manage roles.

4. Inthe Manage roles dialog locate the REST API access user section and click +New user.

root2\administrator File Server Admin: Full access

REST APl access users

Manage users on the file server with REST APl access @

USERNAME

ul

5. Enter local user account name and password, then click Save next to them to save the settings.

6. Click the Close button to close the Manage roles dialog.

7.9.2. Configure Partner Server

To start monitoring files and folders on Nutanix File Server, you should configure Netwrix Auditor Server as
a partner server for Nutanix File Server.

IMPORTANT! This configuration procedure involves creation of APl requests and assumes that you have
an good understanding of REST API concept, as well as experience in working with JSON-formatted
requests in some API client. To get acquainted with Nutanix REST API Explorer client, refer to
Nutanix documentation
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To create a partner server for Nutanix File Server via API:

1. Open the File Server REST APl Explorer REST API client using the following URL:
https://<fileserver ip>:9440/api/nutanix/v3/api explorer/index.html#/

here <fileserver ip>-I|P address of the Nutanix File Server to be audited.

NOTE: If you select to launch the RestAPI Explorer from the Prism menu, the RestAPI Explorer for

Prism server will be opened.

2. Inthe username and password fields, enter the credentials of the Create User Account to Access

Nutanix REST APl you have created.

3. Click Explore.

4. Locate the POST request for partner_servers endpoint:
POST /partner servers

partner_server Show/Hide
POST /partner_servers
POST /partner_servers/list

5. Inthe request body, enter the following JSON-formatted structure:

{

List Operations Expand Operations

Create @ partner-_server

Get a fist of parimer_servers

"spec": {
"name": "<NAME OF PARTNER SERVER>",
"resources": {
"usage type": "NOTIFICATION",
"vendor name": "netwrix",
"server info": {
"server type": "PRIMARY",
"address": {
"ip": "<IP OF THE NETWRIX AUDITOR>",
"port": 9898
}
}
}
by
"api version": "3.0",
"metadata": {
"kind": "partner server"

}
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here:
<NAME_OF PARTNER_SERVER> - enter the Netwrix Auditor server name

<IP_OF_NETWRIX_AUDITOR> - enter the Netwrix Auditor server |P address

NOTE: This address must be visible from the Nutanix File Server network.
Send the request, clicking Try it out.

Get the response - Response Code should be 200. In the response body, locate the uuid of the
created partner server.

. To check that a new partner server was included in the list of existing partner servers, retrieve the list
of servers, sending the POST request to the following endpoint: POST /partner servers/list

The request body must be empty - for that, enter empty brackets as the value for get entities_request
parameter: { }
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partner_server Show/Hide | List Operations | Expand Operations
POST -'?'_‘IEIF'LI'-E'I'_SG!'\-"E'I'S Create a partner_server
POST /panner_servers/list Get a fist of parmer_senvers

Implementation Notes
This operation gets a list of partner_servers, allowing for sorting, filtering, and pagination. Supported Filters:

= name

* uuid
Note: Entitles that have not been created successfully are not listed.

Response Class (Status 200)
Model Model Schema
"uuid": "string"
¥
"host_address_op_type™. "ADD",
"host_address": {
"ip®: "string”,
"ipvE™ "string”,
"port™ O,
"fgdn"; "string"
£ 3
"access_type": "RO"

1

Response Content Type o o
application/json

Parameters
Parameter Value Description Parameter Type Data Type
get_entities_request {} body Model Model Schema

{
"filter": "string".
"kind": "partner_server",
"sort_order”™: "string”,
"offset™ 0,
"length”: O,
"sort_attribute”; "string”
]

Parameter content type: applicationjson

Cllck 1o =et 25 parameter value

Response Messages
HTTP Status Code Reason Response Model Headers

default Internal Error Model Model Schema

9. Theresponse body should contain the list of servers, including new partner server name and other
settings.

7.9.3. Create a Notification Policy

To monitor operations with files and folders on Nutanix File Server, you should configure a notification
policy for the related events.

7.9.3.1. Monitored Operations

The list of supported operations is provided in the table below. Your notification policy can include any of
them.
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To audit... Operation name to specify at policy creation

Successful create operations FILE_CREATE

DIRECTORY_CREATE

Successful read operations FILE_READ

Successful modify operations FILE_ZWRITE
RENAME
SECURITY

Successful delete operations FILE_DELETE

DIRECTORY_DELETE

Failed read/modify/delete attempts* FILE_OPEN

* - Failed attempt to move/rename file are not audited.

7.9.3.2. Configuration Procedure

IMPORTANT! Notification policy creation procedure involves the usage of APl requests and assumes that
you have an good understanding of REST API concept, as well as experience in working with JSON-
formatted requests in some API client. To get acquainted with Nutanix REST API Explorer client,
refer to Nutanix documentation.

To create a notification policy for Nutanix File Server via API:
1. Open the File Server REST API Explorer client using the following URL:
https://<fileserver ip>:9440/api/nutanix/v3/api explorer/index.html#/
here< fileserver ip >-IP address ofthe Nutanix File Server to be audited.
NOTE: If you select to launch the RestAPI Explorer from the Prism menu, the RestAPI Explorer for
Prism client will be opened.

2. Intheusername and password fields, enter the credentials of the Create User Account to Access
Nutanix REST APl you have created.

3. Click Explore.

4. IntheFile Server REST API Explorer REST API client, locate the POST request for notification
policies:
POST /notification policies

5. Inthe request body, enter the following JSON-formatted structure:

{
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"spec": {

"name": "<NAME OF NOTIFICATION POLICY> ",

"resources": {
"all mount targets" : true,
"protocol type list" : ["SMB"],
"file operation list" : [<LIST OF FILE OPERATIONS>],
"partner server reference list" : [{
"kind" : "partner server",
"uyuid" : "<UUID OF PARTNER SERVER>"
1]
b
"description": "<optional string>"
b
"api version": "3.0",
"metadata": {
"kind": "notification policy"
}
}
here:

"all_mount targets" : true - instructs to notify on changes to all shares
"protocol_type_list" : ["SMB"] - instructs to track SMB shares (the only currently supported)
<NAME_OF_NOTIFICATION_POLICY> - enter the name of notification policy you want to create

<UUID_OF_PARTNER_SERVER> - enter the uuid of Configure Partner Server

<LIST_OF_FILE_OPERATIONS> - enter the list of operations to be audited.
6. Send therequest, clicking Try it out.

7. Gettheresponse-Response Code should be 200. In the response body, locate the uuid of the
created notification policy.

8. To check that a new policy was included in the list of existing policies, retrieve the list of policies,
sending the POST request to the following endpoint: POST /notification policies/list.The
request body must be empty - for that, enter empty brackets as the value for get entities_request
parameter: { }

7.9.3.3. Auditing Specific Folders

If you want to audit only the certain folders on Nutanix File Server (mount targets), then do the following:

1. Retrieve the list of existing mount targets using the mount target POST /mount targets/list
request with empty body, as described above.
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2. Intheresponse, locate the uuids of the target folders you want to audit.

3. In the notification policy creation request (described above) instead of "all mount targets"
true in the request body enter the following JSON-formatted structure:

"mount target reference list": [

{

"kind" : "mount target",

"uuid" : "<UUI D OF MOUNT TARGETI1>"
by
{

"kind" : "mount target",

"uuid" : "<UUID OF MOUNT TARGET2>"

by
]

here:

<UUID_OF MOUNT_TARGET> - enter the uuid of target you want to audit.

7.9.3.4. Example

The JSON-formatted structure below is an example of the request body that can be used to create a
notification policy named MOUNT_POINT_POLICY to audit the mount a share on Nutanix File Server with
the uuid=378896fd-e829-4869-84a2-6c29268acfff. The following operations will be audited:

« "FILE_READ",

o "FILE_CREATE",

o "FILE_DELETE",

o "DIRECTORY_CREATE",
o "DIRECTORY_DELETE",

o "FILE_WRITE",
« "RENAME",

o "SECURITY",

o "FILE_OPEN"

JSON structure is as follows:

{

"spec": {
"name": "MOUNT POINT POLICY ",
"resources": {

"mount target reference list": |

{
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"kind" : "mount target",
"uuid" : "378896£fd-e829-4869-84a2-6c29268acfff”
}
Ir
"protocol type list" : ["SMB"],

"file operation list" :[
"FILE READ",
"FILE CREATE",
"FILE DELETE",
"DIRECTORY CREATE",
"DIRECTORY DELETE",
"FILE WRITE",
"RENAME",
"SECURITY",
"FILE OPEN"

1,

"partner server reference list" : [

{

"kind" : "partner server",
"uuid" : " dObfb952-924b-459%e-bd32-44c8b5a62838"
}
]
by
by
"api version": "3.0",
"metadata": {
"kind": "notification policy"

7.9.4. Open Port for Inbound Connections

1. On atarget computer navigate to Start — Control Panel and select Windows Firewall.

2. Inthe Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

3. Inthe Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.

4. Click New Rule. In the New Inbound Rule wizard, complete the steps as described below.
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Option Setting

Rule Type Port

Protocols and Ports « Does this rule applies to TCP or UDP—Select TCP

« Specific local ports—Type required port, e.g., 9898.

Action Select Allow the connection
Profile Applies to Domain
Rule name Rule name, for example Nutanix Files inbound rule.

IMPORTANT! When you add the first item (Nutanix SMB shares) to the Nutanix monitoring plan, you will
be suggested to use port 9898. For the next Nutanix SMB shares added as an item, you should
specify a different TCP port and configure it for inbound connections, as described above.

7.10. Configure Network Devices for Monitoring

To configure your network devices for monitoring perform the following procedures, depending on your
device:

« Configure Cisco ASA Devices

« Configure Cisco 10S

« Configure Fortinet FortiGate Devices

« Configure PaloAlto Devices

« Configure Juniper Devices

« Configure SonicWall Devices

7.10.1. Configure Cisco ASA Devices

To configure your Cisco ASA devices, do the following:

1. Navigate to your Cisco ASA device terminal through the SSH/Telnet connection (for example, use
PUTTY Telnet client).

2. Access the global configuration mode. For example:
hostname# configure terminal

hostname (config) #

3. Enable logging. For example:

hostname (config) # logging enable
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4.

Set the IP address of the computer that hosts Netwrix Auditor Server as the logging host
parameter. And make sure that the UDP port is used for sending syslog messages (e.g., 514 UDP port).
For example:

hostname (config)# logging host <Netwrix Auditor server IP address>

NOTE: Do not select the EMBLEM format logging for the syslog server option.
Enablethe logging timestamp option. For example:
hostname (config) # logging timestamp

Set the logging trap option from 1to 6inclusive. For example:

hostname (config) # logging trap 5

7.10.2. Configure Cisco 10S

To configure your Cisco 10S devices, do the following:

1.

Navigate to your Cisco |OS device terminal through the SSH/Telnet connection (for example, use
PUTTY Telnet client).

Access the global configuration mode. For example:

Router# configure terminal

Enable time stamps in syslog messages:

Router# service timestamps log datetime localtime show-timezone
Set the logging trap optionfrom 1to 6inclusive. For example:
Router# logging trap 5

Set the IP address of the Netwrix Auditor Server as the 1ogging host parameter. And make sure
that the UDP port is used for sending syslog messages (e.g., 514 UDP port). For example:

Router# 192.168.1.5 514

7.10.3. Configure Fortinet FortiGate Devices

To configure your Fortinet FortiGate devices, enable logging to multiple Syslog servers and configure
FortiOS to send log messages to remote syslog servers in CEF format. Do one of the following:

o To configure Fortinet FortiGate devices via Command Line Interface

« To configure Fortinet FortiGate devices through the Fortigate Management Console

To configure Fortinet FortiGate devices via Command Line Interface

1.

2.

Login to the Command Line Interface (CLI).

Enter the following commands:

config log syslogd setting
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set

format cef

NOTE: To enable CEF format in some previous FortiOS versions, enter the set csv disable

set

set

set

set

set

set

end

command.
csv disable
facility <facility_name>
port 514
reliable disable
server <ip_address_of Receiver>

status enable

To configure Fortinet FortiGate devices through the Fortigate Management Console

1. Open Fortigate Management Console and navigate to Log&Report — Log Config - Log Setting.

2. Select the Syslog checkbox.

3. Expand the Options section and complete the following fields:

Option Description

Name/IP Enter the address of your Netwrix Auditor Server.
Port Set to "574".

Level Select desired logging level.

Facility Netwrix recommends using default values.

Data format Select CEF.

NOTE: To enable CEF format in some previous FortiOS versions, unselect
the Enable CSV checkbox.

4. Click Apply.

7.10.4. Configure PaloAlto Devices

To configure your PaloAlto devices, create a Syslog server profile and assign it to the log settings for each

log type.
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To configure a Syslog server profile

1. Connect to your PaloAlto device: launch an Internet browser and enter the IP address of the firewall
in the URL field (https://<IP address>).

2. Inthe Web Interface, navigate to Device — Server Profiles — Syslog.
3. Click Add and specify profile name, for example, "SyslogProf1".

4. Specify syslog server parameters:

Parameter Description

Name Specify unique name for a syslog server.
Syslog Provide a server name by entering its FQDN or IPv4 address.
Server

Transport Select UDP.

Port Provide the name of the UDP port used to listen to network devices (514 port used
by default).

Format Select IETF.

Facility Netwrix recommends using default values.

To configure syslog forwarding

1. Inthe Web Interface, navigate to Device — Log Settings.

2. For System, Config and User-ID logs, click Add and enter unique name of your syslog server.
3. Onthe syslog panel, click Add and select the syslog profile you created above.
4

. Click Commit and review the logs on the syslog server.

7.10.5. Configure SonicWall Devices

To configure your SonicWall devices, do the following, depending on your device type:

« To configure SonicWall Web Application Firewall

« To configure SonicWall SMA

« Configure SonicWall Devices

To configure SonicWall Web Application Firewall

1. Connect to your SonicWall device. Launch an Internet browser and enter the following in the URL
field: https://<IP address>:84443, where IP address is the IP of the device and 84443 is the default
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connection port.

2. Loginto the device.

3.

In the Web Interface, navigate to Log — Settings and configure the following:

Parameter Description

Log Level
Alert Level

Syslog Level

Enable Audit Log

Send to Syslog Server in
Audit Log Settings

Send to Syslog Server in
Access Log Settings

Primary Syslog Server

Primary Syslog Server Port

4. Click Accept.

5. Navigate to Log — Categories.

6. Select the following checkboxes:

Authentication
Authorization & Access
System

Web Application Firewall

Set to "Info".

Select these checkboxes.

Enter the address of your Netwrix Auditor Server.

Provide the name of the UDP port used to listen to network
devices (514 port used by default).

Geo IP & Botnet Filter In Log Categories (Standard)

7. Click Accept.

To configure SonicWall SMA

1.

Connect to your SonicWall device. Launch an Internet browser and enter the following in the URL
field: https://<IP address>:8443, where IP address is the IP of the device and 8443 is the default
connection port.

Log in to the device.

In the Web Interface, navigate Log — Settings and configure the following:
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Parameter Description

o LoglLevel Set to "Info".

o Alert Level

o Syslog Level

» Enable Audit Log Select these checkboxes.

« Send to Syslog Server in
Audit Log Settings

« Send to Syslog Server in
Access Log Settings

Primary Syslog Server Enter the address of your Netwrix Auditor Server.

Primary Syslog Server Port Provide the name of the UDP port used to listen to network
devices (514 port used by default).

4. Click Accept.
5. Navigate to Log — Categories.
6. Select the following checkboxes:
« Authentication
o Authorization & Access
o System
« Web Application Firewall
« Geo IP & Botnet Filter In Log Categories (Standard)

7. Click Accept.

To configure SonicWall NS series

1. Connect to your SonicWall device. Launch an Internet browser and enter the following in the URL
field: https://<IP address>:443, where IP address is the IP of the device and 443 is the default
connection port.

2. Loginto the device.

3. Inthe Web Interface, navigate to Manage — Log Settings — Base Setup.
4. Select all checkboxes in the Syslog column.

5. Click Accept.

6. Navigate to Manage — Log Settings — Syslog.

7. Set the Syslog Format to Default.
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10.

11.
12.

13.
14.

Click Add.

In the dialog appears, select Create new address object option in the Name or IP Address combo
box.

Provide name and IP address of the new object.
Click OK.

In the Add Syslog Server dialog, find the IP address you specified on the step 10 in the Name or IP
Address list.

Click OK.

Click Save.

7.10.6. Configure Juniper Devices

To configure you Juniper devices, do the following:

1.
2.

Launch the JunOS Command Line Interface (CLI).

Execute the following commands:
# configure

# set system syslog host <host address> any info

where <host address> isthe IP address of the computer where Netwrix Auditor Server is installed.

# set system syslog host <host address> port <port name>
where
<host address> isthe P address of the computer where Netwrix Auditor Server is installed

AND

<port number> is the name of the UDP port used to listen to network devices (514 port used by
default). See Network Devices for more information.

# set system syslog time-format <current year>

# commit

7.11. Configure Oracle Database for Monitoring

Before you start monitoring your Oracle Database with Netwrix Auditor, arrange your environment.
Depending on your current database version and edition, Oracle provides different types of auditing:

» Standard Auditing—For Oracle Database 11g. In Standard Auditing, you use initialization parameters

and the AUDIT and NOAUDIT SQL statements to audit SQL statements, privileges, schema objects,
network and multitier activities. See Configure Oracle Database 11g for Auditing for more
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information.

« Unified Auditing—Recommended for Oracle Database 12c, 18c, 19c. Unified Auditing consolidates all
auditing into a single repository and view. This provides a two-fold simplification: audit data can now
be found in a single location and all audit data is in a single format. See Configure Oracle Database
12¢, 18¢, 19c¢ for Auditing for more information.

« Fine Grained Auditing—Available for Oracle Database Enterprise Edition only. Allows auditing of
actions associated with columns in application tables along with conditions necessary for an audit
record to be generated. It helps focus on security-relevant columns and rows and ignore areas that
are less important. See Configure Fine Grained Auditing for more information.

Ifyou are unsure of your audit settings, refer to the following section:

« Verify Your Oracle Database Audit Settings

Also, remember to do the following:

1. Configure Data Collecting Account, as described in Grant 'Create Session' and 'Select' Privileges to
Access Oracle Database

2. Configure required protocols and ports, as described in Protocols and Ports Required for Monitoring
Oracle Database

7.11.1. Configure Oracle Database 11g for Auditing

Perform the following steps to configure Standard Auditing on your Oracle Database:

« Select audit trail to store audit records. The following options are available in Oracle Database:

Audit trail Description

Database audit trail Set by default.

XML audit trail Netwrix recommends to store audit records to XML audit trail. In this
case, the product will report on actions performed by users with SYSDBA
and SYSOPER privileges. Otherwise, these actions will not be audited.

OS files Current version of Netwrix Auditor does not support this configuration.
« Enable auditing of selected Oracle Database parameters.

To select audit trail to store audit records
1. On the computer where your database is deployed, run the sqlplus tool.

2. Connect to your Oracle Database—use Oracle account with the SYSDBA privilege. For example:

OracleUser as sysdba

Enter your password.
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3. Select where to store audit records.

Review the following for additional information:

To...

Store audit records to
database audit trail. This is
default configuration for
Oracle Database.

NOTE: If you want to store
audit records  to
database audit trail, do
not run this command.

Store audit records to XML
audit trail.

Store audit records to XML or
database audit trail and keep

full text of SQL-specific query

in audit records.

NOTE: Only ALTER actions will
be reported.

4. Restart the database:

SHUTDOWN IMMEDIATE

STARTUP

Execute the following command...

ALTER SYSTEM SET audit trail=DB SCOPE=SPFILE;

NOTE: In this case, actions performed by user sys and users
connecting with SYSDBA and SYSOPER privileges will not
be audited.

ALTER SYSTEM SET audit trail=XML SCOPE=SPFILE;

NOTE: If you want to enable auditing of actions performed by
user SYS and users connecting with SYSDBA and
SYSOPER privileges, execute the following command:

ALTER SYSTEM SET audit sys operations=TRUE
SCOPE=SPFILE;

For database audit trail:

ALTER SYSTEM SET audit trail=DB,
EXTENDED SCOPE=SPFILE;

For XML audit trail:

ALTER SYSTEM SET audit trail=XML,
EXTENDED SCOPE=SPFILE;

NOTE: You do not need to restart the database if you changed auditing of objects. You only need to
restart the database if you made a universal change, such as turning on or off all auditing. If
you use Oracle Real Application Clusters (RAC), see the Starting and Stopping Instances and
Oracle RAC Databases section in Real Application Clusters Administration and
Deployment Guide for more information on restarting your instances.

To enable auditing of Oracle Database changes
1. Onthe computer where your database is deployed, run the sqlplus tool.

2. Connect to your Oracle Database—use Oracle account with the sYSDBA privilege. For example:
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OracleUser as sysdba
Enter your password.

Enable auditing of selected parameters.

Review the following for additional information:

To monitor... Execute the command...
Configuration « Forany user:
changes AUDIT ALTER SYSTEM,SYSTEM AUDIT, SESSION, TABLE,USER,

VIEW, ROLE, PROCEDURE, TRIGGER, PROFILE, DIRECTORY,
MATERIALIZED VIEW,SYSTEM GRANT,NOT EXISTS,
ALTER TABLE, GRANT DIRECTORY,GRANT PROCEDURE,
GRANT TABLE;

AUDIT ALTER DATABASE, FLASHBACK ARCHIVE ADMINISTER;

NOTE: If you want to disable configuration auditing, use the following
commands:
NOAUDIT ALTER SYSTEM, SYSTEM AUDIT, SESSION,
TABLE, USER, VIEW, ROLE, PROCEDURE, TRIGGER, PROFILE,
DIRECTORY, MATERIALIZED VIEW, SYSTEM GRANT,

NOT EXISTS,ALTER TABLE, GRANT DIRECTORY,
GRANT PROCEDURE, GRANT TABLE;

NOAUDIT ALTER DATABASE,
FLASHBACK ARCHIVE ADMINISTER;

» Forspecificuser:

AUDIT SYSTEM GRANT, SESSION, TABLE, PROCEDURE BY
<USER_NAME>;

NOTE: You can specify several users separated by commas.

Successful data AUDIT SELECT, INSERT, DELETE, UPDATE, RENAME,

access and FLASHBACK ON <TABLE NAME> BY ACCESS WHENEVER SUCCESSFUL;

changes

Failed data access AUDIT SELECT, INSERT, DELETE, UPDATE, RENAME,
FLASHBACK ON <TABLE NAME>

and changes
BY ACCESS WHENEVER NOT SUCCESSFUL;

NOTE: After an audit parameter has been enabled or disabled, the product starts collecting data after
succeeding logon session.

For additional information on ALTER SYSTEM and AUDIT parameters, see the following Oracle
database administration documents:
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e AUDIT TRATL

e AUDIT

Currently, Netwrix Auditor checks audit settings for Standard Auditing when configured to audit specified
operations. If any of your current settings conflict with the audit configuration required for Netwrix
Auditor, these conflicts will be listed in the Netwrix Auditor System Health event log.

7.11.2. Configure Oracle Database 12c, 18c, 19c for Auditing

The following auditing modes are available for Oracle Database 12¢, 18c, 19c:

« Mixed Mode—Default auditing in a newly installed database. It enables both traditional and the new
Unified audit facilities. Netwrix recommends not to use Mixed Mode auditing together with Netwrix
Auditor. If you want to leave it as it is, make sure that your audit records are stored to the XML audit
trail, otherwise Netwrix Auditor will not be able to collect changes made with SYSDBA or SYSOPER
privilege.

NOTE: The product does not log any errors on these events to the Netwrix Auditor System Health
log.

» Unified Auditing—Recommended. See the following Oracle technical article for detailed instructions
on how to enable Unified Auditing: Enabling Unified Auditing.

Perform the following steps to configure Unified Auditing on your Oracle Database:
« Create and enable an audit policy to audit specific parameters across your Oracle Database.
NOTE: After an audit policy has been enabled or disabled, the product starts collecting data
after succeeding logon session.

« Ifneeded, create and enable specific audit policies to audit successful data access and changes,
user actions, component actions, etc.

To configure Oracle Database 12c, 18c, 19c Unified Auditing
1. Onthe computer where your database is deployed, run the sqlplus tool.

2. Connect to your Oracle Database—use Oracle account with the sYSDBA privilege. For example:

OracleUser as sysdba

Enter your password.
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3. Create and enable audit policies. Review the following for additional information:

To monitor...

Execute the command...

Configuration
changes

Data access
and changes
(successful
and failed)

Component

actions:
Oracle

Data Pump,
Oracle

« Create an audit policy (e.g., nwx_actions pol)forany user:

CREATE AUDIT POLICY nwx actions pol ACTIONS
CREATE TABLE,DROP TABLE,ALTER TABLE,GRANT, REVOKE,
CREATE VIEW,DROP VIEW,CREATE PROCEDURE,

ALTER PROCEDURE, RENAME,AUDIT, NOAUDIT,

ALTER DATABASE,ALTER USER,ALTER SYSTEM,

CREATE USER,CREATE ROLE, SET ROLE, DROP USER,

DROP ROLE,CREATE TRIGGER,ALTER TRIGGER,

DROP TRIGGER,CREATE PROFILE, DROP PROFILE,

ALTER PROFILE,DROP PROCEDURE,

CREATE MATERIALIZED VIEW,DROP MATERIALIZED VIEW,
ALTER ROLE, TRUNCATE TABLE,CREATE FUNCTION,

ALTER FUNCTION, DROP FUNCTION, CREATE PACKAGE,
ALTER PACKAGE, DROP PACKAGE, CREATE PACKAGE BODY,
ALTER PACKAGE BODY, DROP PACKAGE BODY, LOGON, LOGOFF,
CREATE DIRECTORY,DROP DIRECTORY,CREATE JAVA,
ALTER JAVA,DROP JAVA, PURGE TABLE,

CREATE PLUGGABLE DATABASE,ALTER PLUGGABLE DATABASE,
DROP PLUGGABLE DATABASE,CREATE AUDIT POLICY,
ALTER AUDIT POLICY,DROP AUDIT POLICY,

CREATE FLASHBACK ARCHIVE,ALTER FLASHBACK ARCHIVE,
DROP FLASHBACK ARCHIVE;

Enable the audit policy:

AUDIT POLICY nwx actions_pol;

NOTE: To disable audit policy, use the following command:

NOAUDIT POLICY nwx actions pol;

Create the audit policy (e.g., nwx_actions obj pol):

CREATE AUDIT POLICY nwx actions obj pol ACTIONS
DELETE on hr.employees, INSERT on hr.employees,
UPDATE on hr.employees, SELECT on hr.employees,
FLASHBACK on hr.employees CONTAINER = CURRENT;

Enable the audit policy (e.g., nwx_actions obj pol):

AUDIT POLICY nwx actions obj pol;
Create the audit policies (e.g., nwx_sqglloader dp pol,etc.):

NOTE: No special configuration required to audit RMAN events.

CREATE AUDIT POLICY nwx datapump exp pol ACTIONS
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To monitor...  Execute the command...

Recovery COMPONENT=DATAPUMP EXPORT;

Manager, and CREATE AUDIT POLICY nwx datapump imp pol ACTIONS

Oracle COMPONENT=DATAPUMP IMPORT;

SQL*Loader

Direct CREATE AUDIT POLICY nwx sqglloader dp pol ACTIONS
Path Load COMPONENT=DIRECT LOAD LOAD;

o Enable these policies:
AUDIT POLICY nwx datapump exp pol;
AUDIT POLICY nwx datapump imp pol;

AUDIT POLICY nwx sqglloader dp pol;
4. If necessary, enable more granular audit policies. Review the following for additional information:

To... Execute the command...

Apply audit po“cy to selected AUDIT POLICY nwx_actions_pol BY SYS, SYSTEM,

users <user name>;

Exclude user actions from AUDIT POLICY DWX_aCtiOHS_pOl EXCEPT Operator

being audited (e.g., exclude WHENEVER NOT SUCCESSFUL;

failed Operator actions)

Audit successful actions of AUDIT POLICY nwx_actions_pol BY Operator

selected user (e.g., Operator) WHENEVER SUCCESSFUL;

For additional information on CREATE AUDIT POLICY and AUDIT POLICY parameters, see the following
Oracle Database administration documents:

¢ CREATE AUDIT POLICY

e AUDIT POLICY

Currently, Netwrix Auditor checks audit settings for Unified Auditing when accomptability is enabled for
ACTIONS. If any of your current settings conflict with the audit configuration required for Netwrix Auditor,
these conflicts will be listed in the Netwrix Auditor System Health event log.

7.11.3. Configure Fine Grained Auditing

When configuring Fine Grained Auditing, you need to create an audit policy with required parameters set.
The procedure below contains instructions on how to create, disable and delete such audit policies.

NOTE: Fine Grained audit policies can be configured for Oracle Database Enterprise Edition only. Keep in
mind that if you have Fine Grained policies configured, you will receive a permanent error in the
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Netwrix Auditor System Health log because Netwrix Auditor cannot detect it. Use Unified and
Standard audit policies to keep track of data changes.

To configure Fine Grained Auditing

Below is an example of Fine Grained audit policy that enables auditing of audit statements (INSERT,
UPDATE, DELETE, and SELECT) on table hr.emp to audit any query that accesses the salary column of
the employee records that belong to sales department. Review the following for additional information:

To... Execute the following command...

To create audit policy EXEC DBMS FGA.ADD POLICY (object schema => 'hr', object
name => 'emp', policy name => 'chk hr emp', audit
condition => 'dept = ''SALES'' ', audit column =>

'salary', statement types =>
'INSERT, UPDATE, DELETE, SELECT") ;

To disable audit po“cy EXEC DBMS FGA.DISABLE POLICY (ob] ect schema => 'hr',
object name =>'emp', policy name => 'chk hr emp');

To delete audit policy EXEC DBMS FGA.DROP POLICY (object schema => 'hr', object
name =>'emp', policy name => 'chk hr emp');

NOTE: Refer to Oracle documentation for additional information on Fine Grained Auditing.

7.11.4. Verify Your Oracle Database Audit Settings

You can verify your Oracle Database audit settings manually. Do one of the following, depending on your
Oracle Database version and edition.

Oracle Database

version/edition

Oracle Database 11g SELECT audit option, success, failure FROM dba stmt
(Standard Auditing) audit_opts;

NOTE: To review your initialization parameters, execute the following
command:

SHOW PARAMETERS auditS%r;

Oracle Database 12c, select USER NAME, ENABLED OPT, SUCCESS, FAILURE from
18¢, 19¢ (Unified AUDIT UNIFIED ENABLED POLICIES;

Auditing)

Oracle Database SELECT POLICY NAME, ENABLED from DBA AUDIT POLICIES;

Enterprise Edition

(Fine Grained Auditing)
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NOTE: If you want to clean your audit settings periodically, refer to the following Oracle Help Center article
for more information: Database PL/SQL Packages and Types Reference.

7.12. Configure SharePoint Farm for Monitoring

You can configure your SharePoint farm for monitoring in one of the following ways:

o Automatically when creating a monitoring plan. If you select to configure audit in the target
SharePoint farm automatically, your current audit settings will be checked on each data collection
and adjusted if necessary.

NOTE: In this case, Netwrix Auditor will enable automatic audit log trimming for all monitored site
collections; log retention period will be set to 7 days. Also, consider that after a site collection

is processed, Netwrix Auditor will automatically delete the events older than 1 day from its
audit log.

o Manually. Perform the following procedures:

« Configure Audit Log Trimming on your SharePoint farm.

« Configure Events Auditing Settings on your SharePoint farm.

« Enable SharePoint Administration Service on the computer where SharePoint Central

Administration is installed and where you intend to deploy Netwrix Auditor for SharePoint Core
Service.

For SharePoint auditing, also remember to do the following:

1. Configure Data Collecting Account, as described in Configure Data Collecting Account

2. Configure required protocols and ports, as described in Protocols and Ports Required for
Monitoring SharePoint

7.12.1. Configure Audit Log Trimming

1. Login as an administrator to the audited SharePoint site collection.
2. Depending on SharePoint you are running, do one of the following:
« SharePoint 2010—In the upper-left of your site collection, select Site Actions — Site Settings.

o SharePoint 2013 and 2016—In the upper-right of your site collection, select Settings (gear) —
Site Settings.

3. Under the Site Collection Administration section, select Site collection audit settings.
4. Inthe Audit Log Trimming section, do the following:
« Set Automatically trim the audit log for this site to "Yes".

« InSpecify the number of days of audit log data to retain set retention to 7 days.
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NOTE: You may keep the existing audit log retention provided that it is set to 7 days or less.

7.12.2. Configure Events Auditing Settings

1. Login as an administrator to the audited SharePoint site collection.
2. Depending on SharePoint you are running, do one of the following:
o SharePoint 2010 — In the upper-left of your site collection, select Site Actions — Site Settings.

o SharePoint 2013 and 2016 — In the upper-right of your site collection, select Settings (gear) —
Site Settings.

o SharePoint 2019 — In the upper-right corner, click Settings (gear).
3. Under the Site Collection Administration section, select Site collection audit settings.

4. IntheList, Libraries, and Sites section, select Editing users and permissions.

NOTE: Enable Opening or downloading documents, viewing items in lists, or viewing item
properties for read access auditing.

Consider that if you are using SharePoint 2019, then to enable this option you will have to
adjust audit settings automatically with Netwrix Auditor (as described in the New Monitoring

Plan section), or use some scripting.

7.12.3. Enable SharePoint Administration Service

This service is must be started to ensure the Netwrix Auditor for SharePoint Core Service successful
installation. Perform the procedure below, prior to the Core Service installation. See Install Netwrix Auditor

for SharePoint Core Service for more information.

1. Onthe computer where SharePoint Central Administration is installed and where you intend to
deploy Netwrix Auditor for SharePoint Core Service, open the Services Management Console.
Navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Services.

2. Locate the SharePoint Administration service (SPAdminV4), right-click it and select Properties.
3. Inthe General tab, set Startup type to "Automatic” and click Apply.

4. C(lick Start to start the service.

7.13. Configure Windows Server for Monitoring

You can configure Windows Servers for monitoring in one of the following ways:
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« Automatically when creating a monitoring plan
This method is recommended for evaluation purposes in test environments. If any conflicts are

detected with your current audit settings, automatic audit configuration will not be performed.

NOTE: If you select to automatically configure audit in the target environment, your current audit
settings will be checked on each data collection and adjusted if necessary.

o Manually.
This method can be used, for example, in small and medium-sized environment. Perform the
following procedures:

« Enable Remote Registry and Windows Management Instrumentation Services

« Configure Windows Registry Audit Settings

« Configure Local Audit Policies or Configure Advanced Audit Policies

« Adjusting Event Log Size and Retention Settings

« Configure Windows Firewall Inbound Connection Rules

o Adjusting DHCP Server Operational Log Settings

« Configure Removable Storage Media for Monitoring

« Configure Enable Persistent Time Stamp Policy—This policy should be configured manually
since Netwrix Auditor does not enable it automatically.

« Using Group Policy Objects.
In particular, the following procedures can be performed using GPO:

« Configure Local Audit Policies

« Adjusting Event Log Size and Retention Settings

« Configure Enable Persistent Time Stamp Policy

NOTE: You can configure other settings manually, as described in the corresponding sections.

Whatever method you choose to configure Windows Server for auditing (manual or automated), also
remember to do the following:

1. Configure Data Collecting Account, as described in Configure Data Collecting Account

2. Configure required protocols and ports, as described in Protocols and Ports Required for Monitoring
Windows Server
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7.13.1. Enable Remote Registry and Windows Management
Instrumentation Services

1. Navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Services.

% Services — O *
File Action View Help

&= |FEGE BHE venmp

< Services (Local) || Services (Local)
Remote Registry Name Description Status Startup Type Q
. L@Remote Desktop Services Allows usersto .. Running  Manual

Stop the sErvice {:!} Remote Desktop Services UserMode Port Redirector  Allows the redir..  Running  Manual

Restart the service = . .
&1 Remote Procedure Call (RPC) The RPCS5serv...  Running  Automatic
';}Remote Procedure Call (RPC) Locator In Windows 200... Manual

Description: emote Registry Enables remote... Running Automatic (T...

Enables remote users to modify

registry settings on this computer. If \:J}Resultant Set of Policy Provider Provides a netw... Manual
this service is stopped, the registry {:':J} Routing and Remote Access Offers routing s... Dizabled
can be modified only by users on this i} RPC Endpoint Mapper Resolves RPCin.. Running  Automatic
comput.er. If this ser\.r?c.eis disabled, @&Secondary Logon Enables starting... Running  Manual
;nii;ir;lliis:t:iaphc'tly depend on {;J} Secure Socket Tunneling Protocol Service Provides suppo...  Running  Manual
&} Security Accounts Manager The startup of .. Running  Automatic
'{2{; Sensor Data Service Delivers data fr... Manual (Trig...
L@Sensor Menitoring Service Menitors vario... Manual (Trig... w
£ >

Extended /('Standard /

2. Inthe Services dialog, locate the Remote Registry service, right-click it and select Properties.

3. In the Remote Registry Properties dialog, make sure that the Startup type parameter is set to
"Automatic" and click Start.

Remote Registry Properties (Local Computer) *
Gerneral LogOn Recovery Dependencies

Service name: RemoteRegistry
Display name: Remote Registry

Enables remote users to modify registry settings on = A

Description:
P his computer. If this service is stopped, the registry o0

Path to executable:
C\Windows system32'svchost exe & localService

Startup type: Automatic e

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Cancel Aoply
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4.

5.

In the Services dialog, ensure that Remote Registry has the "Started" (on pre-Windows Server 2012
versions) or the "Running” (on Windows Server 2012 and above) status.

Locate the Windows Management Instrumentation service and repeat these steps.

7.13.2. Configure Windows Registry Audit Settings

Windows Registry audit permissions must be configured on each Windows server you want to audit so that
the “Who" and “When"” values are reported correctly for each change. For test environment, PoC or
evaluation you can use automatic audit configuration. If you want to configure Windows Registry manually,
follow the instructions below.

The following audit permissions must be set to "Successful" for the HKEY LOCAL MACHINE\SOFTWARE,
HKEY LOCAL MACHINE\SYSTEMand HKEY USERS\.DEFAULT keys:

Set Value
Create Subkey
Delete

Write DAC

Write Owner

Perform one of the following procedures depending on the OS version:

To configure Windows registry audit settings on pre-Windows Server 2012 versions

To configure Windows registry audit settings on Windows Server 2012 and above

To configure Windows registry audit settings on pre-Windows Server 2012 versions

1.
2.

o un ok

Onyour target server, open Registry Editor: navigate to Start — Run and type "regedit".

In the registry tree, expand the HKEY_LOCAL_MACHINE key, right-click SOFTWARE and select
Permissions from the pop-up menu.

In the Permissions for SOFTWARE dialog, click Advanced.
In the Advanced Security Settings for SOFTWARE dialog, select the Auditing tab and click Add.
Select the Everyone group.
In the Auditing Entry for SOFTWARE dialog, select "Successful" for the following access types:
o Set Value
o Create Subkey
o Delete
o Write DAC

o Write Owner
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7.

. Auditing Entry for SOFTWARE E3
Object |
Name: I Everyone Change. .. |
Apply onta: IThis key and subkeys j
Access: Successful Failed
Full Control O O
Query value O O
Set value O
Create Subkey O
Enumerate Subkeys O O
Maokify O O
Create Link O O
Delete O
Write DAC O
Write Cwner O
Read Contral O O

Apply these auditing entries to objects |
[ andfor containers within this container e
only
Managing auditing

o4 I Cancel |

Repeat the same steps for the HKEY LOCAL MACHINE\SYSTEMand HKEY USERS\.DEFAULT keys.

To configure Windows registry audit settings on Windows Server 2012 and above

1.
2.

On your target server, open Registry Editor: navigate to Start — Run and type "regedit".

In the registry tree, expand the HKEY_LOCAL_MACHINE key, right-click SOFTWARE and select
Permissions from the pop-up menu.

In the Permissions for SOFTWARE dialog, click Advanced.
In the Advanced Security Settings for SOFTWARE dialog, select the Auditing tab and click Add.

Click Select a principal link and specify the Everyone group in the Enter the object name to
select field.

Set Type to "Success"” and Applies to to "This key and subkeys".
Click Show advanced permissions and select the following access types:
o Set Value
o Create Subkey
o Delete
« Write DAC

o Write Owner
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Auditing Entry for SOFTWARE O X
Principal: ~ Ewveryone Select a principal
Type: Success v
Applies to: | This key and subkeys w
Advanced permissions: Show basic permissions
[JFull Control [] Create Link
[ Query Value [] Delete
Set Value [ Write DAC
Create Subkey Write Owner
[ Enumerate Subkeys [ Read Control
[ Metify
[] Only apply these auditing settings to objects and/or containers within this container Clear all
Cancel

8. Repeat the same steps for the HKEY LOCAL MACHINE\SYSTEMand HKEY USERS\.DEFAULT keys.

NOTE: Using Group Policy for configuring registry audit is not recommended, as registry DACL settings may
be lost.

7.13.3. Configure Local Audit Policies

Local audit policies must be configured on the target servers to get the “Who" and “When” values for the
changes to the following monitored system components:

« Audit policies

o File shares

o Hardware and system drivers
o General computer settings

o Local users and groups

« Services

o Scheduled tasks

o Windows registry

« Removable media
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You can also configure advanced audit policies for same purpose. See Configure Advanced Audit Policies
for more information.

7.13.3.1. Manual Configuration

While there are several methods to configure local audit policies, this guide covers just one of them: how to
configure policies locally with the Local Security Policy snap-in. To apply settings to the whole domain,
use the Group Policy but consider the possible impact on your environment.

To configure local audit policies

1. Onthe audited server, open the Local Security Policy snap-in: navigate to Start — Windows

Administrative Tools (Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below)
— Local Security Policy.

2. Navigate to Security Settings — Local Policies — Audit Policy.

Policy Name Audit Events

Audit account management "Success”
Audit object access "Success”
Audit policy change "Success"
T Local Security Policy — a ot

File  Action View Help

= HFEXE = HF

g IP Security Pelicies on Local Compute
[ ] Advanced Audit Policy Configuration

i S:acu rity Settings Policy . Security Setting
) —\3 i 3 e .P?Iicies g Audit account logon events Mo auditing
e __a L:_}cal Pc-rhqes_ 125 Audit account management Success

i __a ﬂUanI_’u:qA . [ Audit directory service access MNo auditing

z i_\g S::':ri; C:;tios:sgnment 1) Audit logon events Mo auditing
» || Windows Firewall with Advanced Sec 4| Audit object access Success

] Metwork List Manager Policies U eley Eig 2 Success

5[] Public Key Policies 1) Audit privilege use Mo auditing
» || Software Restriction Policies s Audit process tracking Mo auditing
» || Application Control Policies 12s| Audit system events Mo auditing
>
>

7.13.3.2. Configuration via Group Policy

Personnel with administrative rights can use Group Policy Objects to apply configuration settings to
multiple servers in bulk.
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To configure audit policies (Windows Server 2008 R2 and later)

1.

2.

Open the Group Policy Management console on the domain controller, browse to Computer
Configuration — Windows Settings — Security Settings — Advanced Audit Policy Configuration
— Audit Policies.

Configure the following audit policies:

Policy Sub-node Policy Name Audit Events
Account Management Audit Computer Account Management  "Success”
Audit Security Group Management "Success”
Audit User Account Management "Success”
Object Access Audit Handle Manipulation "Success"
Audit Other Object Access Events "Success”
Audit Registry "Success”
Audit File Share "Success”
Policy Change Audit Audit Policy Change "Success"

When finished, run the gpupdate /force command to force group policy update.

7.13.4. Configure Advanced Audit Policies

Advanced audit policies can be configured instead of local policies. Any of them are required if you want to
get the “Who" and “When"” values for the changes to the following monitored system components:

Audit policies

File shares

Hardware and system drivers
General computer settings
Local users and groups
Services

Scheduled tasks

Windows registry

Removable storage media

Perform the following procedures:
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« To configure security options

« To configure advanced audit policy on Windows Server 2008

« To configure advanced audit policies on Windows Server 2008 R2 / Windows 7 and above

To configure security options

NOTE: Using both basic and advanced audit policies settings may lead to incorrect audit reporting. To force
basic audit policies to be ignored and prevent conflicts, enable the Audit: Force audit policy
subcategory settings to override audit policy category settings option.

To do it, perform the following steps:

1. On the audited server, open the Local Security Policy snap-in: navigate to Start — Windows

Administrative Tools (Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below)
— Local Security Policy.

2. Navigate to Security Settings — Local Policies — Security Options and locate the Audit: Force
audit policy subcategory settings policy.

& Local Security Policy — | *
File Action View Help

= | 20[XE = HE

i Security Settings Policy Security Setting &
> [[4 Account Policies

: £ 12y Accounts: Administrator account status Enabled
V.4 Lfcal PC.I'|ICIE5. 1| Accounts: Block Microsoft accounts Mot Defined
' _f.—i' Eudl?’ C:I CyA . \g| Accounts: Guest account status Disabled
i :i S::L:ri'!l:s [:;ti::lsgnment \g| Accounts: Limit local account use of blank p...  Enabled
5 [ Windows Firewall with Advanced Seci 1 Accounts: Rename administrator account Administrator
| Network List Manager Policies 1 Accounts: Rename guest account Guest
7 Public Key Policies [ Audit: Audit the access of global system obje... Disabled
[7] Software Restriction Policies l2| Audit Audit the use of Backup and Restore p... Disabled
7] Application Control Policies dit: Force audit policy subcategory setting...

,g IP Security Policies on Local Compute|| 2 Audit: Shut down system immediately if una... Disabled
|| Advanced Audit Policy Configuration|| [ DCOM: Machine Access Restrictions in Secur.. Mot Defined

WOW W% W

3. Double-click the policy and enable it.

To configure advanced audit policy on Windows Server 2008

In Windows Server 2008 audit policies are not integrated with the Group Policies and can only be deployed
using logon scripts generated with the native Windows auditpol.exe command line tool. Therefore, these
settings are not permanent and will be lost after server reboot.

NOTE: The procedure below explains how to configure Advanced audit policy for a single server. If you
audit multiple servers, you may want to create logon scripts and distribute them to all target
machines via Group Policy. Refer to Create System Startup / Shutdown and User Logon / Logoff
Scripts Microsoft article for more information.
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1. On an audited server, navigate to Start — Run and type "cmd".

2. Disable the Object Access, Account Management, and Policy Change categories by executing the
following command in the command line interface:

auditpol /set /category:"Object Access" /success:disable /failure:disable

auditpol /set /category:"Account Management" /success:disable
/failure:disable

auditpol /set /category:"Policy Change" /success:disable /failure:disable

3. Enable the following audit subcategories:

Audit subcategory Command

Security Group auditpol /set /subcategory:"Security Group
Management Management" /success:enable /failure:disable

User Account Management auditpol /set /subcategory:"User Account
Management" /success:enable /failure:disable

Handle Manipulation auditpol /set /subcategory:"Handle Manipulation"
/success:enable /failure:disable

Other Object Access Events ~auditpol /set /subcategory:"Other Object Access
Events" /success:enable /failure:disable

Registry auditpol /set /subcategory:"Registry"
/success:enable /failure:disable

File Share auditpol /set /subcategory:"File Share"
/success:enable /failure:disable

Audit Policy Change auditpol /set /subcategory:"Audit Policy Change"
/success:enable /failure:disable

NOTE: It is recommended to disable all other subcategories unless you need them for other
purposes. You can check your current effective settings by executing the following

commands: auditpol /get /category:"Object Access", auditpol /get
/category:"Policy Change" , and auditpol /get /category:"Account
Management".

To configure advanced audit policies on Windows Server 2008 R2 / Windows 7 and above

In Windows Server 2008 R2 and Windows 7 and above, Advanced audit policies are integrated with Group
Policies, so they can be applied via Group Policy Object or Local Security Policies. The procedure below
describes how to apply Advanced policies via Local Security Policy console.

1. Onthe audited server, open the Local Security Policy snap-in: navigate to Start — Windows
Administrative Tools (Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below)
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— Local Security Policy.

2. Inthe left pane, navigate to Security Settings — Advanced Audit Policy Configuration — System

Audit Policies.

3. Configure the following audit policies.

Policy Subnode Policy Name
Account o Audit Security Group Management
Management

o Audit User Account Management

Object Access o Audit Handle Manipulation

« Audit Other Object Access Events

o Audit Registry

« Audit File Share

Policy Change « Audit Audit Policy Change

Audit Events

"Success"

"Success”

"Success"

ﬂ; Local Security Palicy
File  Action View Help

o= | 2E = HE

w [ Advanced Audit Policy Configuration
v 18y System Audit Policies - Local Group Policy
> ;a Account Logon
> é:ﬂ Account Management
> ;a Detailed Tracking
> ;é D5 Access
> H Logon/Logoff
> _;a Object Access
> ;a Policy Change
» _;a Privilege Use
> ;ﬂ System
> ;a Global Object Access Auditing

~

Subcategory
sis] Audit Application Group Management

&is] Audit Computer Account Management
] Audit Distribution Group Management
5] Audit Other Account Management Events
ﬁ Audit Security Group Management

5] Audit User Account Management

Audit Events

Mot Configured
Mot Configured
Not Configured
Not Configured

Success

Success

7.13.5. Adjusting Event Log Size and Retention Settings

Consider that if the event log size is insufficient, overwrites may occur before data is written to the Long-
Term Archive and the Audit Database, and some audit data may be lost.

To prevent overwrites, you can increase the maximum size of the event logs and set retention method for
these logs to “Overwrite events as needed". This refers to the following event logs:

« Application
o Security

o System
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o Microsoft-Windows-TaskScheduler/Operational

o Microsoft-Windows-DNS-Server/Audit (only for DCs running Windows Server 2012 R2 and above)

NOTE: To read about event log settings recommended by Microsoft, refer to this article.

The procedure below provides a possible way to specify the event log settings manually. However, if you
have multiple target computers, consider configuring these settings via Group Policy as also described in
this section

7.13.5.1. Manually

To configure the event log size and retention method

1. On atarget server, navigate to Start — Windows Administrative Tools (Windows Server 2016) or
Administrative Tools (Windows 2012 R2 and below) — Event Viewer.

2. Navigate to Event Viewer tree — Windows Logs, right-click Security and select Properties.

Log Properties - Security (Type: Administrative) x
General

Full Mame: Security

Log path: %SystemRoot %) System 32\ Winevt\ Logs\ Security. evtx

Log size: 8.00 GB(8,589,873,152 bytes)

Created: Tuesday, October 25, 2016 8:02:02 AM

Modified: Wednesday, Movember 30, 2016 2:34:56 AM

Accessed: Tuesday, Movember 29, 2016 6:22:06 AM

Enable logging
Maximum log size ( KB ): 4184304 =
When maximum event log size is reached:

(@) Owverwrite events as needed (oldest events first)

() Archive the log when full, do not overwrite events

() Do not overwrite events [ Clear logs manually )

Clear Log
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3. Make sure Enable logging is selected.
4. Inthe Maximum log size field, specify the size you need.
5. Make sure Do not overwrite events (Clear logs manually) is cleared. If selected, change the

retention method to Overwrite events as needed (oldest events first).

NOTE: Make sure the Maximum security log size group policy does not overwrite your log settings. To
check this, start the Group Policy Management console, proceed to the GPO that affects your
server, and navigate to Computer Configuration — Policies — Windows Settings — Security
Settings — Event Log.

6. Repeat these steps for the following event logs:

o Windows Logs — Application

o Windows Logs — System

o Applications and Services Logs — Microsoft — Windows — TaskScheduler —
Operational — Microsoft-Windows-TaskScheduler/Operational
NOTE: Configure setting for TaskScheduler/Operational log only if you want to monitor

scheduled tasks.

« Applications and Services Logs — Microsoft — Windows — DNS-Server — Audit

NOTE: Configure setting for DNS log only if you want to monitor DNS changes. The log is

available on Windows Server 2012 R2 and above and is not enabled by default. See
Microsoft documentation for more information on how to enable this log.

7.13.5.2. Using Group Policy

Personnel with administrative rights can use Group Policy Objects to apply configuration settings to
multiple servers in bulk.

To configure settings for Application, System and Security event logs

1. Open the Group Policy Management Editor on the domain controller, browse to Computer
Configuration — Policies — Administrative Templates — Windows Components — Event Log
Service.

2. Select the log you need.
3. Edit Specify the maximum log file size setting - its value is usually set to 4794240 KB.

4. Specify retention settings for the log - usually Overwrite as needed.
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To configure settings for other logs

1. Open theregistry editor and go to HKEY_LOCAL_
MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\<log_name>. For example: HKEY_
LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Directory Service

2. Set the MaxSize to the required decimal value (in bytes).

&' Registry Editor

File Edit Wiew Favorites Help

[~ | Dnscache ;I Marne | Tywpe | Data
[ | dot3sve ﬂﬂ(DeFault) REG_SZ {walue not set)
- [ DR b DisplayMameFile REG_EXPAND_SZ %SystemPoot%system3ziels. di
""" . Datiakrnl 24| DisplayhamelD REG_DWORD 000000104 {260)
B Jy EapHost | | % 1solation REG_DWORD 000000001 (1)
""" { ebdry | MaxSize REG_DWORD 000030000 (524255
B EFS 4| Retention REG_DWORD 000000000 (0}
[ | elxstor
----- . ErrDew
[ | ESEMT
= | eventlog
| Active Directory Web Services
. Application
. DFS Replication
. NTDS &PL
. MTDS Backup
| NTD3 Database
----- MTMS General LI ‘I

|Computer'l,HKEY_LOCAL_M.C\CHINE'l,SYSTEM'l,CurrentContrDISet'l,services'l,eventlog'l,Directory Service

| 2
4

You can configure Group Policy Preferences to push registry changes to the target domain computers. For
the example above (Directory Service Log), do the following:

1. In Group Policy Management Console on the domain controller browse to Computer —
Preferences — Windows Settings — Registry.

2. Right-click Registry and select New — Registry Item.

3. Inthe Properties window on the General tab select:

o Action — Create

« Hive — HKEY_LOCAL_MACHINE
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« Key Path - browse to MaxSize value at
SYSTEM\CurrentControlSet\Services\EventLog\Directory Service

E Group Policy Management Editor =] 1
File  Action Wiew Help
e | HE 4o | XEma = HEIRO + t 3
_EJ Default Domain Controllers Policy [ENTERPRISEDC EMTERPRISE.LOCAL] P oy
. ) . * -
= & Computer Configuration oy X4 R t
- L )
[ Policies LA eg] 5 ry
[= [ ] Preferences
Environment r I Create HKEY L]
47 Files ENera |C0mm0n I
(23 Falders G
| Ini Files )
5 Action: -
% Registry ICreate J
g Mebwork Shares
[#] Shortcuts _—
(58 Control Panel Settings Hive: |HKEY_LOCAL_MACHINE |
Bl 4% User Configuration Key Path: IS\"STEM'!,CurrentControlSet'l,services\eventlog'l D
1 Palicies
|| Preferences alue name
’7 [T Default IMaxSize
Yalue bype: |rEG_DWORD =l
Value data: | 0oga00n
Base—— |
& Hexaderimal
" Decimal
Ok Cancel | Apply | Help |
2l
Last changed: 6(7(2015 3:22:28 PM [

4. Change the MaxSize REG_DWORD to the required decimal value (in bytes).
5. Savethe preferences and link them to the necessary servers (OUs).

When finished, run the gpupdate /force command to force group policy update.

7.13.6. Configure Windows Firewall Inbound Connection
Rules

NOTE: Also, you can configure Windows Firewall settings through Group Policy settings. To do this, edit the
GPO affecting your firewall settings. Navigate to Computer Configuration — Administrative
Templates — Network — Network Connections — Windows Firewall, select Domain Profile
or Standard Profile. Then, enable the Allow inbound remote administration exception.

1. On each audited server, navigate to Start — Control Panel and select Windows Firewall.

2. Inthe Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

3.

In the Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.
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0 Windows Firewall with Advanced Security

File Action View Help

o | 1o HE

@ Windows Firewall with Advance S Lo Actions
Inbound Rul ~
IRIinberdRriy Mame Group Profile Enabled * || Inbound Rules -~
CQutbound Rules -
?b Connection Security Rules Remote Event Log Management (MP-In) | Remote Event Log Management ill Yes Wi NewRule..
3 ‘él Menitaring Remote Event Log Management (RPC) Remote Event Log Manage...  All Yes T Filter by Profile N
Remote Event Log Management (RPC-EP... Remote Event Log Manage...  All Yes

4. Enable the following inbound connection rules:

L]

Remote Event Log Management (NP-In)

Remote Event Log Management (RPC)

Remote Event Log Management (RPC-EPMAP)
Windows Management Instrumentation (ASync-In)
Windows Management Instrumentation (DCOM-In)
Windows Management Instrumentation (WMI-In)
Network Discovery (NB-Name-In)

File and Printer Sharing (NB-Name-In)

Remote Service Management (NP-In)

Remote Service Management (RPC)

Remote Service Management (RPC-EPMAP)
Performance Logs and Alerts (DCOM-In)

Performance Logs and Alerts (Tcp-In)

If you plan to audit Windows Server 2019 or Windows 10 Update 1803 without network compression
service, make sure the following inbound connection rules are enabled:

+ Remote Scheduled Tasks Management (RPC)

« Remote Scheduled Tasks Management (RPC-EMAP)

7.13.7. Adjusting DHCP Server Operational Log Settings

If you plan to monitor DHCP changes, you may need to adjust your DHCP Server Operational log settings
(size and retention method). For that, take the steps described below.

1. Onthe DHCP server, navigate to Event Viewer.

2. Navigate to Event Viewer tree — Applications and Services Logs — Microsoft — Windows and
expand the DHCP-Server node.
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3. Right-click the Operational log and select Properties.

Log Properties - Microsoft-Windows-DHCP Server Events/Operational (Type: Operational)

General | Subscriptions

Full Marme: Microsoft-Windows-Dhep-5erver/Operational

Log path: %eSystermRoot?)\ System3 2\ Winevt\Logs\Microsoft-Windows-Dhep-Server?d Operatio
Log size: 68 KB(60,632 bytes)

Created: Maonday, February 6, 2017 :47:34 AM

Maodified: Monday, February 6, 2017 6:47:34 AM

Accessed: Monday, February 6, 2017 6:47:34 AM

Enable lzgging
Maximum log size (KB ): 4194304 =
When maximum event log size is reached:
(@ Owverwrite events as needed (oldest events first)
() Archive the log when full, do not overwrite events

) Do not overwrite events [ Clear logs manually

Clear Log

4. Make sure the Enable logging option is selected.

5. Set Maximum log size to 4 GB.

6. Set the retention method to Overwrite events as needed (oldest events first). Click OK to save the

settings and close the dialog.

7.13.8. Configure Removable Storage Media for Monitoring

You can configure IT infrastructure for monitoring removable storage media both locally and remotely.

Review the following for additional information:

« To configure removable storage media monitoring on the local server

« To configure removable storage media monitoring remotely

« To review Event Trace Session objects' configuration

To configure removable storage media monitoring on the local server
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1. On the target server, create the following catalog: “%ALLUSERSPROFILE%\Netwrix Auditor\Windows
Server Audit\ETS\" to store event logs. Refer to To review Event Trace Session objects' configuration
for detailed instructions on how to modify the root directory.

NOTE: If you do not want to use the Netwrix Auditor for Windows Server Compression Service for
data collection, make sure that this path is readable via any shared resource.

After environment variable substitution, the path shall be as follows:

C:\ProgramData\Netwrix Auditor\Windows Server Audit\ETS

NOTE: If your environment variable accesses another directory, update the path.
2. Runthe Command Prompt as Administrator.
3. Execute the commands below.
« To create the Event Trace Session object:

logman import -n "Session\NetwrixAuditorForWindowsServer" -xml "<path
to the EventTraceSessionTemplate.xml file>"

« To start the Event Trace Session object automatically every time the server starts:

logman import -n "AutoSession\NetwrixAuditorForWindowsServer" -xml
"<path to the EventTraceSessionTemplate.xml file>"

where:

e NetwrixAuditorForWindowsServer—Fixed name the product uses to identify the
Event Trace Session object. The name cannot be changed.

e <path to the EventTraceSessionTemplate.xml file>—Path to the Event
Trace Session template file that comes with Netwrix Auditor. The default path is
"C:\Program Files (x86)\Netwrix Auditor\Windows Server
Auditing\EventTraceSessionTemplate.xm!".

To configure removable storage media monitoring remotely

1. On the target server, create the following catalog: “%ALLUSERSPROFILE%\Netwrix Auditor\Windows
Server Audit\ETS\” to write data to. Refer to To review Event Trace Session objects' configuration for
detailed instructions on how to modify the root directory.

NOTE: If you do not want to use the Netwrix Auditor for Windows Server Compression Service for
data collection, make sure that this path is readable via any shared resource.

After environment variable substitution, the path shall be as follows:

\\<target_server_name>\c$\ProgramData\Netwrix Auditor\Windows Server Audit\ETS

NOTE: If your environment variable accesses another directory, update the path.

2. Runthe Command Prompt under the target server Administrator's account.
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3. Execute the commands below.

« To create the Event Trace Session object:

logman import -n "Session\NetwrixAuditorForWindowsServer" -xml "<path
to the EventTraceSessionTemplate.xml file>" -s <target server name>

To create the Event Trace Session object automatically every time the server starts:

logman import -n "AutoSession\NetwrixAuditorForWindowsServer" - xml
"<path to the EventTraceSessionTemplate.xml file>" -s <target server
name>
where:

o NetwrixAuditorForWindowsServer—Fixed name the product uses to identify the
Event Trace Session object. The name cannot be changed.

e <path to the EventTraceSessionTemplate.xml file>—Path to the Event
Trace Session template file that comes with Netwrix Auditor. The default path is
"C:\Program Files (x86)\Netwrix Auditor\Windows Server
Auditing\EventTraceSessionTemplate.xm/".

o <target server name>—Name of the target server. Provide a server name by entering
its FQDN, NETBIOS or IPv4 address.

To review Event Trace Session objects' configuration

NOTE: An Administrator can only modify the root directory and log file name. Other configurations are not
supported by Netwrix Auditor.

On the target server, navigate to Start — Administrative Tools — Performance Monitor.

In the Performance Monitor snap-in, navigate to Performance — Data Collectors Set — Event
Trace Sessions.

Stop the NetwrixAuditorForWindowsServer object.

Locate the NetwrixAuditorForWindowsServer object, right-click it and select Properties. Complete
the following fields:

Option Description

Directory — Root Directory Path to the directory where event log is stored. If you want to

change root directory, do the following:

1. Under the Root directory option, click Browse and select
a new root directory.

2. Navigate to C:\ProgramData\Netwrix Auditor\Windows
Server Audit and copy the ETS folder to a new location.
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Option Description

File — Log file name Name of the event log where the events will be stored.

5. Start the NetwrixAuditorForWindowsServer object.

6. Inthe Performance Monitor snap-in, navigate to Performance — Data Collectors Set — Startup
Event Trace Sessions.

7. Locate the NetwrixAuditorForWindowsServer object, right-click it and select Properties. Complete
the following fields:

Option Description

Directory — Root Directory Path to the directory where event log is stored. Under the Root
directory option, click Browse and select a new root directory.

File — Log file name Name of the event log where the events will be stored.

7.13.9. Configure Enable Persistent Time Stamp Policy

The Enable Persistent Time Stamp policy must be enabled on the target servers to track the shutdowns.

7.13.9.1. Manual Configuation

This section explains how to configure policies locally with the Local Group Policy Editor snap-in.

To enable the policy

1. Onthe audited server, open the Local Group Policy Editor snap-in: navigate to Start — Run and
type "gpeditmsc".

2. Navigate to Computer Configuration — Administrative Templates — System and locate the

policy.
Policy Name State
Enable Persistent Time Stamp "Enabled"

7.13.9.2. Configuration via Group Policy

To apply settings to the whole domain, you can use Group Policy. Remember to consider the possible
impact on your environment.
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To enable the policy

1. Open the Group Policy Management console on the domain controller, browse to Computer
Configuration — Policies — Administrative Templates — System.

2. Locatethe Enable Persistent Time Stamp policy in the right pane, right-click it and select Edit.
3. Switch policy state to Enabled.

When finished, run the gpupdate /force command to force group policy update

7.14. Configure Infrastructure for Monitoring Windows
Event Logs

The Remote Registry service must be enabled on the target computers.

To enable the Remote Registry service

1. Navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Services.

% Services = O X
File Action View Help
¢ | FHEHcz BmE »enw®

,,.s} Services (Local) Q} Services (Local)

.

Remote Registry Mame Description Status Startup Type Q
. Remote Desktop Services ows usersto ... Runnin anua
) GLR Desktop 5 All Ri g M |
Stop the senvice -é":)} Remote Desktop Services UserMode Port Redirector  Allows the redir..  Running  Manual
Restart the service = . .
+: Remote Procedure Ca € SEM.. unnin utomatic
SR Procedure Call (RPC) The RPCSS Ri g A
:{2) Remote Procedure Call (RPC) Locator In Windows 200... Manual
EES;:IPT:IOH: g lemote Registn Enables remote.. Running  Automatic (T...
nables remote users to mo ify :{:)}Resultant Set of Policy Provider Provides a netw... Manual
registry settings on this computer. If 70
this service is stopped, the registry ‘£ Routing and Remote Access Offers routing s... Disabled
can be modified only by users on this L":);RPC Endpoint Mapper Resolves RPCin.. Running  Automatic
computer. lf::': ser\.lr!cills:lsablzd, L‘:)}Secondary Logon Enables starting... Running  Manual
;:n\zi;efr:illcteosst:rt Sxpliettly cepend on -5:)} Secure Socket Tunneling Protocol Service Provides suppo... Running  Manual
L‘:{;SecurityAccounts Manager The startup of .. Running  Automatic
:é':)} Sensor Data Service Delivers data fr... Manual (Trig...
@;Sensor Maonitoring Service Maonitars vario... Manual (Trig...
£ >

Extended /(Standard /

2. Inthe Services dialog, locate the Remote Registry service, right-click it and select Properties.

3. In the Remote Registry Properties dialog, make sure that the Startup type parameter is set to
"Automatic" and click Start.
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Remeote Registry Properties (Local Computer) *
Gerneral |ogOn Recovery Dependencies

Service name: RemoteRegistry
Display name: Remote Registry

Description: Enables remote users to modify registry settings on A
his computer. If this service is stopped, the reqistry o

Path to executable:
C:\Windows system 32 svchost .exe & localService

Startup type: Automatic ~

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Cancel | | foply

4. Inthe Services dialog, ensure that Remote Registry has the "Started” (on pre-Windows Server 2012
versions) or the "Running” (on Windows Server 2012 and above) status.

7.15. Configure Domain for Monitoring Group Policy

You can configure your domain for monitoring Group Policy in one of the following ways:
« Automatically when creating a monitoring plan
This method is recommended for evaluation purposes in test environments. If any conflicts are
detected with your current audit settings, automatic audit configuration will not be performed.
NOTE: If you select to automatically configure audit in the target environment, your current audit
settings will be checked on each data collection and adjusted if necessary.

o Manually. You need to adjust the same audit settings as those required for monitoring Active
Directory. See Configure Active Directory Domain for Monitoring for more information.

7.16. Configure Infrastructure for Monitoring IIS

NOTE: To be able to process Internet Information Services (IIS) events, you must enable the Remote
Registry service on the target computers. See Configure Infrastructure for Monitoring Windows

Event Logs for more information.
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To configure the Operational log size and retention method

1. On the computer where IS is installed, navigate to Start — Windows Administrative Tools
(Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below) — Event Viewer.

2. Navigate to Event Viewer tree — Applications and Services Logs — Microsoft — Windows and
expand the 11S-Configuration node.

3. Right-click the Operational log and select Properties.

Log Properties - Operational (Type: Operational) >
General

Full Mame: Microsoft-115-Configuration/Operational

Log path: %SystemRoot e Systern32\Winevt\Logs\ Microsoft-115-Configu ratiun%de-eratiunal.ev:|

Log size: 8.00 GB(8,589,873,152 bytes)

Created: Tuesday, October 25, 2016 8:02:02 AM

Modified: Wednesday, Movemnber 30, 2016 2:34:56 AM

Accessed: Tuesday, Novernber 29, 2016 &:28:08 AM

Enable logging
Maximum log size ( KB : 4154304/
When maxirmum event log size is reached:

(® Overwrite events as needed (oldest events first)

() Archive the log when full, do not overwrite events

() Do not overwrite events { Clear logs manually )

Clear Log

4. Make sure Enable logging is enabled.
5. Set Maximum log size to 4 GB.

6. Make sure Do not overwrite events (Clear logs manually) is cleared. If selected, change the
retention method to Overwrite events as needed (oldest events first).
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7.17. Configure Infrastructure for Monitoring Logon
Activity
You can configure your IT infrastructure for monitoring Logon Activity in one of the following ways:
« Automatically when creating a monitoring plan
This method is recommended for evaluation purposes in test environments. If any conflicts are
detected with your current audit settings, automatic audit configuration will not be performed.
NOTE: If you select to automatically configure audit in the target environment, your current audit
settings will be checked on each data collection and adjusted if necessary.

o Manually. To configure your domain manually for monitoring Logon Activity, perform the following
procedures:

« Configure Basic Domain Audit Policies or Configure Advanced Audit Policies

« Configure Security Event Log Size and Retention Settings

» Configure Windows Firewall Inbound Connection Rules

7.17.1. Configure Basic Domain Audit Policies

Basic local audit policies allow tracking changes to user accounts and groups and identifying originating
workstations. You can configure advanced audit policies for the same purpose too. See Configure
Advanced Audit Policies for more information.

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

2. Inthe left pane, navigate to Forest: <forest_ name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

3. Inthe Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Local Policies — Audit
Policy.

4. Configure the following audit policies.

Policy Audit Events

Audit logon events "Success" and "Failure”

Audit account logon events "Success" and "Failure”
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Policy Audit Events

Audit system events "Success"

=l Group Policy Management Editor - O X
File Action View Help

&= 75 XE = HE

=f Default Domain Policy [ROOTDCT.CORP.LOCAL] Pol A Palicy Policy Setting
v & C_omp-LlJtler Cenfiguration 1) Audit account logon events Success, Failure
v Pf}lmes . 12z Audit account management Mot Defined
’ :I iﬁ&:\rare S:ttlr]gs lziz| Audit directory service access Mot Defined
) l;l ::HN;.:SE Re::c:ﬁ:ion Policy Gyl Audit logon events Success, Failure
=) Scripts (Startup/Shutdown) e Audit object access Mot Defined
> =0 Deployed Printers e Audit policy change Mot Defined
w i Security Settings 1) Audit privilege use Mot Defined
> 53 Account Policies 19 Audit process tracking Mot Defined
v | Local Policies udit system events Success
> & Audit Policy
B -?E User Rights Assignment
> _i Security Options

5. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.

7.17.2. Configure Advanced Audit Policies

You can configure advanced audit policies instead of basic domain policies to collect Logon Activity changes
with more granularity.

Perform the following procedures:

« To configure security options

« To configure advanced audit policies

To configure security options

NOTE: Using both basic and advanced audit policies settings may lead to incorrect audit reporting. To force
basic audit policies to be ignored and prevent conflicts, enable the Audit: Force audit policy
subcategory settings to override audit policy category settings option.

To do it, perform the following steps:

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

2. Inthe left pane, navigate to Forest: <forest_name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain

206/259



Netwrix Auditor Installation and Configuration Guide

7.Configure IT Infrastructure for Auditing and Monitoring

Controllers Policy), and select Edit from the pop-up menu.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Local Policies —
Security Options.

Locate the Audit: Force audit policy subcategory settings to override audit policy category
settings and make sure that policy setting is set to "Enabled".

=| Group Policy Management Editor - O *
p Policy Manag
File Action View Help

o« 2FXE = H

-~

~ i Computer Configuration ~ || Policy Policy Setting ~
v & p?h;li:w Setti 2] Accounts: Administrator account status Mot Defined
4 g ‘; d are Se:::lgs 12 Accounts: Block Microsoft accounts Mot Defined
v neows SEtings |2 Accounts: Guest account status Mot Defined

» [ Mame Resclution Policy

) Scripts (Startup/Shutdown) |2 Accounts: Limit local account use of blank passwords to co.. Mot Defined

5 = Deployed Printers 2] Accounts: Rename administrater account Mot Defined
v i Security Settings 124 Accounts: Rename guest account Mot Defined
3 ;a Account Policies 15 Audit: Audit the access of global system objects Mot Defined

" :i Local Policies lg Audit: Audit the use of Backup and Restore privilege Mot Defined
j Audit Policy Audit: Force audit policy subcategory settings (Windows Vis... Enabled

» éi User Rights Assignment 1y Audit: Shut down system immediately if unable to log secur... Mot Defined
¥ _ﬂ;ﬁ Security Options |2y DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined

5. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.

The group policy will be updated.

To configure advanced audit policies

1.

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

In the left pane, navigate to Forest: <forest_ name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

In the Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Advanced Audit Policy
Configuration — Audit Policies.

4. Configure the following audit policies.

Policy Policy Name Audit Events
Subnode

Account « Audit Kerberos Service Ticket Operations "Success" and "Failure"
Logon

« Audit Kerberos Authentication Service
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Policy Policy Name Audit Events

Subnode

« Audit Credential Validation
o Audit Other Account Logon Events "Success" and "Failure”

Logon/Logoff o Audit Logoff "Success”

« Audit Other Logon/Logoff Events

« Audit Logon "Success" and "Failure"
System « Audit Security State Change "Success"
=f Group Policy Management Editor — O X

File Action View Help

== 252 HE

v [ Ad.vanced Audit Policy Configuration & Subcategory Audit Events
h ﬂ‘g '_Emd't Policies 55 Audit IPsec Driver Mot Configured
? % iccoun: :;Tgon . 5 Audit Other Systermn Events Mot Configured
e ccqun ana.gemen @ Audit Security State Change
;_;ﬂ Detailed Tracking T - - . N
25 DS Access lots| Audit Security System Extension Mot Configured
- 5 Audit Systern Integrity Mot Configured

= Privilege Use

A System
|35 Global Object Access Auditing

5. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.

The group policy will be updated.

7.17.3. Configure Security Event Log Size and Retention

1.

Settings

Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

In the left pane, navigate to Forest: <forest_name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

Navigate to Computer Configuration — Policies — Windows Settings — Security Settings —
Event Log and double-click the Maximum security log size policy.
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=] Group Policy Management Editor — O X
File Action View Help

o HEXE H=

~ & Computer Configuration A || Palicy - Policy Setting

v O3 Pf)licies ) 3y Maximum application log size Mot Defined
; :l So.ftware Settlr'lgs viaximum security log size 4194240 kilobytes

v __:l gn:::se;e:zgg:ion Policy l2g) Maximum system log size Mot Defined

&) Scripts (Startup/Shutdown) 12z Prevent local guests group from accessing application log Mot Defined

» = Deployed Printers 12| Prevent local guests group from accessing security log Mot Defined

v ii Security Settings 12 Prevent local guests group from accessing system log Mot Defined

3 :‘a Account Palicies ls| Retain application log Mot Defined

s [ Local Policies 4] Retain security log Mot Defined

3 j Event Log 12| Retain system leg Mot Defined

>[4 Restricted Groups 124 Retention method for application log Mot Defined

> [[3, System Services |ig| Retention method for security log Mot Defined

> [ 4 Registry 124 Retention method for system log Mot Defined

In the Maximum security log size Properties dialog, select Define this policy setting and set
maximum security log size to"4194240" kilobytes (4GB).

Select the Retention method for security log policy. In the Retention method for security log
Properties dialog, check Define this policy and select Overwrite events as needed.

Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.

7.17.4. Configure Windows Firewall Inbound Connection

Rules

For successful data collection, Netwrix Auditor may have to create inbound Firewall rules. If you do not
enable the Network traffic compression option, the product will try creating these rules automatically
and will notify you it fails to do so. In this case, you have to configure Windows Firewall inbound rules

manually.
1. On every domain controller, navigate to Start — Control Panel and select Windows Firewall.
2. Inthe Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.
3. Inthe Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.
@ Windows Firewall with Advanced Security — | s
File Action View Help
e znmH = H
EQ Inbound Rules MName Grou b Profile Enabled * || Inbound Rules -
OQutbound Rules . P
% Connection Security Rules Remote Event Log Management (NP-In) | Remote Event Log Management ill Yes @i NewRule..
> ‘;I Menitoring Remote Event Leg Management (RPC) Remote Event Log Manage..  All Yes T Filter by Profile N
Remote Event Log Management (RPC-EP... Remote Event Log Manage..  All Yes
4. Enable the following inbound connection rules:
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« Remote Event Log Management (NP-In)
« Remote Event Log Management (RPC)

« Remote Event Log Management (RPC-EPMAP)

7.18. Configure Computers for Monitoring User

Activity

Perform the following procedures to configure computers for monitoring user activity:

« Configure Data Collection Settings

« Configure Video Recordings Playback Settings

NOTE: Before configuring computers, make sure that the User Activity Core Service is installed on the

monitored computers. See Install Netwrix Auditor User Activity Core Service for more information.

7.18.1. Configure Data Collection Settings

To successfully track user activity, make sure that the following settings are configured on the audited
computers and on the computer where Netwrix Auditor Server is installed:

The Windows Management Instrumentation and the Remote Registry services are running and
their Startup Type is set to "Automatic”. See To check the status and startup type of Windows
services for more information.

The File and Printer Sharing and the Windows Management Instrumentation features are
allowed to communicate through Windows Firewall. See To allow Windows features to communicate
through Firewall for more information.

Local TCP Port 9004 is opened for inbound connections on the computer where Netwrix Auditor
Server is installed. This is done automatically on the product installation.

Local TCP Port 9003 is opened for inbound connections on the audited computers. See To open Local
TCP Port 9003 for inbound connections for more information.

Remote TCP Port 9004 is opened for outbound connections on the audited computers. See To open
Remote TCP Port 9004 for outbound connections for more information.

To check the status and startup type of Windows services

1.

Navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Services.

In the Services snap-in, locate the Remote Registry service and make sure that its status is "Started"”
(on pre-Windows Server 2012 versions) and "Running" (on Windows Server 2012 and above). If it is
not, right-click the service and select Start from the pop-up menu.
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3. Check that the Startup Type is set to "Automatic”. If it is not, double-click the service. In the Remote
Registry Properties dialog, in the General tab, select "Automatic” from the drop-down list.

4. Perform the steps above for the Windows Management Instrumentation service.

To allow Windows features to communicate through Firewall
1. Navigate to Start — Control Panel and select Windows Firewall.

2. In the Help Protect your computer with Windows Firewall page, click Allow a program or
feature through Windows Firewall on the left.

3. In the Allow an app or feature through Windows Firewall page that opens, locate the File and
Printer Sharing feature and make sure that the corresponding checkbox is selected under Domain.

4. Repeat step 3 for the Windows Management Instrumentation (WMI) feature.

To open Local TCP Port 9004 for inbound connections

1. On the computer where Netwrix Auditor is installed, navigate to Start — Control Panel and select
Windows Firewall.

2. Inthe Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

3. Inthe Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.
4. Click New Rule. In the New Inbound Rule wizard, complete the steps as described below:
o Onthe Rule Type step, select Program.

o Onthe Program step, specify the path: %Netwrix Auditor installation folder%/Netwrix
Auditor/User Activity Video Recording/UAVRServer.exe.

« Onthe Action step, select the Allow the connection action.

« Onthe Profile step, make sure that the rule applies to Domain.

« Onthe Name step, specify the rule's name, for example UA Server inbound rule.
5. Double-click the newly created rule and open the Protocols and Ports tab.
6. Inthe Protocols and Ports tab, complete the steps as described below:

« Set Protocol typeto "TCP".

« Set Local portto "Specific Ports" and specify to "9004".

To open Local TCP Port 9003 for inbound connections
1. On atarget computer navigate to Start — Control Panel and select Windows Firewall.

2. Inthe Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

3. Inthe Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.
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4.

5.
6.

Click New Rule. In the New Inbound Rule wizard, complete the steps as described below.
Option Setting
Rule Type Program

Program Specify the path to the Core Service. By default, %ProgramFiles%
(x86)\Netwrix Auditor\User Activity Core Service\UAVRAgent.exe.

Action Allow the connection
Profile Applies to Domain
Name Rule name, for example UA Core Service inbound rule.

Double-click the newly created rule and open the Protocols and Ports tab.
In the Protocols and Ports tab, complete the steps as described below:
» Set Protocol type to "TCP".

« Set Local portto "Specific Ports" and specify to "9003".

To open Remote TCP Port 9004 for outbound connections

1.

2.

On a target computer, navigate to Start — Control Panel and select Windows Firewall.

In the Help Protect your computer with Windows Firewall page, click Advanced settings on the
left.

In the Windows Firewall with Advanced Security dialog, select Inbound Rules on the left.

Click New Rule. In the New Inbound Rule wizard, complete the steps as described below.
Option Setting
Rule Type Program

Program Specify the path to the Core Service. By default, %ProgramFiles%
(x86)\Netwrix Auditor\User Activity Core Service\UAVRAgent.exe.

Action Allow the connection
Profile Applies to Domain
Name Rule name, for example UA Core Service outbound rule.

Double-click the newly created rule and open the Protocols and Ports tab.

In the Protocols and Ports tab, complete the steps as described below:
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« Set Protocol typeto "TCP".

« Set Remote port to "Specific Ports" and specify to "9004".

7.18.2. Configure Video Recordings Playback Settings

Video recordings of users' activity can be watched in any Netwrix Auditor client. Also, recordings are
available as links in web-based reports and email-based Activity Summaries.

To be able to watch video files captured by Netwrix Auditor, the following settings must be configured:
« Microsoft Internet Explorer 7.0 and above must be installed and ActiveX must be enabled.

« Internet Explorer security settings must be configured properly. See To configure Internet Explorer

security settings for more information.

« JavaScript must be enabled. See To enable JavaScript for more information.

« Internet Explorer Enhanced Security Configuration (IE ESC) must be disabled. See To disable Internet

Explorer Enhanced Security Configuration (IE ESC) for more information.

o The user must have read permissions (resultant set) to the Netwrix_UAVR$ shared folder where
video files are stored. By default, all members of the Netwrix Auditor Client Users group can access
this shared folder. Both the group and the folder are created automatically by Netwrix Auditor. Make
sure to grant sufficient permissions on folder or explicitly add user to the group (regardless his or her
role delegated in the product). See To add an account to Netwrix Auditor Client Users group for more
information.

« Adedicated codec must be installed. This codec is installed automatically on the computer where
Netwrix Auditor is deployed, and on the monitored computers. To install it on a different computer,
download it from https:/www.Netwrix.com/download/ScreenPressorNetwrix.zip.

o The Ink and Handwriting Services, Media Foundation, and Desktop Experience Windows
features must be installed on the computer where Netwrix Auditor Server is deployed. These features
allow enabling Windows Media Player and sharing video recordings via DLNA. See To enable Windows

features for more information.

To configure Internet Explorer security settings
1. InlInternet Explorer, navigate to Tools — Internet Options.
2. Switch to the Security tab and select Local Intranet. Click Custom Level.

3. Inthe Security Settings - Local Intranet Zone dialog, scroll down to Downloads, and make sure
File download is set to "Enable".

4. Inthe Internet Options dialog switch to the Advanced tab.

5. Locate Security and check Allow active content to run in files on My Computer¥*.
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Internet Options 7 >

General Security Privacy Content Connections Programs Advanced

Settings

[] Play sounds in webpages ~

[ show image download placeholders

Show pictures
ﬁ Security

Allow active cortent from CDs to run on My Computer®

[ allow active content to run in files on My Computer®

[] allow software to run or install even if the signature is invi

[] Block unsecured images with other mixed content

Check for publisher's certificate revocation

Check for server certificate revocation™

Chedk for signatures on downloaded programs

Do not save encrypted pages to disk

Empty Temparary Internet Files folder when browser is dc

[ 1 Enable 64-bit processes for Enhanced Protected Mode® ¥
£ >

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition, Reset...

You should only use this if your browser is in an unusable state,

Cance Aply

To enable JavaScript
1. InInternet Explorer, navigate to Tools — Internet Options.
2. Switch to the Security tab and select Internet. Click Custom Level.

3. Inthe Security Settings - Internet Zone dialog, scroll down to Scripting and make sure Active
scripting is set to "Enable".

To disable Internet Explorer Enhanced Security Configuration (IE ESC)

1. Navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Server Manager.

2. Inthe Security Information section, click the Configure IE ESC link on the right and turn it off.

To add an account to Netwrix Auditor Client Users group

NOTE: All members of the Netwrix Auditor Client Users group are granted the Global reviewer role in
Netwrix Auditor and have access to all collected data.
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1. Onthe computer where Netwrix Auditor Server is installed, start the Local Users and Computers
snap-in.

2. Navigate to the Groups node and locate the Netwrix Auditor Client Users group.
3. Inthe Netwrix Auditor Client Users Properties dialog, click Add.

4. Specify users you want to be included in this group.

To enable Windows features
Depending on your Windows Server version, do one of the following:
o If Netwrix Auditor Server is installed on Windows Server 2008 R2:
1. Navigate to Start — Server Manager.
2. Navigate to Server Manager <your_computer_name> — Features and click Add features.
3. Inthe Add Features Wizard, select the following Windows features:
« Ink and Handwriting Services
« Desktop Experience
Follow the installation prompts.
4. Restart your computer to complete features installation.
« If Netwrix Auditor Server is installed on Windows Server 2012 and above:
1. Navigate to Start — Server Manager.
2. Inthe Server Manager window, click Add roles and features.
3. Onthe Select Features step, select the following Windows features:
« Ink and Handwriting Services
« Media Foundation
o User Interface and Infrastructure — Desktop Experience.
Follow the installation prompts.
NOTE: If you have Windows corruption errors when installing Windows Media Foundation,
run the Deployment Image Servicing and Management (DISM) tool from the

command prompt with administrative rights. For detailed information, refer to the
Microsoft article: Fix Windows corruption errors by using the DISM or System Update

Readiness tool.

4. Restart your computer to complete features installation.
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8. Configure Netwrix Auditor
Service Accounts

To interact with external components (SQL Server-based Audit Database, Report Server, etc.), Netwrix
Auditor uses the following service accounts:

Service account Description

Account for data collection An account used by Netwrix Auditor to collect audit data from the
target systems.

See Configure Data Collecting Account for more information.

Audit Database service An account used by Netwrix Auditor to write collected audit data to
account the Audit Database.

See Configure Audit Database Account for more information.

SSRS service account An account used by Netwrix Auditor to upload data to the Report
Server.

See Configure SSRS Account for more information.

Long-Term Archive service An account used to write data to the Long-Term Archive and upload
account report subscriptions to shared folders. The LocalSystem account is
selected by default.

See Configure Long-Term Archive Account for more information.

8.1. Configure Data Collecting Account

This service account is used to collect audit data from the data source items; it is specified during the
monitoring plan creation.

Netwrix recommends creating a special service account for that purpose. Depending on the data source
your monitoring plan will process, the account must meet the corresponding requirements.

Data source Required rights and permissions:

Active Directory For Active Directory Auditing
Active Directory Federation Services For AD FS Auditing
Azure AD
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Data source Required rights and permissions:

Exchange For Exchange Auditing

Exchange Online For Exchange Online Auditing
Windows File Servers For Windows File Server Auditing
EMC silon For EMC Isilon Auditing
EMCVNX/VNXe For EMC VNX/VNXe Auditing
NetApp For NetApp Auditing

Nutanix Files For Nutanix Files Auditing
Network Devices For Network Devices Auditing
Oracle Database For Oracle Database Auditing
SharePoint For SharePoint Auditing

SharePoint Online (including OneDrive For SharePoint Online Auditing
for Business)

SQL Server For SQL Server Auditing
VMware For VMware Server Auditing
Windows Server (including DNS and For Windows Server Auditing
DHCP)

Event Log (including I1S)—collected with  For Event Log Auditing
Event Log Manager

Group Policy For Group Policy Auditing

Inactive Users in Active Directory— In the target domain:

collected with Inactive User Tracker . .
o Amember of the Domain Admins group

Logon Activity For Logon Activity Auditing

Password Expiration in Active In the target domain:
Directory—collected with Password

« Amember ofthe Domain Users grou
Expiration Notifier group

User Activity On the target server:
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Data source Required rights and permissions:

o Amember of the local Administrators group

8.1.1. For Active Directory Auditing

Before you start creating a monitoring plan to audit your Active Directory, plan for the account that will be
used for data collection - it should meet the requirements listed below. Then you will provide this account
in the monitoring plan wizard.

In the target domain:

1. Depending on the network traffic compression setting you need to use, one of the following is
required:

« If network traffic compression is enabled, then the account must belong to the Domain
Admins group

NOTE: If you need granular rights to be assigned instead, please contact Netwrix Technical
support.

« If network traffic compression is disabled, and the account you plan to use for data collection is
not a member of the Domain Admins group, then the Manage auditing and security log
policy must be defined for this account.

See Configuring 'Manage Auditing and Security Log' Policy for more information.

2. Ifyou plan to process Active Directory Deleted Objects container, Read permission on this container
is required. See Granting Permissions for 'Deleted Objects' Container for more information.

NOTE: Grant this permission only if the account you plan to use for data collection is not a member
of the Domain Admins group

3. Ifauto-backup is enabled for the domain controller event logs, then the following is required:

a. Permissions to access the HKEY_LOCAL_
MACHINE\System\CurrentControlSet\Services\EventLog\Security registry key on the domain
controllers in the target domain. See Assigning Permission To Read the Registry Key for more
information.

b. Membership in one of the following groups: Administrators, Print Operators, Server
Operators

¢. Read/Write share permission and Full control security permission on the logs backup folder

NOTE: Grant these permissions only if the account you plan to use for data collection is not a member of
the Domain Admins group.
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8.1.1.1. Configuring 'Manage Auditing and Security Log' Policy

NOTE: Perform this procedure only if the account selected for data collection is not a member of the
Domain Admins group.

1. Open the Group Policy Management console on any domain controller in the target domain:
navigate to Start — Windows Administrative Tools (Windows Server 2016) or Administrative
Tools (Windows 2012 R2 and below) — Group Policy Management.

2. Inthe left pane, navigate to Forest: <forest_ name> — Domains — <domain_name> — Domain
Controllers. Right-click the effective domain controllers policy (by default, it is the Default Domain
Controllers Policy), and select Edit from the pop-up menu.

3. Inthe Group Policy Management Editor dialog, expand the Computer Configuration node on the
left and navigate to Policies — Windows Settings — Security Settings — Local Policies.

4. On theright, double-click the User Rights Assignment policy.
5. Locate the Manage auditing and security log policy and double-click it.

6. Inthe Manage auditing and security log Properties dialog, click Add User or Group, specify the
user that you want to define this policy for.

7. Navigate to Start — Run and type "cmd". Input the gpupdate /force command and press Enter.
The group policy will be updated.

8.1.1.2. Granting Permissions for 'Deleted Objects' Container

NOTE: Perform this procedure only if the account selected for data collection is not a member of the
Domain Admins group.

1. Log on to any domain controller in the target domain with a user account that is a member of the
Domain Admins group.

2. Navigate to Start — Run and type "cmd".

3. Input the following command: dsacls <deleted object dn> /takeownership
where deleted object dnisthe distinguished name of the deleted directory object.
For example: dsacls "CN=Deleted Objects,DC=Corp,DC=local" /takeownership

4. To grant permission to view objects in the Deleted Objects container to a user or a group, type the
following command:

dsacls <deleted object dn> /G <user_ or group>:<Permissions>

where deleted object dn is the distinguished name of the deleted directory object and user
or group is the user or group for whom the permission applies, and Permissions is the
permission to grant.

For example, dsacls "CN=Deleted Objects,DC=Corp,DC=local" /G Corp\jsmith:LCRP
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In this example, the user CORP\jsmith has been granted List Contents and Read Property
permissions for the Deleted Objects container in the corp.local domain. These permissions let this
user view the contents of the Deleted Objects container, but do not let this user make any changes
to objects in this container. These permissions are equivalent to the default permissions that are
granted to the Domain Admins group.

8.1.1.3. Assigning Permission To Read the Registry Key

NOTE: Perform this procedure only if the account selected for data collection is not a member of the
Domain Admins group.

This permission should be assigned on each domain controller in the audited domain, so if your
domain contains multiple domain controllers, you may prefer assigning permissions through Group
Policy.

1. Onyourtarget server, open Registry Editor: navigate to Start — Run and type "regedit".

2. Intheleft pane, navigate to HKEY_LOCAL MACHINE\SYSTEM\CurrentControl
Set\Services\EventLog\Security.

3. Right-click the Security node and select Permissions from the pop-up menu.
4. Click Add and enter the name of the user that you want to grant permissions to.
5. Check Allow next to the Read permission.

NOTE: For auditing Logon Activity, you also need to assign the Read permission to the HKEY_LOCAL_
MACHINE\SECURITY\Policy\PolAdtEv registry key.

8.1.2. For AD FS Auditing

Before you start creating a monitoring plan to audit your AD FS federation servers, plan for the account
that will be used for data collection - it should meet the requirements listed below. Then you will provide
this account in the monitoring plan wizard.

On the target server:

. Ifthetarget AD FS federation server is a domain controller, then the account must belong to the
Administrators or Domain Admins group

« Otherwise, if the server is not a domain controller, the account must belong to the Administrators
group.

8.1.3. For Azure AD Auditing

Before you start creating a monitoring plan to audit your Azure AD, plan for the account that will be used
for data collection - it should meet the requirements listed below. Then you will provide this account in the
monitoring plan wizard.
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To collect audit data in your Azure AD environment, Netwrix creates a dedicated cloud application. The
account under which it is created (i.e. data collecting account) requires enhanced roles assignment. Later,
you can remove roles from the account and perform ongoing data collection with less-privileged roles.

To...

Create cloud application and run

initial data collection

Collect audit data (without
logons)

Collect audit data, including
Successful Logons and/or Failed
Logons

Requirement

Any of the following roles:

Application Administrator & Privileged Role Administrator
OR

Cloud Application Administrator & Privileged Role
Administrator

OR
Global Admin

See Assigning Azure AD Administrative Roles for more information.

Any of the following roles:

Security Reader

OR

Application Administrator

OR

Cloud Application Administrator
OR

Global Admin

. The account requires Azure Active Directory Premium

Plan 1 or Azure Active Directory Premium Plan 2 license
plan for Azure.

Any of the following roles is required:
Security Reader

OR

Security Administrator

OR

Application Administrator

OR

Cloud Application Administrator

OR
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To... Requirement

« Global Administrator

Initial data collection

« When creating a monitoring plan for Azure AD domain, make sure that at the Settings for Data
Collection step you specify the account with a privileged role in Azure AD (for example, Global
Administrator, i.e. Company Administrator in Azure AD PowerShell terms). See Assigning a Privileged
Role for Azure AD Auditingfor more information.

After the initial data collection

« The privileged role can be revoked from the data collecting account. Ongoing audit data collection
leverages granted Office 365 Management APIs access permission, and therefore requires no tenant-
level or site-level permissions. You can assign one of the non-privileged roles to the account (for
example, Security Reader). See Assigning 'Security Administrator' or 'Security Reader' Rolefor more
information.

« Also, to audit Successful and/or Failed Logons, the data collecting account must have Azure Active
Directory Premium Plan 1 or Azure Active Directory Premium Plan 2 license.

NOTE: Accounts with multi-factor authentication are not supported.

8.1.3.1. Assigning a Privileged Role for Azure AD Auditing

When creating a monitoring plan for Azure AD or Office 365 auditing, you should specify the data collecting
account that has sufficient privileges in Azure AD. In particular, it should be able to create a dedicated
application in your Azure AD domain. Depending on your company's security policies, you can select one of
the following approaches:

« Assign a privileged role (for example, Application Administrator & Privileged Role Administrator) to the
account.
Remove it after the application creation and initial data collection, and assign a less-privileged role to
this account (for example, Security Reader or Security Administrator).
See the procedure below for details.

« Another approach is to use the account with a privileged role on a regular basis. Any additional role
assignments will not be necessary in this case.
If this is your choice, contact your security administrator to avoid violations of security policies in
your organization.

Required roles are listed For Azure AD Auditing

Also, consider that to collect data on Successful Logons and/or Failed Logons, the account requires a
sufficient license plan: Azure Active Directory Premium Plan 1 or Azure Active Directory Premium
Plan 2.

NOTE: Accounts with multi-factor authentication are not supported in both scenarios.
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IMPORTANT! If you used to utilize a non-privileged account for Azure AD data collection in your Netwrix

Auditor deployment version 9.8 (or earlier), consider that after the upgrade to version 9.9 you will
have to perform the role assignment procedure anew, selecting one of these approaches. Until
then, data collection will not be performed.

To run initial data collection with the privileged account role

1.

2
3.
4

Sign in to Azure AD portal using your Microsoft account.

Select Azure Active Directory on the left.

Select the account that you want to use as Data Collecting Account for Azure AD, or create a new user.
Make sure you have disabled multi-factor authentication for this account.

Expand the Directory role and select the role you need (for example, Global administrator, or any
other privileged role listed For Azure AD Auditing).

NOTE: In Microsoft Graph API, Azure AD Graph API, and Azure AD PowerShell, the Global
administrator role is identified as Company Administrator.

Click Ok.

In Netwrix Auditor, create a monitoring plan for auditing Azure AD and specify this account with this
privileged role on the Specify the account for collecting data step. See Netwrix Auditor
Administration Guide for detailed instructions on how to create a monitoring plan.

Wait until initial data collection completes.
Open Azure AD portal and remove the privileged role from the account.

Assign a less-privileged role to this account.

Review the following for additional information: Assigning 'Security Administrator' or 'Security Reader' Role

8.1.3.2. Assigning 'Security Administrator' or 'Security Reader' Role

To audit Successful and/or Failed Logons in Azure AD, the Security Administrator or Security Reader role
is required. To assign the role you need, do the following:

1.
2.
3.
4.
5.

Sign in to Azure AD portal using your Microsoft account.
Select Azure Active Directory on the left.

Navigate to Roles and administrators.

Click the Security administrator or Security Reader role.

Click Add member and select the account that you want to assign the role to.

For more information on the Administrator role permissions, refer to the following Microsoft article:
Administrator role permissions in Azure Active Directory.
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8.1.4. For Windows File Server Auditing

Before you start creating a monitoring plan to audit your Windows file servers, plan for the account that
will be used for data collection - it should meet the requirements listed below. Then you will provide this
account in the monitoring plan wizard.

On the target server:

1.
2.

The account must be a member of the local Administrators group.

The Manage auditing and security log and Backup files and directories policies must be defined
for this account. See Configuring 'Manage Auditing and Security Log' Policy and Configuring 'Back up
Files and Directories' Policy for more information.

The account requires Read share permission on the audited shared folders.
The account requires Read NTFS permission on all objects in the audited folders.

To audit Domain-Named DFS NameSpace, the account must be a member of the Built-in Server
Operators group on the domain controllers of the domain where the file server belongs to.

8.1.4.1. Configuring 'Back up Files and Directories' Policy

1.

On the audited server, open the Local Security Policy snap-in: navigate to Start — Windows
Administrative Tools (Windows Server 2016) or Administrative Tools (Windows 2012 R2 and below)
— Local Security Policy.

Navigate to Security Settings — Local Policies — User Right Assignment.
Locate the Back up files and directories policy and double-click it.

In the Back up files and directories Properties dialog, click Add User or Group, specify the user
that you want to define this policy for.

8.1.5. For Windows Server Auditing

Before you start creating a monitoring plan to audit your Windows servers (including DNS and DHCP
servers), plan for the account that will be used for data collection - it should meet the requirements listed
below. Then you will provide this account in the monitoring plan wizard.

On the target servers:

1.

The Manage auditing and security log policy must be defined for this account. See Configuring

'Manage Auditing and Security Log' Policy

2. This account must be a member of the local Administrators group.
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8.1.6. For Exchange Auditing

Before you start creating a monitoring plan to audit your Exchange server, plan for the account that will be
used for data collection - it should meet the requirements listed below. Then you will provide this account
in the monitoring plan wizard.

1. Depending on the network traffic compression setting you need to use, one of the following is
required:

« If network traffic compression is enabled, then the account must belong to the Domain
Admins group

NOTE: If you need granular rights to be assigned instead, please contact Netwrix Technical
support.

« If network traffic compression is disabled, and the account you plan to use for data collection is
not a member of the Domain Admins group, then the Manage auditing and security log
policy must be defined for this account.

See Configuring 'Manage Auditing and Security Log' Policy for more information.

2. Ifyou plan to process Active Directory Deleted Objects container, Read permission on this container
is required. See Granting Permissions for 'Deleted Objects' Container for more information.

NOTE: Grant this permission only if the account you plan to use for data collection is not a member
of the Domain Admins group

3. Ifauto-backup is enabled for the domain controller event logs, then the following is required:

a. Permissionsto access the HKEY_LOCAL_
MACHINE\System\CurrentControlSet\Services\EventLog\Security registry key on the domain
controllers in the target domain. See Assigning Permission To Read the Registry Key for more
information.

b. Membership in one of the following groups: Administrators, Print Operators, Server
Operators

¢. Read/Write share permission and Full control security permission on the logs backup folder

NOTE: Grant these permissions only if the account you plan to use for data collection is not a member of
the Domain Admins group.

Also, if the AD domain has an Exchange organization running Exchange 2019, 2016, 2013 or 2010, then:

» the account must belong to the Organization Management or Records Management group (see
Adding Account to 'Organization Management' Group for more information)

-OR-

» the Audit Logs management role must be assigned to this account (see .Assigning 'Audit Logs' Role
for more information)
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8.1.6.1. Adding Account to 'Organization Management' Group

1. Navigate to Start — Active Directory Users and Computers on any domain controller in the root
domain of the forest where Microsoft Exchange 2019, 2016, 2013 or 2010 is installed.

2. Intheleft pane, navigate to <domain_name> — Microsoft Exchange Security Groups.
3. Ontheright, locate the Organization Management group and double-click it.

4. In the Organization Management Properties dialog that opens, select the Members tab and click
Add.

j Active Directory Users and Computers
File Action View Help

e | 7FE B XEd=z BRI A2 ETER

j Active Directory Users and Com|| MName Type Description
» [ Saved guer|es %Compliance Management Security Group...  This role group will allo...
v 4 enterpriselocal SEDE' , - P L
. . |
> [ Builtin %Dis Organization Management Properties ? X

» || Computers 2
» @] Deploy_Metwrix_Auditor SEEXC General Members  Member Of Managed By
» 2] Domain Controllers 9
» || ForeignSecurityPrincipal: %E}(c Members:

: anaged Service Accowr ame ive Directory Domain Services Folder
) Managed S A Bec [y Active Di Domain 5 Fold
2| Microseft Exchange Sect %He &Mminisﬁﬁtor enterprise local/Users

» |2 Resticted Computers 82 Hy

» [ Users %Ea Select Users, Contacts, Computers, Service Accounts, or Groups *
r
2 Py Select this object type:
% Re | Users, Service Accounts, Groups, or Cther objects | Ohject Types. ..
Rei
From this location:
% Sen ——— :
% UM |errterpnse. oca | Locations...
%Vie Enter the object names to select (zxamples):
Check Names
Advanced ... QK Cancel

QK Cancel Apphy

NOTE: If for some reason you do not want this account to belong to the Organization Management
group, you can add it to the Records Management group in the same way. The Records
Management group is less powerful, and accounts belonging to it have fewer rights and
permissions.
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8.1.6.2. Assigning 'Audit Logs' Role

NOTE: Perform this procedure only if the account selected for data collection is not a member of the
Organization Management or the Records Management group.

1. On the computer where Microsoft Exchange 2019, 2016, 2013 or 2010 is installed, open the Exchange
Management Shell under an account that belongs to the Organization Management group.

2. Use the following syntax to assign the Audit Log role to a user:

New-ManagementRoleAssignment -Name <assignment name> -User <UserName> -Role
<role name>

For example:

New-ManagementRoleAssignment -Name "AuditLogsNetwrixRole" -User Corp\jsmith
-Role "Audit Logs"

In this example, the user CORP\jsmith has been assigned the Audit Logs role.

8.1.7. For Exchange Online Auditing

Before you start creating a monitoring plan to audit your Exchange Online organization, plan for the
account that will be used for data collection - it should meet the requirements listed below. Then you will
provide this account in the monitoring plan wizard.

To collect Activity Records only:
« The account needs to be created as a Cloud-Only account.
« To connect to Exchange Online, the account must be assigned the following Exchange admin roles:
» Audit logs
« Mail Recipients
« View-Only Configuration

See Assigning Office 365 Management Roles for more information.

NOTE: Accounts with multi-factor authentication are not supported.
To collect State-in-Time data:

To collect State-in-Time data in your Exchange Online environment, Netwrix creates a dedicated cloud
application. The account under which the application is created requires enhanced roles assignment. Later,
you can remove roles from the account and perform ongoing State-in-Time data collection with regular
roles.

To... Required Roles

Create cloud application » Application Administrator & Privileged Role Administrator
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To... Required Roles

OR

» Cloud Application Administrator & Privileged Role Administrator
OR

« Global Admin

See Assigning Azure AD Administrative Roles for more information.

Collect State-in-Time data Management Roles:
« Mail Recipients
« View Only Configuration
« Audit Logs
» Role Management
o View-Only Recipient
One of the following Azure Active Directory roles:
» Application Administrator
OR
o Cloud Application Administrator

See Assigning Office 365 Management Roles for more information.

8.1.7.1. Assigning Office 365 Management Roles

1. Sign in to Office 365 using your Microsoft account.
2. Onthe Office 365 Home page, click Admin tile and select Admin — Exchange on the left.
3. Inthe Exchange admin center, navigate to Permissions — admin roles.

4. Create a new role group. Assign the following settings to the newly created role group:

Option Description

Name Specify a name for the new role group (e.g., audit_logs).
Description Enter a role group description (optionally).

Write scope Select a write scope.

Roles Assign the following roles:
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Option Description

o Audit Logs

« Mail Recipients

« View-Only Configuration

NOTE: To collect State-in-Time data, assign the following additional roles:
« Role Management

« View-Only Recipients

Members Add your account.

NOTE: If you already configured specific role scopes for role groups (for example, multiple
management role scopes or exclusive scopes) using Shell, you cannot assign new roles to
these role groups via Exchange admin center. For detailed instructions on how to configure
roles using Shell, read the following Microsoft article: Manage role groups.

8.1.7.2. Assigning Azure AD Administrative Roles

To collect State-in-Time data in your Exchange Online environment, Netwrix creates a dedicated cloud
application. The account under which the application is created requires enhanced roles assignment:

« Application Administrator & Privileged Role Administrator
OR

« Cloud Application Administrator & Privileged Role Administrator
OR

o Global Admin

To assign roles for Office 365 auditing
1. Signinto Azure AD portal using your Microsoft account.
2. Select Azure Active Directory on the left.
3. Select an account that you want to use as Data Collecting Account for Azure AD or create a new user.
4

Make sure you disabled multi-factor authentication for this account.

U1

Expand the Directory role and select Add assignment.

6. Select one of the following roles combination, depending on your company's security policy:
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o Application Administrator & Privileged Role Administrator
OR
o Cloud Application Administrator & Privileged Role Administrator
OR
o Global Admin
7. Click Ok.

8.1.8. For EMC Isilon Auditing

Before you start creating a monitoring plan to audit your EMC Isilon file storage system, plan for the
account that will be used for data collection. The following scenarios are possible:

« Automatic configuration: you can use a special shell script for configuring an audited EMC Isilon
cluster and granting necessary privileges to the account used to collect audit data.

« Manual configuration: you can grant all the necessary permissions to data collecting account
manually. For that, ensure the account meets the requirements listed below.

On the target server:
1. The account must be a member of the local Administrators group.
2. Theaccount requires Read permissions on the audited shared folders.

3. Theaccount requires Read permissions on the folder where audit events are logged
(/ifs/.ifsvar/audit/)

4. To connect to EMC Isilon storage cluster, an account must be assigned a custom role (e.g., netwrix_
audit) that has the following privileges:

Platform API (ISI_PRIV_LOGIN_PAPI)  readonly

Auth (ISI_PRIV_AUTH) readonly
Audit (ISI_PRIV_AUDIT) readonly
Backup (ISI_PRIV_IFS_BACKUP) readonly

See Configuring Your EMC Isilon Cluster for Auditing for more information.

NOTE: If you plan to connect to a cluster that works in the compliance mode, the account must meet
additional requirements.

8.1.8.1. Configuring Your EMC Isilon Cluster for Auditing

An EMC Isilon cluster can operate in one of the following modes:
« Standard or Normal mode

o Smartlock Enterprise mode
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o Smartlock Compliance mode

For your convenience, Netwrix provides a special shell script for configuring an audited EMC Isilon cluster
and granting necessary privileges to the account that is used to collect audit data. Depending on your
cluster operation mode, review the following sections:

« To configure EMC Isilon cluster in Normal and Enterprise mode via shell script

« To configure EMC Isilon cluster in Compliance mode via shell script

If, for some reasons, you want to grant all the necessary permissions to Isilon data collecting account
manually, you need to perform all steps for manual audit configuration, otherwise the product will not
function properly. See the following sections for more information:

« To configure EMC Isilon cluster in Normal and Enterprise mode manually

« To configure EMC Isilon cluster in Compliance mode manually

8.1.9. For EMC VNX/VNXe Auditing

Before you start creating a monitoring plan to audit your EMC VNX/VNXe file storage system, plan for the
account that will be used for data collection - it should meet the requirements listed below. Then you will
provide this account in the monitoring plan wizard.

On the target server:
1. The account must be a member of the local Administrators group.

2. Theaccount requires Read permissions on the audited shared folders.

8.1.10. For NetApp Auditing

Before you start creating a monitoring plan to audit your NetApp file storage system, plan for the account
that will be used for data collection - it should meet the requirements listed below. Then you will provide
this account in the monitoring plan wizard.

NOTE: If you want to authenticate with AD user account, you must enable it to access SVM through
ONTAPI. See Creating Role on NetApp Clustered Data ONTAP 8 or ONTAP 9 and Enabling AD User

Access for more information.
On the target server:
1. The account must be a member of the local Administrators group.
2. The account requires Read permissions (resultant set) on the audited shared folders.
3. The account requires:
« Read permissions (resultant set) on the audit logs folder and its contents

« Delete permissions (resultant set) on the contents of this folder
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4. To connect to NetApp Data ONTAP 7 or Data ONTAP 8 in 7-mode, an account must have the
following capabilities:

o login-http-admin

« api-Vfiler-list-info

« api-volume-get-root-name
o api-system-cli

» api-options-get

« cli-cifs

5. To connect to NetApp Clustered Data ONTAP 8 or ONTAP 9, an account must be assigned a
custom role (e.g., fsa_role) on SVM that has the following capabilities with access query levels:

o version readonly
o volume readonly
« vserver audit all

« vserver audit rotate-log all

o Vserver cifs readonly

See Creating Role on NetApp Clustered Data ONTAP 8 or ONTAP 9 and Enabling AD User Access

NOTE: You can also assign the built-in vsadmin role.

8.1.10.1. Creating Role on NetApp Clustered Data ONTAP 8 or ONTAP
9 and Enabling AD User Access

NOTE: You must be a cluster administrator to run the commands below.

1. Create anew role (e.g., fsa_role) on your SVM (e.g., vs1). For example:

security login role create -role fsa role -cmddirname version -access
readonly -vserver vsl

2. Add the following capabilities to the role:

Capability Related command (example)

o version readonly
e volume readonly
« Vvserver audit all
« vserver audit rotate-log all
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Capability Related command (example)

o vserver cifs readonly

NOTE: The capabilities must be assigned one by one.

To review currently applied capabilities, you can use the following command:

security login role show -vserver vsl -role fsa role

3. Create a login for the account that is going to authenticate and collect data from NetApp. If you want
to use an AD account for collecting data, enable it to access SVM through ONTAPI. For example:

security login create -vserver vsl -user-or-group-name
Enterprise\Administrator

-application ontapi -authmethod domain -role fsa role
where Enterprise\Administrator isyour data collecting account.
4. To be able to add event policy for NetApp, the role you set up for working with ONTAPI must have
the following attributes:
« version readonly
« volumereadonly
« vserver audit all
« vserver audit rotate-log all

« vserver cifs readonly

NOTE: This relates to NetApp 8.3.2 and later

8.1.11. For Nutanix Files Auditing

Before you start creating a monitoring plan to audit Nutanix Files, plan for the accounts that will be used
for data collection. They should meet the requirements listed below.

8.1.11.1. Account for Accessing Nutanix File Server

First, you need an account that Netwrix Auditor will use to access Nutanix File Server. This account requires
at least Read permission for the target SMB shares on the Nutanix File Server.

NOTE: This is the account you will provide in the monitoring plan wizard at the Settings for Data Collection
step; it can be modified in the General tab of the monitored item settings:
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B} Metwrix Auditor - STATIOMMASRY

<« Add ltem (Nutanix SMB shares)
Home > Monitoring Plans > Monitoring plan & > Add ltem (Nutanix SME shares)
General
Specify Nutanix File Server

Nutanix File Server REST API
Name:
Scope
1722911175

Format: FQDN, MetBIOS, or IPv4 address

Specify the account for collecting data

O Custom account

User name:

Password:

Specify listening port for incoming connections

Part:
9398

(®) Default account for this monitoring plan (enterprise\administrator)

Browse

netwrix

This account must have a role with sufficient privileges on that server: File Server Admin (recommended)

or Backup Admin role.

8.1.11.2. Account for Accessing REST API

You will also need an account that will be used for connecting to Nutanix File Server REST API.

This account should be provided in the Nutanix File Server REST API tab of the monitored item (Nutanix

SMB shares) settings:
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) Netwrix Auditor - STATIONMNASRY — u] X
<« Add ltem (Nutanix SMB shares)
Home > Monitoring Plans > Monitoring plan & > Add ltem (Nutanix SME shares)
General
Nutanix File Server REST API

Scope

Add netwrix

Specify account for connecting to Nutanix File Server REST AP|

User name:

nfsdlu ser{

Password:

This account must be assigned the REST API access users role for Nutanix File Server you want to audit.

See the section below for the instructions on user role assignment.

8.1.11.3. Role Assighment Procedure

IMPORTANT! Before starting the role assignment, make sure your Nutanix File Server is included in the AD

domain.

To assign the required roles to the corresponding accounts using Nutanix Prism

1.

> W

Open Nutanix Prism web portal.

Select File Server category. In the list of servers, select the server you want to audit.
Click Manage roles.

In the Manage roles dialog locate the Add admins section and click +New user.

Enter the AD user account (to be used as data collection account) in the domain\name format and
select the File Server Admin or Backup Admin role to assign

Click Save next to these cells to save the settings.

Next, in the REST API access users section click +New user.
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8. Enterthelocal user account and password, then click Save next to these cells to save the settings.

9. When finished, click Close.

root2\administrator File Server Admin: Full access

REST API

Manage users on the file server with REST APl access ()

ISERNAME

NOTE: See also Add Items for Monitoring .

8.1.12. For Oracle Database Auditing

Before you start creating a monitoring plan to audit your Oracle Database, plan for the account that will be
used for data collection - it should meet the requirements listed below. Then you will provide this account
in the monitoring plan wizard.

1. The CREATE SESSTION system privilege must be granted to the account used to connect to Oracle
Database for data collection.

2. Depending on your Oracle Database version, the SELECT privilege on the following objects must be
granted to that account:

Oracle Database 11g e aud$
e gv_$xml audit trail
o dba stmt audit opts
e V_Sparameter
o dba obj audit opts
o dba audit policies
o dba audit mgmt clean events

e gv_Sinstance
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e fga log$

Oracle Database 12¢, In addition to the privileges above, add the SELECT privilege on the
18¢, 19¢ following objects:

e gv_Sunified audit trail

e all unified audit actions

e audit unified policies

e audit unified enabled policies

For Oracle Database 12c Release 2, also grant the SELECT privilege on the
following object:

audsys.audSunified

NOTE: To learn how to grant system privileges to the account, see Grant 'Create Session' and 'Select'
Privileges to Access Oracle Database. Alternatively, you can grant the default administrator
role to the account.

If you are going to configure Fine Grained Auditing, grant privileges depending on your Oracle
Database version, and make sure that you are using Oracle Database Enterprise Edition.

8.1.12.1. Grant 'Create Session' and 'Select' Privileges to Access Oracle
Database

When creating a monitoring plan for your Oracle Database, you should specify the account that has
sufficient privileges to collect data from the database. At least, the following privileges are required:

e CREATE SESSION -allows an account to connect to a database.
e« SELECT - allows an account to retrieve data from one or more tables, views, etc.
Alternatively, you can assign the default administrator role to that account.

You can grant the required privileges to the existing account, or create a new one. Follow the procedure
described below.

To grant CREATE SESSION and SELECT privileges to the account:
1. On the computer where your database is deployed, run the sqlplus tool.

2. Connect to your Oracle Database — use Oracle account with the SYSDBA privilege, for example:

OracleUser as sysdba
Enter your password.

3. Decide on the account that will be used to access this database for audit data collection. You can:
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o Use the account that already exists
-OR-

« Create a new account - for that, execute:
CREATE USER <account name> IDENTIFIED BY PASSWORD;

4. Grant CREATE SESSION system privilege to that account. For that, execute:
GRANT CREATE SESSION TO <account name>;

5. Depending on your Oracle Database version, grant SELECT privilege on the objects listed in the table

below:
For... Execute...
Orade Database‘]‘]g ¢ GRANT SELECT ON aud$ TO <account_name>;

e GRANT SELECT ON gv_$xml audit trail TO <account
name>;

e GRANT SELECT ON dba stmt audit opts TO <account
name>;

e GRANT SELECT ON gv_$instance TO <account name>;
e GRANT SELECT ON v_S$parameter TO <account name>;

e GRANT SELECT ON dba_ audit mgmt clean events TO
<account name>;

e GRANT SELECT ON dba obj audit opts TO <account
name>;

e GRANT SELECT ON dba audit policies TO <account
name>;

e GRANT SELECT ON fga log$ TO <account name>;

Oracle Database 12¢, Inaddition to the privileges above, grant the SELECT privilege on the
18¢, 19¢ following objects:

e GRANT SELECT ON gv_S$unified audit trail TO
<account name>;

e GRANT SELECT ON all unified audit actions TO
<account name>;

o GRANT SELECT ON  audit wunified policies TO
<account name>;

e GRANT SELECT ON audit unified enabled policies TO
<account name>;

For Oracle Database 12c Release 2, also grant the SELECT privilege on the
following object:

GRANT SELECT ON audsys.aud$unified TO <account name>;
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NOTE: If you are going to configure Fine Grained Auditing, grant privileges depending on your Oracle
Database version and make sure that you are using Oracle Database Enterprise Edition.

Alternatively, you can grant the default administrator role to that account. For that, execute:

GRANT DBA TO <> <account name>;

8.1.13. For SQL Server Auditing

Before you start creating a monitoring plan to audit your SQL Server, plan for the account that will be used
for data collection - it should meet the requirements listed below. Then you will provide this account in the
monitoring plan wizard.

On the target SQL Server:

« To access SQL Server, Windows authentication will be used, so data collection account should be a
Windows account specified in the domain\user format.
SQL Server logins and authentication method are not supported.

« The account must be assigned the System Administrator server role for this SQL Server. See
Assigning 'System Administrator' Role for more information.

8.1.13.1. Assigning 'System Administrator' Role

1. On the computer where audited SQL Server instance is installed, navigate to Start — All Programs
— Microsoft SQL Server — SQL Server Management Studio.

2. Connect to the SQL Server instance.

3. In the left pane, expand the Security node. Right-click the Logins node and select New Login from
the pop-up menu.
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|ﬂ Login - New - O *

ﬁ Server Roles
2 User Mapping Login name: CORP\Mark Brown| Search...

%4 Securables
g Status (@) Windows authertication

() SGL Server authentication

() Mapped to certfficate

Connection (C) Mapped to asymmetric key
Server: [] Map to Credential Add
WORKSTATIONSQL\SQLEXPRE| -
Connection: Mapped Credentials Credertial Provider
CORP*administrator

_‘!} View connection properties

Remove
Ready Default database: master w
Default language: <default> >

Cancel

4. Click Search next to Login Name and specify the user that you want to assign the sysadmin role to.

5. Specify the Server roles tab and assign the sysadmin role to the new login.

8.1.14. For SharePoint Auditing

Before you start creating a monitoring plan to audit your SharePoint farm, plan for the account that will be
used for data collection - it should meet the requirements listed below. Then you will provide this account
in the monitoring plan wizard.

On the target SharePoint farm:

1. On the SharePoint server where the Netwrix Auditor Core Service will be deployed: the account must
be a member of the local Administrators group.
To learn more about Netwrix Auditor Core Services, refer to Installing Core Services to Audit User
Activity and SharePoint (Optional).

2. Onthe SQL Server hosting SharePoint database: the SharePoint_Shell_Accessrole.
See Assigning 'SharePoint_Shell_Access' Role

3. Ifyou plan to collect state-in-time data from a SharePoint farm, the account should also meet the
requirements below:
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« for site collection processing - lock status for this account must differ from No access

« forweb application processing - the following permissions must be assigned to this account:

Open items

View items

Browse directories

View pages

Browse user information
Open

Enumerate permissions

8.1.14.1. Assigning 'SharePoint_Shell_Access' Role

The account that runs Netwrix Auditor for SharePoint Core Service installation must be granted the
SharePoint_Shell_Access role on SharePoint SQL Server configuration database. If you select to deploy
the Netwrix Auditor for SharePoint Core Service automatically when configuring auditing in Netwrix
Auditor, the installation will be performed under the account specified for data collection.

1. Inyour SharePoint server, click Start — Microsoft SharePoint Products <version> SharePoint
Management Shell.

2. Execute the following command:

Add-SPShellAdmin -UserName <domain\user>

8.1.15. For SharePoint Online Auditing

Before you start creating a monitoring plan to audit your SharePoint Online (and OneDrive for Business),
plan for the account that will be used for data collection - it should meet the requirements listed below.
Then you will provide this account in the monitoring plan wizard.

To collect Activity Records only:

1. The account needs to be created as a Cloud-Only account.

2. To connect to SharePoint Online, and run initial data collection, the account must be assigned any of
the following roles:

« Application Administrator & Privileged Role Administrator

OR

o Cloud Application Administrator & Privileged Role Administrator

OR

o Global Administrator (Company Administrator in Azure AD PowerShell terms)
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NOTE: See Assigning Azure AD Administrative Roles for more information.

3. After the initial data collection, the privileged role can be removed from the this account. Ongoing
audit data collection leverages granted Office 365 Management APIs access permission and therefore
requires no tenant-level or site-level permissions.

NOTE: Accounts with multi-factor authentication are not supported.

To collect State-in-Time data:

To collect State-in-Time data from your SharePoint Online environment, Netwrix creates a dedicated cloud
application. The account under which the application is created (i.e. data collecting account) requires
enhanced roles assignment.

To... Required Roles
Create cloud application and run initial o Application  Administrator &  Privileged Role
data collection Administrator

OR

o Cloud Application Administrator & Privileged Role
Administrator

OR

o Global Administrator (Company Administrator in
Azure AD PowerShell terms)

See Assigning Azure AD Administrative Roles for more
information.

Collect State-in-Time data Same as for initial data collection (see the list above).

NOTE: Accounts with multi-factor authentication are not supported.

The account needs to be created as a Cloud-Only account.

8.1.16. For VMware Server Auditing

Before you start creating a monitoring plan to audit your VMware hosts, plan for the account that will be
used for data collection - it should meet the requirements listed below. Then you will provide this account
in the monitoring plan wizard.

On the target VMware hosts:

The account must have at least Read-only role on the audited hosts.
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8.1.17. For Network Devices Auditing

You can use any account to audit your network devices (not necessarily the credentials used to connect to
the device itself), as long as these credentials do not affect Netwrix Auditor or monitored IT infrastructure.

Provide this account in the monitoring plan wizard.

8.1.18. For Group Policy Auditing

Before you start creating a monitoring plan to audit the group policy in the domain, plan for the account
that will be used for data collection - it should meet the requirements listed below. Then you will provide
this account in the monitoring plan wizard.

On the target server:

1. Depending on the network traffic compression setting you need to use, one of the following is
required:

o If network traffic compression is enabled, then the account must belong to the Domain

Admins group

NOTE: If you need granular rights to be assigned instead, please contact Netwrix Technical
support.

If network traffic compression is disabled, and the account you plan to use for data collection is
not a member of the Domain Admins group, then the Manage auditing and security log
policy must be defined for this account.

See Configuring 'Manage Auditing and Security Log' Policy for more information.

2. Ifyou plan to process Active Directory Deleted Objects container, Read permission on this container
is required. See Granting Permissions for 'Deleted Objects' Container for more information.

NOTE: Grant this permission only if the account you plan to use for data collection is not a member

of the Domain Admins group

3. Ifauto-backup is enabled for the domain controller event logs, then the following is required:

a.

C.

Permissions to access the HKEY LOCAL_
MACHINE\System\CurrentControlSet\Services\EventLog\Security registry key on the domain
controllers in the target domain. See Assigning Permission To Read the Registry Key for more
information.

Membership in one of the following groups: Administrators, Print Operators, Server
Operators

Read/Write share permission and Full control security permission on the logs backup folder

NOTE: Grant these permissions only if the account you plan to use for data collection is not a member of
the Domain Admins group.
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8.1.19. For Logon Activity Auditing

Before you start creating a monitoring plan to audit the logon activity in your domain, plan for the account
that will be used for data collection - it should meet the requirements listed below. Then you will provide
this account in the monitoring plan wizard.

In the target domain:

1. Depending on the network traffic compression setting you need to use, one of the following is
required:

« If network traffic compression is enabled, then the account must belong to the Domain
Admins group

« If network traffic compression is disabled, and the account you plan to use for data collection is
not a member of the Domain Admins group, then the Manage auditing and security log
policy must be defined for this account.

See Configuring 'Manage Auditing and Security Log' Policy for more information.

2. Membership in the Backup Operators group (if the account you plan to use for data collection is not
a member of the Domain Admins group).

3. Read permission to access the following registry keys on the domain controllers in the target domain:
o HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\EventLog\Security
o HKEY_LOCAL_MACHINE\Security\Policy\PolAdtEv

See Assigning Permission To Read the Registry Key for more information.

8.1.20. For Event Log Auditing

Before you start creating a monitoring plan to audit the event logs of your servers (including 11S), plan for
the account that will be used for data collection - it should meet the requirements listed below. Then you
will provide this account in the monitoring plan wizard.

On the target server:

The account must have be a member of the local Administrators group.

8.2. Configure Audit Database Account

The account used to write the collected audit data to the Audit Database must be granted Database
owner (db_owner) role and the dbcreator server role on specified SQL Server instance.
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To assign the dbcreator and db_owner roles

1. Onthe computer where SQL Server instance with Audit Database resides, navigate to Start — All
Programs — Microsoft SQL Server — SQL Server Management Studio.

2. Connect to the server.

3. In the left pane, expand the Security node. Right-click the Logins node and select New Login from
the pop-up menu.

3 Login- New - O X

1% Server Roles

2 User Mapping Login name: CORPMark Brown| Search...

%" Securables
g Status ® Windows authentication

() SGL Server authentication

() Mapped to cerficate

Connection () Mapped to asymmetric key
Server: [ Map to Credential
WORKSTATIONSGL\SGLEXPRE
Connection: Mapped Credertials Credential Provider
CORP*administrator

_‘!} View connection properties

Remove
Ready Defautt database: master v
Default language: <default> v

Cancel

4. Click Search next to Login Name and specify the user that you want to assign the db_owner role to.
5. Select Server roles on the left and assign the dbcreator role to the new login.
6. Select the User Mapping tab. Select all databases used by Netwrix Auditor to store audit data in the

upper pane and check db_owner in the lower pane.

NOTE: If the account that you want to assign the db_owner role to has been already added to SQL
Server Logins, expand the Security — Logins node, right-click the account, select
Properties from the pop-up menu, and edit its roles.

8.3. Configure SSRS Account

An account used to upload data to the Report Server must be granted the Content Manager role on the
SSRS Home folder.
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To assign the Content Manager role
1. Navigate to your Report Manager URL.

2. Onthe Home page, navigate to Folder Settings and click New Role Assignment (the path can
slightly vary depending on your SQL Server version).

3. Specify an account in the following format: domain\user. The account must belong to the same
domain where Netwrix Auditor is installed, or to a trusted domain.

4. Select Content Manager.

8.3.1. Grant Additional Permissions on Report Server

To be able to generate a report, any user assigned the Global administrator, Global reviewer, or
Reviewer role must be granted the Browser role on the Report Server. Netwrix Auditor grants this role
automatically when adding a user. If for some reason the product was unable to grant the role, do it
manually.

To assign the Browser role to a user
1. Open the Report Manager URL in your web browser.

2. Depending on the user's delegated scope, select the entire Home folder or drill-down to specific data
sources or event reports.

3. Navigate to Manage Folder (the path can slightly vary depending on your SQL Server version) and
select Add group or user.

4. Specify an account in the following format: domain\user. The account must belong to the same
domain where Netwrix Auditor Server is installed, or to a trusted domain.

5. Select Browser.

8.4. Configure Long-Term Archive Account

An account used to write data to the Long-Term Archive and upload report subscriptions to shared folders.
By default, the LocalSystem account is used for the archive stored locally and the computer account is
used for archive stored on a file share.

If you want to store the Long-Term Archive on a file share, you can specify custom account in Settings —
Long-Term Archive in Netwrix Auditor. The custom Long-Term Archive service account must be granted
the following rights and permissions:

« Advanced permissions on the folder where the Long-Term Archive is stored:
o List folder / read data

« Read attributes
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» Read extended attributes
o Create files / write data
o Create folders / append data
» Write attributes
o Write extended attributes
o Delete subfolders and files
o Read permissions
« On thefile shares where report subscriptions are saved:
« Change share permission
o Create files / write data folder permission

NOTE: Subscriptions created in the Netwrix Auditor client are uploaded to file servers under the
Long-Term Archive service account as well.

To assign permissions on the Long-Term Archive folder
NOTE: The procedure below applies to Windows Server 2012 R2 and above and may vary slightly
depending on your OS.
1. Navigate to a folder where the Long-Term Archive will be stored, right-click it and select Properties.
2. Inthe <Folder_name> Properties dialog, select the Security tab and click Advanced.
3. Inthe Advanced Security dialog, select the Permissions tab and click Add.
4. Inthe Permission Entry for <Folder_Name> dialog, apply the following settings:
« Specify an account as principal.
o Set Type to "Allow".
« Set Applies to to "This folder, subfolders and files".
« Switch to the Advanced permissions section.
o Check the following permissions:
o List folder / read data
« Read attributes
« Read extended attributes
o Create files / write data

« Create folders / append data
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o Write attributes
o Write extended attributes
o Delete subfolders and files

o Read permissions

To assign Change and Create Files/Write Data permissions to upload subscriptions to file shares

NOTE: The procedure below applies to Windows Server 2012 R2 and above and may vary slightly

1.

depending on your OS.
Navigate to a folder where report subscriptions will be stored, right-click it and select Properties.
In the <Share_Name> Properties dialog, select the Sharing tab and click Advanced Sharing.
In the Advanced Sharing dialog, click Permissions.

In the Permissions for <Share_Name> dialog, select a principal or add a new, then check the Allow
flag next to Change.

Apply settings and return to the <Share_Name> Properties dialog.
In the <Share_Name> Properties dialog, select the Security tab and click Advanced.

In the Advanced Security Settings for <Share_Name> dialog, navigate to the Permissions tab,
select a principal and click Edit, or click Add to add a new one.

Apply the following settings to your Permission Entry.
« Specify a Netwrix Auditor user as principal.
o Set Type to "Allow".
o Set Applies to to "This folder, subfolders and files".

« Check Create files / write data in the Advanced permissions section.
NOTE: The users who are going to access report subscriptions must be granted read access to these
shares. Netwrix recommends you to create a dedicated folder and grant access to the entire

Netwrix Auditor Client Users group or any other group assigned the Global reviewer role
in Netwrix Auditor.
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o.

Uninstall Netwrix Auditor

9.1. Uninstall Netwrix Auditor Compression and Core

Services

NOTE: Perform the procedures below if you used Compression Services and Core Services for data

collection (i.e., the Network traffic compression option was enabled).

Some Netwrix Auditor Compression services are stopped but not removed during Netwrix Auditor
uninstallation. You need to delete them manually prior to Netwrix Auditor uninstallation.

Perform the following procedures to uninstall the Netwrix Auditor Compression services:

To delete Netwrix Auditor for Active Directory Compression Service

To delete Netwrix Auditor for File Servers Compression Service

To delete Netwrix Auditor for SharePoint Core Service

To delete Netwrix Auditor for Windows Server Compression Service

To delete Netwrix Auditor Mailbox Access Core Service

To delete Netwrix Auditor User Activity Core Service

To delete Netwrix Auditor for Active Directory Compression Service

1.
2.

On the computer where Netwrix Auditor Server resides, navigate to Start — Run and type "cmd".

Execute the following command:

Netwrix Auditor installation folder\Active Directory Auditing\adcr.exe
/removecompressionservice domain=<domain name>

where <domain name> is the name of the monitored domain in the FQDN format.

NOTE: If any argument contains spaces, use double quotes.

Example:

"C:\Program Files\Netwrix\Active Directory Auditing\adcr.exe"
/removecompressionservice domain=domain.local

To delete Compression Services from a specific domain controller, execute the following command:

Netwrix Auditor installation folder\Active Directory Auditing\adcr.exe
/removecompressionservice dc=<domain controller name>

NOTE: If any argument contains spaces, use double quotes.

To delete Netwrix Auditor for File Servers Compression Service
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NOTE: Perform this procedure only if you enable the Network traffic compression option for data
collection.

1. Onthetarget servers, navigate to Start — Control Panel — Programs and Features.

2. Select Netwrix Auditor for File Servers Compression Service and click Uninstall.

To delete Netwrix Auditor for SharePoint Core Service
NOTE: During the Netwrix Auditor for SharePoint Core Service installation / uninstallation your SharePoint
sites may be unavailable.

1. Inthe audited SharePoint farm, navigate to the computer where Central Administration is installed
and where the Netwrix Auditor for SharePoint Core Service resides.

2. Navigate to Start — Control Panel — Programs and Features.
3. Select Netwrix Auditor for SharePoint Core Service and click Uninstall.

NOTE: Once you click Uninstall you cannot cancel the uninstallation. The Netwrix Auditor for
SharePoint Core Service will be uninstalled even if you click Cancel.

To delete Netwrix Auditor for Windows Server Compression Service

NOTE: Perform this procedure only if you enabled the Compression Service for data collection.
1. Onthe target servers, navigate to Start — Control Panel — Programs and Features.

2. Select Netwrix Auditor for Windows Server Compression Service and click Uninstall.

To delete Netwrix Auditor Mailbox Access Core Service

1. On every computer where a monitored Exchange is installed, navigate to Start — Run and type
”Cmd”,

2. Execute the following command:
sc delete “Netwrix Auditor Mailbox Access Core Service”
3. Remove the following folder: %SYSTEMROOT%\Netwrix Auditor\Netwrix Auditor Mailbox Access Core

Service.

NOTE: If any argument contains spaces, use double quotes.

To delete Netwrix Auditor User Activity Core Service

« Remove the Core Service via Netwrix Auditor client on the computer where Netwrix Auditor Server
resides:

1. Navigate to All monitoring plans and specify the plan.

2. Intheright pane select the Items tab.
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3. Select a computerin the list and click Remove. The Netwrix Auditor User Activity Core Service
will be deleted from the selected computer. Perform this action with other computers.

4. Inthe left pane navigate to All monitoring plans — User Activity monitoring plan —
Monitored Computers. Make sure that the computers you have removed from auditing are no
longer present in the list.

5. In case some computers are still present in the list, select them one by one and click Retry
Uninstallation. If this does not help, remove the Core Services manually from the target
computers through Programs and Features.

« Remove the Netwrix Auditor User Activity Core Service manually on each audited computer:
1. Navigate to Start — Control Panel — Programs and Features.

2. Select Netwrix Auditor User Activity Core Service and click Uninstall.

9.2. Uninstall Netwrix Auditor

NOTE: If you enabled network traffic compression for data collection, make sure to disable it before
uninstalling the product. Some network compression services must be removed manually. See
Uninstall Netwrix Auditor Compression and Core Services for more information.

To uninstall Netwrix Auditor

1. Onthe computer where Netwrix Auditor is installed, navigate to Start — Control Panel —
Programs and Features.

2. Select Netwrix Auditor and click Uninstall.

NOTE: If you uninstall an instance on Netwrix Auditor that includes Server part (full installation), all remote
client consoles will become inoperable.
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This section contains information about the additional components:
« User Behavior Analytics Configuration tool included in the Netwrix Auditor installation package.

« Instructions on how to install the third-party components that are not included in the Netwrix
Auditor installation package, but are required for the product to function properly.

10.1. User Behavior Analytics Configuration Tool

[[[Undefined variable MyVariables.UBA]]] is an advanced cloud-based module of Netwrix Auditor solution
that enables you to detect behavior anomalies in your IT environment, such as activity surges or mass
deletions of archived data. As you investigate suspicious activity and review incidents, you can identify
intruders or in-house actors who keep violating your company's security policies. The behavior anomalies
assessment provides both a high-level visualization and a detailed history of malicious user activity. It
accumulates historical data over time and gives you a bird's eye view on the activity patterns. With
[[[Undefined variable MyVariables.UBA]]] you can step beyond individual actions and investigate more
complicated user behavior scenarios that might otherwise stay concealed for a long time.

NOTE: To benefit from [[[Undefined variable MyVariables.UBA]]] functionality, you will need a special
license. Contact your Netwrix sales representative for details.

To provide data collected by Netwrix Auditor to the analytical engine, you should launch [[[Undefined
variable MyVariables.UBA Configurator]]] utility. For that, from the Start menu, select Netwrix Auditor -
[[[Undefined variable MyVariables.UBA Configurator]]].

10.2. Third-Party Tools

Refer to the following sections for step-by-step instructions on how to:

« Install Group Policy Management Console

« Install ADSI Edit

« Install Microsoft SQL Server and Reporting Services

10.3. Install Group Policy Management Console

Group Policy Management Console is an administrative tool for managing Group Policy across the
company. If you want to audit Group Policy, Group Policy Management Console must be installed on the
computer where Netwrix Auditor Server resides.
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To install GPMC on Windows Server 2012 and above

1. Navigate to Start — Control Panel — Programs and Features — Turn Windows features on or
off.

2. In the Add Roles and Features Wizard dialog that opens, proceed to the Features tab in the left
pane, and then select Group Policy Management.

3. Click Next to proceed to confirmation page.

4. Click Install to enable it.

To install GPMC on Windows 8.1, and Windows 10

1. Depending on your OS, download and install Remote Server Administrator Tools that include
Group Policy Management Console.

o Windows 8.1
o Windows 10

2. Navigate to Start — Control Panel — Programs and Features — Turn Windows features on or
off.

3. Navigate to Remote Server Administration Tools — Feature Administration Tools and select
Group Policy Management Tools.

10.4. Install ADSI Edit

The ADSI Edit utility is used to view and manage objects and attributes in an Active Directory forest. ADSI
Edit is required to manually configure audit settings in the target domain. It must be installed on any
domain controller in the domain you want to start auditing.

To install ADSI Edit on Windows Server 2008 and Windows Server 2008 R2

1. Navigate to Start — Control Panel — Programs — Programs and Features — Turn Windows
features on or off.

2. Inthe Server Manager dialog, select Features in the left pane, and then click Add Features.

3. Navigate to Remote Server Administration Tools — Role Administration Tools and select AD
DS and AD LDS Tools.

4. Click Next to proceed to the confirmation page.

5. Click Install to enable it.
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To install ADSI Edit on Windows Server 2012 and above

1. Navigate to Start — Control Panel — Programs — Programs and Features — Turn Windows
features on or off.

2. Inthe Add Roles and Features Wizard dialog that opens, proceed to the Features in the left pane.

3. Navigate to Remote Server Administration Tools — Role Administration Tools and select AD
DS and AD LDS Tools.

4. Click Next to proceed to the confirmation page.

5. Click Install to enable it.

10.5. Install Microsoft SQL Server and Reporting
Services

Netwrix Auditor uses Microsoft SQL Server database as short-term data storage and utilizes SQL Server
Reporting Services engine for report generation. You can either use your existing SQL Server for these
purposes, or deploy a new server instance. System requirements for SQL Server are listed in the
corresponding section of this guide.

Consider the following:

1. Supported versions are 2008 and later. Note that SQL Server Reporting Services 2008 is not
supported; for this version you should install and configure Reporting Services 2008 R2 or later.

2. Supported editions are Enterprise, Standard and Express with Advanced Services (it includes
Reporting Services).

3. If downloading SQL Server Express Edition with Advanced Services from Microsoft site, make sure you
download the file whose name contains SQLEXPRADV. Otherwise, Reporting Services will not be
deployed, and you will not be able to analyze and report on collected data.

By the way of example, this section provides instructions on how to:

o Install Microsoft SQL Server 2016 SP2 Express

« Verify Reporting Services Installation

For detailed information on installing other versions/editions, refer to Microsoft website.
NOTE: Maximum database size provided in SQL Server Express editions may be insufficient for storing data

in bigger infrastructures. Thus, when planning for SQL Server, consider maximum database capacity
in different editions, considering the size of the audited environment.

10.5.1. Install Microsoft SQL Server 2016 Express

Do the following:
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1.

4.

Download SQL Server 2016 Express with Advanced Services from Microsoft website. When choosing
the required download, make sure you selected the file whose name contains SQLEXPRADV - for
example, SQLEXPRADV_x64_ENU.exe.

Run the installation package and follow the instructions of the wizard until you get to the Feature
Selection page. On this page, ensure that the Reporting Services option is selected under Instance
Features.

Proceed with the wizard until you get to the Server Configuration page. On this page, ensure that
the SQL Server Reporting Services will run under the Network Service account, and its startup
type is set to Automatic.

Follow the instructions of the wizard to complete the installation.

10.5.2. Verify Reporting Services Installation

As a rule, Netwrix Auditor can use Reporting Services with the default settings. However, to ensure that
Reporting Services is properly configured, perform the following procedure:

NOTE: You must be logged in as a member of the local Administrators group on the computer where

1.
2.

SQL Server 2016 Express is installed.
Navigate to Start — All Apps — SQL ServerReporting Services Configuration Manager.

In the Reporting Services Configuration Connection dialog, make sure that your local report server
instance (for example, SQLExpress) is selected, and click Connect.

In the Reporting Services Configuration Manager left pane, select Web Service URL. Make sure
that:

« Virtual Directory is set to ReportServer_<YourSqlServerinstanceName> (e.g., ReportServer._
SQLEXPRESS for SQLEXPRESS instance)

e TCP Portissetto 80

In the Reporting Services Configuration Manager left pane, select Database. Make sure that the
SQL Server Name and Database Name fields contain correct values. If necessary, click Change
Database and complete the Report Server Database Configuration wizard.

In the Reporting Services Configuration Manager left pane, select Report Manager URL. Make
sure Virtual Directory is set correctly, and that the URL is valid.
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